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Copyright Statement

Tenda® is the registered trademark of Shenzhen Tenda Technology Co., Ltd. All the
products and product names mentioned herein are the trademarks or registered
trademarks of their respective holders. Copyright of the whole product as integration,
including its accessories and software, belongs to Shenzhen Tenda Technology Co., Ltd.
Without the permission of Shenzhen Tenda Technology Co., Ltd, any individual or party is
not allowed to copy, plagiarize, reproduce or translate it into other languages.

All the photos and product specifications mentioned in this manual are for references only.
Upgrades of software and hardware may occur, and if there are changes, Tenda is not

responsible for notifying in advance. If you would like to know more about our product
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Chapter 1 Product Introduction

Thank you for purchasing the Tenda Wireless N Broadband Router!

This easy-to-use router provides simple configuration interface which enables you to
configure it with ease. It is based on the latest IEEE802.11n standard, and is backward
compatible with devices of IEEE802.11b/g standards.

The Tenda wireless router, including router, wireless AP, four-port switch and firewall in
one, provides powerful online monitor function and supports URL filter and MAC filter. With
WDS function, it can repeat and amplify wireless signals so as to enlarge network coverage
area. It truly supports UPnP and WMM to make your audio and video smoother. With QoS
function, it can efficiently distribute the downloading rate for the clients. With super
compatibility, the router can break the access limits in some areas so that multiple
computers can share the Internet access. Additionally, it supports WISP function to access
to the ISP’s wireless hotspots (this function applies only to some of the products).

1.1 Package Contents

Please verify the following items after you open the package:

> One Wireless N Broadband Router

> One Quick Installation Guide

> One Power Adapter

> One Software CD
If any of the listed items are missing or damaged, please contact the Tenda reseller for
immediate replacement.

1.2 LED Indicators and Port Description

Panel and LED indicators show:

POWERSYS WPSWLAN 4 3 2 1 WAN
[ R R R R - S e . R

LED indicator description on the front panel
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LED indicator Status Description
POWER Continuously lit | Indicates the router is on and has power.
SYS Flashing Indicates the router is operating correctly.

i .. | Indicates the router’ s WAN port is connected to
Caontinuously lit i
an Ethernet device.

WAN Indicates th tist itti 1/ ivi
ndicates the port is transmitting and/or receivin
Flashing z J J
data packets.
Caontinuously lit | Indicates the wireless function is enabled.
WLAN
Flashing Indicates it is wirelessly transmitting data
. ., | Indicates the router’ s LAN port is connected to
Continuously lit X
an Ethernet device.
LAN(1/2/3/4) - - — —
"""" i Indlicates the port is transmitting and/or receiving
Flashing
data.
i Indlicates the device is communicating with the
WPS Flashing

client in WPS made.

Back panel port show (take W316R as an example)
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Back panel port description

Port/Button Description

Can be connected to Ethernet devices such as MODEM, Switch, Router, etc,,
WAN Usually it is used to connect DSL MODEM or Cable MODEM, or ISP

network cable for connecting to the Internet.

LAN Can be connected to an Ethernet switch, Ethernet router, or NIC card.

(1/2/3/4) Mostly they are used to connect to computers, Ethernet switches, etc.

The system reset/ WPS button. Press and hold this button for 7 seconds
and all of the settings will be deleted and router settings will be restored to
RESET/ WPS
factory default. Hold the button for 1 second and the WPS feature will be

enabled. The WPS LED will flash when communicating in this mode.

The jack is for power adapter connection. Please use the included standard
POWER
power adapter.
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Chapter 2 Product Installation

In this user guide, we take W316R as an example to explain the installation steps. The

installation steps of other products are similar to this one.

1. Please use only the included power adapter to power your router. (NOTE: Use of an
unmatched power adapter could cause damage to this product).

Electrical outlet

1
A4

Power Adapter

Wireless Broadband Router |1

2. Please connect the router’s LAN port to your computer with an Ethernet cable as shown
below.

Power Adapter

Wireless Broadband Router
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4. Insert the included software CD into the CD drive of your computer. After the software
automatically initiates, double click the “Setup” icon and follow the instructions to complete
the installation. You can also enter the router's Web-based Utility to complete the
configuration.
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Chapter 3 How to configure to access the Internet

3.1 How to Set the Network Configurations

Network Configurations under windows XP
1. Right click “My Network Places” on your computer desktop and select “Properties”.

Explare
Search for Computers. ..

Map Metwork Drive..,
Disconneck Network Drive. .

Create Shorteut
Delete
Rename

Propertie

3.  Select “Internet Protocol (TCP/IP)” and click “Properties”.
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<% Local Area Connection Properties @

Geneal | Advanced

Cannect using

E9 Fiealiek RTLE1 39 Family PCI Fast Ett

This connection uses the fallowing items.

" {3 005 Packet Scheduler A
% #EGIS Protocol (EEE 802141 w3530

Pmﬁmes

Trangmizsion Contiol Protocol/Interet Protocol. The default
wide area netwark pratocol that provides communication
across diverse interconnected netwarks.

Description

Shaw icon in notification area when connected
Maotify me when this connection has limited or no connectivity

4. Select “Obtain an IP address automatically” and “Obtain DNS server address

automatically”. Click “OK” to save the configurations.

Internet Protocol (TCP/IP) Properties

x|

Gereral | Alterats Configuration

You can get IP setlings sssianed sutomatically if your netwark supports
this capabilty. therwise, you need to ask your netwark admiisator for
the appropriate [P settings

(& Obtain an IP address automatically
{0 Use the following IP address:

(& Olbtain DNS server address automatically
() Use the following DNS server addiesses:

T

Or select “Use the following IP address” and enter the IP address, Subnet mask, Default
gateway as follows:

>

>
>
>

IP Address: 192.168.0.XXX: (XXX is a number from 2~254)

Subnet Mask: 255.255.255.0

Gateway: 192.168.0.1

DNS server: You should input the DNS server address provided by your ISP.
Otherwise, you can enter 192.168.0.1. Click “OK” to save the configurations.

7
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Internet Protocol (TCP/IP) Properties @

General |

Vou can get P settings assigned automatically f your network supports
this capability. Dtherwise, you need to ask your network admiristrator for
the appropriate P settings.

() Oibtain an P address automatically

(® Uss the follawing IP address:
IP address [192.168. 0

Subnet mask: | 255 . 255 . 255 .

Default gateway: | 192.188. 0 .1 |
() Use the following DNS server addresses:
Prefened DNS server: | 192.168. 0 . 1

Altemate DNS server I
g

Network Configurations under windows 7
1. Click the network icon on the lower right corner of your computer desktop, and then
click” Open Network and Sharing Center”.

Currently connected to: o

5= Broadcom_eCos test
T Internet access

Wireless Network Connection 2 =
Broadcom_eCos_test  Connected ﬁﬂﬂ

Tenda_240032

=

Tenda_CC0002

=

1ln AP

Unicorn_010368

=

EEEEE

Tenda_010380

=

Tenda

&
=
s

Open Network and Sharing Center

2. Click “Change adapter settings” on the left side of the window.
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& » Control Panel » Network and Intemet » Network and Sharing Center v |43 | Searcn ¢

Control Panel Home
View your basic network information and set up connections

Manage wireless networks ¥ = 0

Change adapter settings

TENDA-PC Broadcom_eCos_test Intemet
Change advanced sharing (This computer)
settings
View your active networks
Access type: Internef
BicadconTECas test Connections: 7 Local A
e o Wireles
Public network
Connec
(Broad:

Change your networking settings

i Set up a new connection or network
<

Set up a wireless, broadband, dial-up, ad hac, or VPN connection; or |
access point

3. Right click “Local Area Connection” and select “Properties”.
Local Area Connection

il
L>--,‘t"@wj Broadcom_eCos_test
HF Rd

L~ ™% Disable

Status
Diagnose

% Bridge Connections
Create Shortcut
Delete

";' Rename

";' Properties

4. Double click” Internet Protocol Version 4(TCP/IPv4)".

:‘: Local Area Connection 2 Properties u
- P

Networking | Sharing

Connectusing

L."“ Realtek RTL8139/810x Family Fast Ethemnet NIC

This connection uses the following items:

& Clientfor Microsoft Networks
J=1,005 Packet Scheduler
451 File and Printer Sharing for Microsoft Networks
-4 Intemet Protocol Version 6 (TGP/IPvE)
n 4 (TCP/IPvd)
- Link-Layer Topology Discovery Mapper /O Driver
- Link-Layer Topology Discovery Responder

Description

F Y Intemet Protocol Ver

Transmission Control Protocolfinteret Protocol. The defaultwide
area network protocol that provides communication across
diverse interconnected networks

5. Select “Obtain an IP address automatically’ and “Obtain DNS server address

9
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automatically”. Click “OK” to save the configurations.
Internet Protocol Veersion 4 (TCP/IPv4) Properties. l_‘éj
[‘Genersl | alternate Configuration|

You can get IP settings assigned automatically if your netwark
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(@) Obtain an P address automatically

() Use the following IP address:

@) Obtain DNS server address automatically

") Use the following DNS server addresses

Validate settings upon exit

Or select “Use the following IP address” and enter the IP address, Subnet mask, Default
gateway as follows:

Internet Protocol Version 4 (TCP/IPv4) Properties &I_J

General

You can get P settings assigned automatically if your network
supports this capability. Gtherwise, you need to ask your netwark
administrator for the appropriate IF settings.

~) Obtain an TP address automatically

(@) Use the following IF address:

TP address: 192 .168. 0 . 10
Subnet mask: 255.255.255. 0
Default gateway: 192 .168. 0 . 1

Obtain DNS server address automatically
(@) Use the following DNS server addresses
Preferred DNS server: 202 . 96 . 134 . 33

Alternate DNS server: 202 . 96 . 128 . 86

[ validate settings upon exit

IP Address: 192.168.0.XXX: (XXX is a number from 2~254)

Subnet Mask: 255.255.255.0

Gateway: 192.168.0.1

DNS server: You should input the DNS server address provided by your ISP.
Otherwise, you can enter 192.168.0.1. Click “OK” to save the configurations.

YV V V V

10
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3.2 Log in to the Router

1. To access the Router’'s Web-based Utility, launch a web browser such as Internet
Explorer or Firefox and enter http://192.168.0.1. Press “Enter”.

&) http://192.188.0. 1/

2. The system will automatically choose the corresponding web language in accordance
with the Browser’s language. For example, if your Browser’s language is French, the
router’s web language will display as French.

Eaition Affichase

@i cxan

) Tenda 118 Fireless Router

Tenda

Acces a I'Internet

[or] [mmter 1

Teamat

3. If your Browser language is English or beyond the 9 languages (Arabic, French, German,
Italian, Polish, Portuguese, Russian, Spanish, Turkish), the router’s web language will be
English.

3 Tenda 11K Wireless Router — Nicrosoft Internet Explorer

THE SEE TEW KAKG TRAO RHW

Q- O HNRAG P drwme @ -5 @ -Jld

H61 0 [ netp://192.169.0. 1 findex. asp R EERE I
Advanced Settings B

Tenda

Internet Access
© aDsLDalwp O DHCP
—
—

sccess methods <l Advanced Setings

Wireless encryption

swors: 12325675 (can suy ente § charsctrs

[o4] [cance

B3 © FEnS

11
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3.3 Fast Internet Access

Two kinds of fast access methods are provided on the router's web-based utility: ADSL
dial-up and DHCP.

If you select ADSL dial-up, you only need to enter the access account and access
password as well as the wireless password, and then click “Ok” to complete the settings.

Tenda

Internet Access

@ ADSLDatap € DHCP

Wireless encryption
wots 1233678 (nonves

o] [ cancel

If you select DHCP, you only need to enter the wireless password and click “Ok” to
complete the settings.

Tenda

Internet Access

Wireless encryption
ot TS sty k)

(o] [cameat |

The default access method is ADSL dial-up and the access account and access password
are the same as the ADSL dial-up account and password, which you can inquire your
broadband ISP. For other access methods, please refer to WAN settings in chapter 4.The
wireless password can only consist of 8 characters, the default is 12345678 and you can
modify it when necessary.

12
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3.4 Fast Encryption

The router provides two encryption setting screens, one is simple and easy, the other is
advanced (For advanced setting, please refer to chapter 5.2).

Simple and easy screen:

Log on to the router’'s web-based utility and you may set encryption for the router. The
default adopts WPA-PSK mode and AES Algorithm. The default password is 12345678, as
shown below.

Tencla

Internet Acces

53 Method: @ ADSL Ditup € DHCP

ok| | cancel

ANOTE: The wireless password can only be 8 characters in length and the default
is 12345678, you can modify it when necessary.

13
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Chapter 4 Advanced Settings

4.1 System Status

System status screen allows you to view the router’s WAN port status and system status.

WAN starus:
Connection status  Disconnected
WANTP
Subnet Mask

Gateway

Alternate DNS server

Connection type

Connection time

Connect Disconnect

> Connection status: It displays the router’'s WAN connection status.
Disconnected: It indicates the router’'s WAN port hasn’t been connected with the
network cable.
Connecting: It indicates the router’s WAN port is obtaining IP address.
Connected: It indicates the Router is well connected with the ISP.

> WAN IP: |P address obtained from ISP.

» Subnet mask: Obtained from ISP.

> Gateway: Obtained from ISP.

> DNS server: Obtained from ISP.

> Alternate DNS server: Obtained from ISP.

> Connection type: It displays your current access method.

System status:

WAN MAC addr

System time 19

Connacted client 1
Software version  V3.11.002_multi

Hardware version V0.1

» LAN MAC address: It displays the Router’s LAN MAC address.
» WAN MAC address: It displays the Router’s WAN MAC Address.

14
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System time: It displays the system’s updated time

Connected client : It displays the number of the connected computers(normally it
displays the number of clients whose IP addresses obtained via DHCP server)
Software version: It displays the Router’s software version;

Hardware version: It displays the Router’s hardware version.

4.2 WAN Settings

Virtual Dial-up (PPPoE)

vV V V V

- - r_/‘
= =

senacia

Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings. settings tools

Mode [PPPOE 7|
tenda2011@ 163,00
Aceess Password

MIU  [1492 ] (DO NOT modify it unles: ry. the default is 1492)
Seviemame [ | (Dont coter the information unless nesessary.)

Servermame [ |Domtemterthe necessary)

Select the corresponding comnection mode accarding to your situation.

@ Connsct automatielly, Connsct automatisaly to the Internet afte rbootng the system or

connzetion filue
© Connsct on demand:
Maidle time[50___ ]

© Connect manually: Connsct 1o the Internst manually by the user.

stablish your connection to the Internet when there's data transmitting.

ond)

€ Connect on fixed time: Connect avtomatically to the Internet during the time you fx
Note: The "Connest on fixed time” function goes into effect only when you have set the current time in
"Time Settings" from "System Tocls”.

Ok| | cancel

Mode: Show your current connection mode.

Access Account: Enter the account provided by your ISP.

Access Password: Enter the password provided by your ISP.

MTU: Maximum Transmission Unit. It is the size of the largest data packet that can
be sent over the network. The default value is 1492. Do NOT modify it unless
necessary, but if a specific website or web application software cannot open or be
enabled, you can try to change the MTU value to 1450, 1400, etc.

Service Name: The connection name for current PPPOE, enter it if necessary,
otherwise, leave it blank.

AC Name: The service name, enter it if necessary, otherwise, leave it blank.
Connect Automatically: Connect automatically to the Internet after rebooting the
system or connection failure.

15
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>

>
>

Connect on Demand: Re-establish your connection to the Internet after the specific
time (Max Idle Time). Zero means you are connected to the Internet all times.
Otherwise, enter the minutes to be elapsed before you are disconnected from the
Internet.

Connect Manually: Connect to the Internet by users manually.

Connect on Fixed Time: Connect to the Internet during the time you fix
automatically.

&NOTE:

The “Connect on Fixed Time” goes into effect only when you have set the current

time in “Time  settings” from “System tools”.

Static IP
If your ISP provides you the static IP, please choose static IP, and you need to enter the IP

address, subnet mask, gateway, DNS server and alternate DNS server provided by your

ISP or network administrator.

e f.’/,
=
enaaa
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools
System status  WAN settings LAN settings DNS settings  Bandwidth control Traffic statistics

5| 2!
;

Alternate DNS

st

MTU (DO NOT modify it unless necessary, the default is 1500)

Ok| | Cancel

Mode: Show your current connection mode.

IP address: Enter the WAN IP address provided by your ISP. If you are not clear,
please inquire your local ISP.

Subnet mask: Enter the WAN Subnet Mask provided by your ISP. Generally it is
255.255.255.0.

Gateway: Enter the Gateway provided by your ISP. If you are not clear, please
inquire your local ISP.

DNS server: Enter the necessary DNS server provided by your ISP.

Alternate DNS server: Enter the second DNS address if your ISP provides, which is
optional.

16
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Dynamic IP (Via DHCP)
If your connection mode is Dynamic IP, it means every time you access the Internet, you
will get a different IP. You don’t need to enter any parameters in this mode, just Click “Ok” to

finish the settings.

renaca
L=y =
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools
v
System status WAN settings LAN settings DNS settings _Bandwidth control _Traffic statistics

Mode [DHCP [+

(DO NOT modify it unles

sary, the default is 1500)

Ok| | cancel

PPTP

Tendcla

Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

“
System status WAN settings LAN settings DNS settings _ Bandwidth control _Traffic statistics

Mode [PPTP 7|

TPServer address

s [0000
Subnet Mask [0.0.0.0
Gatevay [0.0.0.0

MPEE

Ok| | cancel

» Mode: Show your current connection mode.

» PPTP server address: The IP address or domain name of the destination server
and it is used to specify the destination address which needs for PPTP connection.

> Username/Password: Used to validate identity when connecting to the PPTP
server.

» Address mode: Set the router’s IP address mode, you can select either “Dynamic”
or “Static”. If your ISP doesn’t provide the IP address, please select “Dynamic”.

17
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>

IP address: Please enter the IP address provided by your ISP, inquire your local ISP
if you are not clear.

Subnet mask: Please enter the subnet mask provided by your ISP ,generally its
255.255.255.0

Gateway: Please enter the gateway provided by your ISP, inquire your local ISP if
you are not clear.

All the above parameters are provided by ISP.

L2TP
Tenaa
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools
S\Slem\s\a\us WAN settings LAN settings DNS settings Bandwidth control Traffic statistics
Addressmode |Static 7|
P address
Subnst Mask
Geteway
Ok| Cancel
» Mode: Show your current connection mode.
» L2TP server address: The IP address or domain name of the destination server and
it is used to specify the destination address which needs for L2TP connection.
> Username/Password: Used to validate identity when connecting to the L2TP
server.
» Address mode: Set the router’s IP address mode, you can select either “Dynamic”
or “Static”. If your ISP doesn’t provide the IP address, please select “Dynamic”.
» IP address: Please enter the IP address provided by your ISP, inquire your local ISP
if you are not clear.
» Subnet mask: Please enter the subnet mask provided by your ISP ,generally its
255.255.255.0
» Gateway: Please enter the gateway provided by your ISP, inquire your local ISP if

you are not clear.

All the above parameters are provided by ISP.

18
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4.3 LAN Settings

Click “Advanced settings” —LAN settings to enter the following screen.

S N
rendcla
e
Advanced Wireless DHCP Virtnal Security Routing System
settings settings server server settings settings tools
\

ik parameters for LAN.

OK| Cancel

LAN MAC address: The Router's LAN MAC address, which is unchangeable.

IP address: The Router's LAN IP address (not your PC’s IP address).The default
value is 192.168.0.1; you can change it when necessary.

Subnet mask: The Router’s LAN subnet mask. The default value is 255.255.255.0

>
&NOTE:

Once you modify the IP address, you need to remember it for next time you log in to

\%

\%

the web-based utility.

4.4 DNS Settings

DNS stands for Domain Name System (or Service).

= fj -
= -
eenaa
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools
System status  WAN settings LAN settings DNS settings  Bandwidth control Traffic statistics
DNS & I3

Primary DNS address

2029613433

Altemate DNS
202.96.128.68

mal)

ars complted, 1eboot the device to astivate the modified setfings

Ok| Cancel

> DNS setting: Select to enable the DNS server.
> Primary DNS address: Enter the necessary address provided by your ISP.
> Alternate DNS address: Enter the second DNS address if your ISP provides, which

19
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is optional.
\NOTE:

After the settings are completed, reboot the device to activate the modified settings.

4.5 WAN Medium Type

Wired WAN and wireless WAN

&NOTE: This function applies only to some of the products.

enaa
ey <
Advanced  Wireless DHCP Virtual Security Routing System
settings settings Server server settings settings tools.
System status  WAN settings LAN settings DNS settings WAN medium type  Bandwidth
control _Traffic statistics
WAN medinm type: O Wired WAN  (® Wiseless WAN

ssID: | Tenda_002522

¥ | Auto select v

Security Mede: | Disable v

Open scan

Ok Cancel

Wired WAN: In this mode, the cable is directly connected to the WAN port. Wired WAN is
the default mode.

Wireless WAN: Enable this mode if your ISP provides you wireless connection service or
you want to use it to amplify wireless signals.

SSID: SSID (Service Set Identifier) is the identity of the wireless device. You can only
access to the ISP’ network by entering the correct SSID, namely the SSID of the ISP’s
wireless device. You can click the “Open scan” button to let the router automatically search
the ISP’s available SSID. The SSID can also be the SSID of the superior wireless device
when using wireless bridge.

MAC: To connect to the ISP’s wireless device, you need to know the device’s MAC address.
You can click the “Open scan” button to let the router automatically search the wireless
device’s MAC or superior wireless device’s MAC.

Channel: The wireless device’s communication channel. You must select the same
channel as the ISP’s wireless device to enable their communications. It can also be
scanned by clicking the “Open scan” button.

Security mode: When the ISP wireless device is secured, the access device should set the

20
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same security mode, encryption mode and key as the ISP’ wireless device.

For example

If your ISP wireless device’s SSID is “wireless”, then just enter the ISP’s SSID, wireless
MAC address, and channel respectively into the corresponding fields of the above picture.
If the ISP device is secured, please set your router’s encryption type the same as the ISP
device’s .Or you can click the “Open scan” button to let the router automatically fill in the
SSID, Channel and wireless MAC. After saving, come back to the WAN Setting screen to
select the corresponding WAN connection type to complete the settings (For example, if
your ISP wireless device’s connection type is dynamic IP, just select DHCP).

4.6 Bandwidth Control

Bandwidth control is used to limit the communication traffic of LAN computers when
accessing the Internet. It can simultaneously control maximum of 254 PCs' traffic. In
addition, IP address range configuration is supported.

- R
rendca
=1 @ e
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools
‘

Enable Bandwidth Control ¥/ Enable
Pagess 121680 | |
UplozdDowaload:  [Upload =]
Bandwadthranes | o] By
Ensble [T
Add to list

Na,

Enable

Edit

Delete

IP segment Destination Bandwidth range

Ok| | Cancel

> Enable Bandwidth Control: To enable or disable the internal IP bandwidth control.
The default is disabled.

» IP Address: The IP address range of the hosts whose traffic has been controlled. It
can be a single IP address or IP address range.

» Upload/Download: To specify the traffic heading way for the selected IP addresses:
upload or download.

> Bandwidth Range: The maximum and minimum upload/download data traffic of the
hosts in specified IP range. The unit is KByte/s. The uplink of upload and download
can not exceed the WAN port bandwidth limitation range.
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» Enable: To enable the current edited rule. Otherwise, the rule will not go into effect.

> Add to list: After you edit the rule, click the “add to list” button to add the current
rule to the rule list.

Here we take 2Mbps bandwidth as an example. Theoretically, the biggest downloading rate

for 2Mbps bandwidth is 2Mbps=256KByte/s, and the biggest uploading rate is

512kbps=64KByte/s

Example 1

If you want to set the download rate of the computer at the IP address of 192.168.0.100 as

80-90KByte/s, upload rate as 10-15KByte/s, first add one upload rule as shown in the

picture below:

== f ~ —/,.

enacaa

Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

.
System status WAN settings LAN scttings DNS secttings _Bandwidth control _Traffic statistics

Ensble Bandwidth Control ¥ Enable
Pagdess 1o2160[100  [100 |
UplordDowrlesd: [Upload =]
Badwidthrmez [10 |15 (Byes)
Enable W
Add 1o st

Na.

IP segment Destination Bandwideh range

Enable

Tdit

Delete

ok| | cancel

1. Enter 192.168.0.100 in the IP address field
2. Select upload in the Upload/Download field.
3. Enter 10-15 in the bandwidth range field

4. Select “Enable”

5. Click “Add to list”

6. Click “Ok” to finish the upload rule settings.

And then add a download rule as shown in the picture below.
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Tenda

Advanced
settings

Wireless
settings

DHCP

server

Virtual

server

Security
settings

Routing
settings

System
tools

v
System status  WAN settings LAN settings  DNS settings

Bandwidth contral _Traffic statisties

Enable Bandwidth Control ¥ Enzble

Padsess 1921630100 LJ100
Uplosd Dorwalosé: | Download ||
Bandwidthrangs [50 90 (KBytes)
Enable: ¥
No.| IPsegment ‘ Destination ‘ Bandwidth range ‘Emle Edit | Delete

The setting method is the same as the above.

Example 2 Set the download rate of all

computers  within

the

range of

192.168.0.2--192.168.0.254 as 100-120KByte/s, and the upload rate as 20-30KByte/s, as

shown in the picture below.

Tenda

Advanced
settings

Wireless
settings

DHCP

server

Virtual

server

Security
settings

Routing
settings

System
tools

v
System status  WAN settings LAN settings DNS settings

Bandwidth control _Traffic statistics

Enable Bandwidth Control I Enable

Patdes 1iss0f PR
UplsséDownissé: [Opiosd 5]

Bandwidthmngs [20 |30

(KByiels)
Emble W
Add 1o list
No.| IPsegment | Destination ‘ ‘Bandwidth range ‘Enahlt Edit | Delete
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y '_//f f-_/ﬁ
=
enaca
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings seftings tools

v
System status WAN settings LAN settings DNS settings _ Bandwidth control _Traffic statistics

Enable Bandwidth Control W Enable
R RT1') I TR
UplozdDowaload: | Download =]
Budwidth e [100 <[ 120 ®Bytes)

Euble:
Add to list
No. IP segment. ‘ Destination | Bandwidth range Enable | Edit | Delete
ok| | Cancel

The setting method is the same as Example 1.

4.7 Traffic Statistics

Traffic statistics is used to display the bandwidth that LAN PC used.

—_ e =
encia
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

©
System status WAN settings LAN settings DNS settings _ Bandwidth control _Traffic statistics

¥/ Enabte traffic staristics

- Raceived
Uplinkrate | Downlink rate Sent Bytes
1P 2ddrass. Sent message Received massage | Bytes
Byte's) (KByte's) ¥ | MBye R
MByte

Ok| | cancel

Enable Traffic statistics: It is used to calculate the traffic used by the LAN computers. You

can enable it to calculate the traffic for you. Usually, disable it to improve the router’s data

packet processing ability, and the default is disabled. When this function is enabled, the

webpage will refresh automatically every five minutes, meanwhile, each computer’s traffic

value will refresh automatically.

> IP address: the IP address of the computer whose traffic is being calculated.

> Uplink rate: the data sending speed per second, the unit is KByte/s.

> Downlink rate: the data receiving speed per second, the unit is KByte/s.

> Sent message: the number of the calculated computer’s data packets that are sent
out through the router.

> Sent Bytes: the volume of the calculated computer’s statistics that is sent out
through the router
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» Received message: the number of the calculated computer’s the data packets that
are received through the router.
> Received Bytes: the volume of the calculated computer’s statistics that is received

through the router.
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Chapter 5 WLAN Settings

5.1 Wireless Basic Settings

Advanced
settings

Wireless

settings
v

Wireless Basic Settings

[¥ Enable witeless function
Wirsless Working Mods

Netw

Mbode

SSD
Broadeast($$1D)
Channel

WMM Capable

Wireless Security

Tendca

DHCP

Virtual
server

Security
settings

Routing

server settings

Access Control Connection Status

& Wireless Access Point(AP) © Network Bridge(WDS)
[41bigin mixed mode ¥
[Tenda_oozszz

& Enable {7 Disable

AutoSelect =

© Emble ¢ Disable

System
tools

APSD Capable

€ Ensble @ Disable

Chanae! Bandwidth

20 2040

Estension Channel [ Auto selec

I |

Ok| | Cancel

> Enable wireless function: Select to enable the Router’s wireless features; deselect

to disable it and all functions related with wireless are disabled.

> Wireless working mode: This router provides two kinds of working modes: Wireless
Access Point(AP) and Network Bridge (WDS)

Wireless Access Point (AP)

» Network Mode: Select one mode from the drop-down list.

11b mode: Select it if you have only Wireless-B clients in your network.

11g mode: Select it if you have only Wireless-G clients in your network.

11b/g mixed mode: Select it if you have only Wireless-B and Wireless-G clients

in your network.

11b/g/n mixed mode: Select it if you have Wireless-B, Wireless-G and

Wireless-N clients in your network.

> SSID: It is the unique name of the wireless network and can be modified. The SSID

must be entered.

> Broadcast (SSID): Select “Enable” to enable the router’ SSID to be scannable by
wireless devices. The default is enabled. If you disable it, the wireless devices must

know the SSID for communication.
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>

Channel: The currently used channel by the router. Select an effective channel (from
1 to 13\Auto) of the wireless network.

WMM Capable: Enable it to enhance the transfer performance of the wirelessly
transferred multimedia data (such as video or online playing).We recommend
enabling this option if you are not familiar with WMM.

APSD Capable: It is used for auto power-saved service. The default is disabled.
Channel bandwidth: Select an appropriate channel bandwidth to enhance the
wireless performance. Select 20/40M when the network has 11b/g and 11n wireless
clients. Select 20M when the network has only non-11n wireless clients. Select
20/40M to promote its throughput when the wireless network is in 11n mode.
Extension Channel: To confirm the network’s frequency range in 11n mode.

ANOTE Some products may have primary SSID and secondary SSID options, as

shown below. Primary SSID is necessary, secondary SSID is optional.

e =
Tenca
hnic
Advanced  Wireless DHCP Virtual Security Routing System
settings settings Server server settings settings tools
Wire Wireless Security Access Control Connection Status
.
Witsless Working Mode (2 Wi 255 Point(AP) (O Network Bridge(WDS)

11b/g/n mixed mode ¥

primery $SID

sezondary $STD

Brozdezsi(SSID)

tion

Channel

WM Cepatle

APSD Capable

Channel Bandseidsh

Extension Channel

Network Bridge (WDS) Settings

WDS (Wireless Distribution System) is used to expand wireless coverage area.

Tenda_002522

@Enable O Dissble
OEnsble @ Disable
AutoSelect v
©Enable ODisable
OEFnable @ Disable

020 @240

ok| | cancel
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Tenda

Wireless
settings

DHCP

server

Virtual
server

Security
settings

System

Routing
i tools

settings

v
Wireless Basic Settings

Wireless Seeurity Access Contral Connection Status

[ Enzble wireless function

Wirsless Working Mode

€ Witsless Access Point(AP) (% Network Bridg=(WDS)
NetworkMods | 11b/g/n mixed mode ]
s [Tenda 002522
Broadeast(SSID) (% Enable ¢ Disable

Channel [AutoSelect |

WMM Capable ¢ Enable ¢ Disable

APSD Capable Enable ' Disable

Channe! Bandwidth

20 2040

Estension Channel [ Auto select =

AP MAC address

APMAC address

Cancel

> AP MAC address: Input the MAC address of another (opposing) wireless router you

want to connect.

Example: This example is to bridge two W316R routers.
1. If you know the connecting router's MAC address, please enter it into the AP MAC

address field and click “Ok”.

Tenda

DHCP

server

Advanced
settings

Virtual
server

Wireless
scttings

Security

Routing
settings i

settings

System
tools

v
Wireless Basic Settings Wireless Security _Access Control _Gonnection Status

¥ Enable wireless function

Wireless Working Mode  ( Wireless Access Point(AP) & Network Bridgs{WDS)

Netwerk Mode [11b/g/n mixed mode (|
s [Tenda_002522

Broadesst($SID) @ Enable ( Dissble

Channel [24620Hz (Channel 11) ¥

WMM Capable  Enable ¢ Disable

APSD Capible " Essble © Dissite

Channel Bandwidth €20 © 2040

Extension Channe! [2642MHz (Channel 7) =]

APMAC sddress [00-86:11:05:16:09
APMAC address

2. You can also search for the wireless router’s signal by scanning.
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a) Click “Open scan” and click the scanned signal and click the "Ok” button on the dialog

box and the corresponding wireless MAC address will be added to the AP MAC address
field automatically.

Tenda

Advanced  Wireless  DHCP Vietual Security  Routing System
settings settings server server settings settings tools

v
Wireless Basic Settings Wireless Security Access Control Connection Status

EEtl-R b R BV Microsoft Internet Explorer

Extension Channel | 2442MHz (Chani 9
Q) seevouare o comectio s a7

APMAC address |

APMAC address

Select SSID MAC address Chenndl  Swcucity  Signal strength
€ Broadcom eCos_festl  CB3A352C:CTES 1 none b}
€ Broadeom oCos test?  CE3A52CCTED 1 weppa ®
& 00:85:08:16:11:14 11 wepwpa 7

Cancel

b) Click “Ok” after the MAC address is added.

Tenda

Advanced  Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

v
Wireless Basic Settings  Wireless Security Access Control _Connection Status

Chanrel Bandwidth € 20 & 20140

Extension Channel [ 2442MHz (Channel 7) =]

AP MAC address [00-85:08:16:11:14
AP MAC address

Seleet ssD MAC address Chaanel  Sewurity  Signal strength
€ Broadeom eCos testl  C83A352CCTES 1 none 0
€ Broadeom oCos test?  CE3ASICCTED 1 wepwpa ®
& Tenda 00252 00:85:08:16:11:14 11 wep'vpe n

After finishing the above steps, you need to set the other W316R router in the same way.
&NOTE:

WDS feature requires both routers support this function and the SSID, channel,
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encryption method and password are the same as those of the connecting router.

5.2 Wireless Security Settings

With the wireless security function, you can prevent others from connecting to your wireless
network and using the network resources without your consent. Meanwhile, you can also
block illegal users from intercepting or intruding your wireless network.

5.2.1 WPS Settings

WPS (Wi-Fi Protected Setting) makes it quick and easy to establish a secure connection
between the wireless clients and the router. The users only need to enter a PIN code or
press WPS button on the back panel to configure it without manually selecting an
encryption method or set a key.

= - f ~ —/ -

enaaa

Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

v
Wireless Basic Settings Wireless Security Access Control Connection Status

WES Settings Disable ' Enable
WPSMode 'PBC CPIN

Reset 008

WPA-AES and you can prevent others from access to your

Ok Cancel

» WPS settings: To enable or disable WPS function. The default is “Enable”.

WPS mode: Provide two ways: PBC (Push-Button Configuration) and PIN code.

> PBC: Select the PBC and click Ok, or press and hold the WPS button on the back
panel of the device for about one second. The WPS LED indicator will be flashing for
2 minutes, which means the WPS is enabled. During this time (flashing WPS LED),
you can enable the wireless client to implement the WPS/PBC negotiation between

Y

them. When the WPS connection is completed, the LED indicator will be
continuously lit. To add more clients, repeat the above steps.)
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> PIN: If this option is enabled, you need to enter a wireless client’s PIN code in the
field and keep the same code in the WPS client.

> Reset OOB: Press this button, the WPS client will be in an idle state, and the WPS
indicator will turn off. AP will not respond to the WPS client’s connection request and
will set the security mode as Open-None (Disable) mode.

ANOTE:

The use of WPS function requires the wireless adapter to support this function.

5.2.2 WPA- PSK

WPA guarantees to protect WLAN users’ data and only the authorized network users can
have access to WLAN.

= —~ j =

Eenaaa

Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

.
Wireless Basic Settings  Wireless Security Access Control Conmection Status

SSID - "Tenda_002522"

WPA-PSK =

WPA Algorithms % AES (" TKIP ¢ TKIPRAES
Key [12245678
Key Renewal Interval [3600 | Second

WPS Settings  * Disable " Enable

Reset 00B

PA-AES and you can prevent others flom aeeess to your

Ok| | Cancel

» WPA Algorithms: Provides TKIP [Temporal Key Integrity Protocol] or AES
[Advanced Encryption Standard].

» Key: Enter the pass phrase that consists of 8-63 ASCII characters.
> Key Renewal Interval: Set the key’'s renewal period, which tells the device how
often it should change the dynamic keys.

5.2.3 WPA2- PSK
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WPA2 (Wi-Fi Protected Access version 2) provides higher security than and WPA (Wi-Fi

Protected Access).

er ,/ -
=
enca
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools.
:
Wireless Basic Settings Wi Security Access Control Connection Status

WPA Algorithms (% AES © TKIP € TKIP&AES

Key Renewal Interval [3600  Socond

=y [12348678

WES Settings  {* Disable ¢ Enable

Reset 00B

ok| | Cancel

> WPA Algorithms: Provides TKIP [Temporal Key Integrity Protocol] or AES
[Advanced Encryption Standard].

often it should change the dyn

5.3 Wireless Access Control

Key: Enter the pass phrase that consists of 8-63 ASCII characters.
Key Renewal Interval: Set the key’s renewal period, which tells the device how

amic keys.

Wireless access control is actually based on the MAC address to permit or forbid specific
clients to access the wireless network.

Advanced Wireless
settings settings

.
Wireless Basic Settings  Wireles:

MAC addre:

Configues MAC address

Tencia

DHCP Virtual Security Routing System
server server settings settings tools

s Security Access Control Connection Status

Forbid 7|

Ok| | cancel
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> MAC address filter: “Permit” indicates to allow the clients in the list to access the

wireless network, “Forbid” indicates to prevent the clients in the list from accessing

the wireless network.

> Configure MAC address: Input the MAC addresses of the wireless clients to
implement the filter policy. Click “Add” to finish the MAC add operation.
> MAC Address list: Show the added MAC addresses. You can add or delete them.

5.4 Connection Status

This screen shows wireless client’'s connection status, including MAC address, Channel

bandwidth.
- »Of f._/_.
=
enaa
Advanced Wireless DHCP Virtual Security Routing
settings settings server server settings settings

v
Wireless Basic Settings Wireless Security Access Control Connection Status

anection information of the wireless router.

osts list:| Refresh

‘ o, | DAC address ‘ Bandwidth ‘

System
tools

> MAC address: Shows the MAC addresses of the hosts connected to the Router.
> Bandwidth: Shows the channel bandwidth of the current connected hosts (wireless

clients).
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Chapter 6 DHCP Server

6.1 DHCP Server

DHCP (Dynamic Host Control Protocol) is used to assign an IP address to the computers
on the LAN/private network. When you enable the DHCP Server, the DHCP Server will
allocate automatically an unused IP address from the IP address pool to the requesting
computer in premise of activating “Obtain an IP Address Automatically”. So specifying the
start and end address of the IP Address pool is needed.

Tenaca

Advanced = Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools
<
DHCP

server DHCP Client List

DHCP Server ¥ Enable

TP pool startaddress 192

Oneday v

ok| | cancel

> DHCP server: Check the Enable box to enable DHCP server.

> IP pool start/end address: Enter the range of IP addresses for DHCP server
distribution.

> Lease time: It indicates the valid time of the dynamic IP address which is distributed

to the DHCP client’s host computer by DHCP server. During this time, the server will
not distribute the IP address to any other host computer.

6.2 DHCP Client List

DHCP client list displays user computer’ IP address, MAC address, host name and other
information which are assigned by the DHCP server. You can manually enter the IP and
MAC address and convert them to static assignment.
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Tenda

Advanced ~ Wircless ~ DHCP Virtual Sccuity  Routing System
settings settings server server settings settings tools
v
DHCP

server DECP Client List

Paddess 1921680 ]

Macagens [ J[ W M LM ] i
‘ ~o, | TP Address ‘ MAC address ‘ TP-MAC Binding ‘ Delete ‘
Refresh
Host Name. TP Address MAC address Lease Time
china.266d28203 192.168.0.100 0E0AC69AIEC 23:59:4
Ok| | cancel

» Host name: It displays the name of the computer whose IP is allocated by the DHCP
server.

» IP address: Enter the IP address which needs static binding.

» MAC address: Enter the MAC address of the computer you want to bind. Click
“Add” to add the entry in the list.

» Lease time: The remaining time length of the corresponding IP address lease.
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Chapter 7 Virtual Server

7.1 Port Range Forwarding

Y

»

Tendcla

Advanced  Wireless ~ DHCP Virtual Security  Routing System
settings settings server server settings settings tools

commusication requs < Internst to your o to the specified

LAN P address

NO. Start port-End port Pratacal Ensble  Delete
TcP =] (m] O

| | L

TCP ¥ O (m)

4 TCP 7] | r
5. TCP 7] [m} O
6. TCP =] L L
fPE ©  ©

s [P = [ o
s TCP = (m} O
TCP = ] ul

Add o |1p 15

Ok Cancel

Start/End port: Enter the start/end port number which ranges the External ports
used to set the server or Internet applications.

LAN IP: Enter the IP address of the PC which you want to set as the server.
Protocol: Select the protocol (TCP/UDP/Both) for the application. If you are not
clear about the protocol you are using, you can select “Both”.

Enable: Click the Enable checkbox to bring the set rule into effect.

Delete: Clear all settings of this item.

Well-known service port: The well-known protocol ports are listed in the drop-down
list. Select one and select a sequence number in the ID drop-down list and then click
“Add”, this port will be added automatically to the ID list. For other well known service
ports that are not listed, you can manually add them to the list.

Add to: Add the selected well-known port to the policy ID.

For Example: You want to share some large files with your friends outside of your local

area network, however, they are too big, and it's not convenient to transfer them. Then, you

can build a FTP server on your computer and set the router’s port range forwarding to

enable your friends to access to these files on your computer. Suppose that your FTP

server or your computer’s static IP address is 192.168.0.10, and you wish your friends can
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access the server through the default port 21 and adopts TCP protocol.

Please follow the steps below to configure.

1.Enter 21 in both start port and end port fields, or you can also select FTP from the
well-known service port and its port 21 will be added to the corresponding field
automatically.

2. Enter 192.168.0.10 in the LAN IP column, and then select “Both” as the protocol and
select “Enable”.

3. As the picture shown below.

= = f ~ j =
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enaaa
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

Port Range F

tp servers, e-mail

LAN IP address,

NO.  Start portEnd part Enable  Delete
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a
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{1 TCP u u
30 [ ] mmieso TCP =] {m] (]
4 TCP 7 ] ]
5 TCP 7 0 (m]
6. TcP 7 ] ]
2 TCP 7 O O
s TCP v| Tl Tl
s TP 7] 0 0
10. TCP = L] L]
Wel Add to | |

Ok| | Cancel

4. Click the “Ok” button to save the settings.
And now, when your friends want to visit the FTP server, they only need to enter

ftp://xxx.xxx.xxx.xxx:21 in the address field. Here, xxx.xxx.xxx.xxx means the router's WAN
IP address. For example, when your router's WAN |P address is 172.16.102.89; your
friends need to enter ftp://172.16.102.89:21 in the address field.

&NOTE:

If you set the service port of the virtual server as 80, you must set the Web
management port on Remote Web Management screen to be any value except 80
such as 8080. Otherwise, there will be a conflict to disable the virtual server.
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7.2 DMZ Settings

The DMZ Settings screen allows one local computer to be exposed to the Internet for use
of a special-purpose service such as Internet gaming or videoconferencing. DMZ hosting
forwards all the ports at the same time to one PC.

= f —/ =
= a =
eenacaa
Advanced Wireless DHCP Virtual Security Routing System
scttings settings server server settings settings tools
<
Port Range Forwarding DMZ Host UPNP Settings
NNOTE: When the DMZ host s enabled, the firewallsettngs of the DMZ host willnot finction.
DME host TP address ¥ Enitle
ok| [ cancel

» DMZ Host IP Address: The IP address of the LAN computer you want to set as
DMZ host.
» Enable: Check to enable the DMZ host.

For example:
Set the computer at the IP address of 192.168.0.10 as DMZ host to connect another host
on the Internet for intercommunication.

&NOTE:

When the DMZ host is enabled, the firewall settings of the DMZ host will not function.

7.3 UPNP Settings

UPnP (Universal Plug and Play).With the UPnP function, the internal host can request the
router to process some special port switching so as to enable the external host to visit the
resources of the internal host.
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TZendcdaa

DHCP

server

Virtual
server

Advanced
settings

Wireless
settings

Security
settings

<
Port Range Forwarding DMZ Host  UPNP Settings

Ensble UPP [

Ok Cancel

Routing
settings

System
tools.

> Enable UPnP: Click the checkbox to enable the UPnP.

&NOTE:

This function goes into effect under Windows XP or Windows ME (NOTE: the system
should integrate or have installed the Directx 9.0) or this function would go into

effect if you have installed software that supports UPnP.
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Chapter 8 Security Settings

8.1 Client Filter Settings

You can enable client filter to control LAN computers’ access to some ports of the Internet.

YV V V V

\%

Y V V

\%

= f ~ J =
=
enaga
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

-
Client Filter Settings MAC Address Filter Settings URL Filter Settings Remote Web Management

Fiter Mode: [Forbid only =]
AcsessPoliey: [(1) 7]
Remak [ ]
S 1921680 |
Enl: 121680 |

Ensble [ Clear this item:| C1237

Ok| | Cancel

Filter Mode: You can select either “Permit only” or “Forbid only”.

Access Policy: Select one number from the drop-down list.

Remark: A simple description of the configured file. You can also leave it blank.
Start/End IP: Enter the start/end IP address.

Port: Enter the controlled TCP/UDP protocol port. You can specify a port or port
range.

Type: Select one protocol (TCP/UDP/Both) from the drop-down list.

Time: Select the time range of client filter.

Date: Select the day(s) to run the access policy.

Enable: To enable/disable the access policy (forbid/permit the packets matched with
the access policy to pass through the router.

Example1 Forbid LAN computers at the IP addresses of 192.168.0.100--192.168.0.120 to
access the Internet.

40



Tenda

11N Wireless Broadband Router User Guide

Tenda

Advanced Wireless DHCP Virtual

Security Routing System
settings settings server

server settings settings tools

v
Client Filter Settings MAC Address Filter Settings  URL Filter Settings Remote Web Management

Fitter Mode: | Forbid only =]
AccessPoiey: [(1) [¥]
—
Start P 192.1630[100 |

EndIP: 192.168.0.

Date: [Sunday  v|.[Satuday =]

Enzble: Clmxlh:snem

Example 2  Permit LAN computer with the IP address of 192.168.0.
websites during 8:00 to 18:00 from Sunday to Saturday.

Tenda

Advanced Wireless DHCP Virtual
settings settings server server

145 to access

Security Routing System
settings settings tools

v
Client Filter Settings MAC Address Filter Settings  URL Filter Settings Remote Web Management

Fiter Mode: [Permit only =]
Assss Paliey: [12) 7]

-
Sun P 1021680[145 |
EndT. 1921680,
Port
Typs: lﬁ
Time: [8 =1J0 =].[18=]]0 =]

Ecable: [V Clea his e | C122 |

8.2 MAC Address Filter

You can limit the computer’s access to Internet by MAC Address Filter.
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Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

Client Filter Settings

Permit only 7|

Acsess Policy:

) =

v
MAC Address Filter Settings  URL Filter Settings Remote Web Management

MAC address:

e

Date:

Enzble:

]

W Clear this ey ClEQT

ok| | cancel

YV V V V V V

\%

Time: Select the time range of MAC address
Date: Select the day(s) to run the access policy.
Enable: To enable/disable the access policy (forbid/permit the packets matched with

Filter mode: You can select either “Permit only” or “Forbid only”.

Access Policy: Select one number from the drop-down list.

Remark: A simple description of the configured file. You can also leave it blank.
MAC Address: Enter the MAC address you want to run the access policy.

filter.

the access policy to pass through the router).

Example 1 Forbid the computer with the MAC address

of 00:E0:4C:69:A3:23 to access

Internet during 8:00 to 18:00 from Monday to Friday.

rerncia
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

<
Client Filter Settings  MAC Address Filter Settings  URL Filter Settings

Remote Web Management

Forbid only ¥
AccessPolicy: [ (1) 7]
Rematk
MAC addeess

Date [Monday |¥|-[Fricay  |¥]

Evable: [ Clear this item] C18A7

oOk| | cancel

Example 2 Permit the computer with the MAC address of 00:E4:A5:44:35:69 to access

Internet from Monday to Friday.
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11N Wireless
— f./ =
enaaa
Advanced Wireless DHCP Virtual Security
settings settings server server settings

Client Filter Settings MAC Addres

Filter Mode : | Permit only =]

-
s Filter Settings  URL Filter Settings

AccessPolicy: [ (2) ¥
Rematc
MAC address: s

Enable:

P Clear this e C1EAT

Ok

Cancel

Routing
settings

System
tools

Remote Web Management

8.3 URL Filter Settings

You can use URL filtering to forbid their access to certain websites at a specified time.

Tencla

DHCP
server

Virtual
server

Security
settings

Wireless
settings

Advanced
settings

Client Filter Settings MAC Address Filter Settings

Fitter Mode : [ Forbid only ]
Access Poliey: [(1) ]
ST 1924680 |

Rematkc

-
URL Filter Settings

EndP.
URL charscter string

Time:

=]

ate:

Enable:

or1ee0 |
L ]
TErERENE
sunday  v|.|Saturday v

¥ Clear this tena_ClE2T

Ok

Cancel

Routing
settings

System
tools

Remote Web Management

Start/End IP: Enter the start/end IP address.
URL character string:
Time: Select the time range of URL filter.

Date: Select the day(s) to run the access policy.

YV V V V V VYV V V

the access policy to pass through the router).

Filter Mode: You can select either “Permit only” or “Forbid only”.
Access Policy: Select one number from the drop-down list.
Remark: A simple description of the configured file. You can also leave it blank.

Specify the text strings or keywords needed to be filtered.

Enable: To enable/disable the access policy (forbid /permit the packets matched with

Example1 Forbid all computers on LAN to access baidu.com during 8:00 to 18:00 from
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Monday to Friday.

—r—s rj‘
enaaa
Advanced Wireless DHCP Virtual Security Routing System

settings settings server server settings settings tools.

<
Client Filter Settings MAC Address Filter Settings  URL Filter Settings Remote Web Management

Filter Mode: | Forbid only =]
AccessPelicy: [(1)

Rematk

Start IP:

EndIP: o

o p—
Time [8 =0 =850 =
Dae: [Monday  v|.[Fridey ¥

Ensble: [F Clear thisitem{ ClET

Ok| Cancel

Example2 Permit LAN computers with the IP addresses of 192.168.0.100- 192.168.0.115

to access yahoo.com.

Tenaa

Advanced Wireless DHCP Virtual Security Routing System
settings settings Server server settings settings tools

v
Filter Settings Remote Web Management

Client Filter Settings MAC Address Filter Setting;

AccessPoticy: [2) 7]
Remark
St IP. 192168.0[100 |
End IP:
UL sharscer st

Ensble: [ Cleas this itemy_CI8T

Ok| Cancel

ANOTE:

Enter only one domain name for each access policy for one access policy can only
filter one domain name. So, if you want to filter multiple domain names, you need to

set multiple access policies

8.4 Remote Web Management

This section instructs how to allow the network administrator to manage the Router
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remotely. If you want to access the Router from outside of the local network, please click
the checkbox after “Enable”.

rendca
= -
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools
v
Client Filter Settings MAC Address Filter Settings _ URL Filter Settings Remote Web Management
Ensble
Port [8080
P Agdress [218.88.0333
Ok| | Cancel

» Enable: Check to enable remote web management.

\4

Port: The management port open to outside access. The default value is 80.
» IP Address: Specify the range of the IP addresses of the computers on the Internet
for remote management.

&NOTE:

1. If you want to log in the device’s Web-based Utility via port 8080, you need to use
the format of WAN IP address: port (for example http: //220.135.211.56:8080) to
implement remote login.

2. If your WAN IP address starts and ends with 0.0.0.0, it means all hosts on the
Internet can implement remote Web management. If you change the Internet IP
address as 218.88.93.33-218.88.93.35, then only the computers at the IP addresses of
218.88.93.33, 218.88.93.34 and 218.88.93.35 can access the Router to implement
remote web management.

For example:

If you want to configure the computer at the IP address of 218.88.93.33 to access the
router’s web-based utility via port 8080, please set the parameters as above.
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Chapter 9 Routing Settings

9.1 Routing Table

This page shows the router’s core routing table.
— -
enaaa
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

Routing Table _Static Routing

Destination IP

Subnet mask Gateway Hops Interface

92.168.0.0

92.168.0.0 e

Refresh

The main duty for a router is to look for a best path for every data packet, and transfer this

data packet to a destination station. In order to fulfill this function, many transferring paths,

i.e. routing table, are saved in the route

9.2 Static Routing

r, for choosing when needed.

This screen is used to set the router’s static routing.

A static route is a pre-determined pathway that network information must travel to reach a

specific host or network.

Tencla

Advanced
settings

Wireless
settings

Routing Table _Static Routing

Destination network IP address

DHCP
server

Virtual
server

Security
settings

Routing
settings
v

System
tools

Subnet mask Gateway Operate

add

Ok| | Cancel

>
>
>

Destination network IP address: The destination host or IP segment you visit.
Subnet mask: Enter the subnet mask, generally it is 255.255.255.0
Gateway: The entry IP address of the next router.
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ANOTE:

1. The gateway must be at the same net segment with the router’s LAN IP.

2. If the destination IP address is one host’ address, then the subnet mask must be
255.255.255.255.

3. If the destination IP address is an IP segment, then it must match with the subnet
mask. For example, if the destination IP is 10.0.0.0 then the subnet mask must be
255.0.0.0

47



Tenda 11N Wireless Broadband Router User Guide

Chapter 10 System Tools

10.1 Time Settings

This section is to configure the router’s system time. You can set it manually or obtain the
GMT time from the Internet.

— fj'
1enca
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings toals

<
ttings DDNS Backup/Restore Restore to Factery Default Upgrade Reboot the router Change

IT+08:00)Beijing, Chongqing, Hong Kong, Urumai -

time can only be got after accessing to the Intermst)
=d time: [

e [T Mot [T Joe [T Foue[25hsiuee 58 Joecons

Ok| | cancel

> Time zone: Select the time zone where you are operating the Router from the
drop-down list.
> Customized time: Enter the time you wish to configure.

&NOTE:

When the Router is powered off, the time settings will be lost. The router will obtain
the GMT time automatically when you next time access the Internet. Only when you
connect to the Internet and obtain the GMT time or set the time on this screen, can
the time settings in other functions (e.g. security settings) take effect.

10.2 DDNS

The DDNS (Dynamic Domain Name System) is supported in this Router. It is used to
assign a fixed host and domain name to a dynamic Internet IP address. Every time you
access the Internet, the dynamic domain name software installed on your host will tell the
ISP’S host server its dynamic IP address by sending messages. And the server software is
responsible for providing DNS service and implementing dynamic domain name resolution.
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— r/‘
enaa

Advanced Wireless DHCP Virtual Security Routing Svstem
settings settings server server settings settings tools

v
Time Settings DDNS Backup/Restore Restore to Factory Default Upgrade Reboot the router Change
Password Syslog

DDNS Service (% Ensble ¢ Dissble
[3322 o1g =] Sign up
’
-

5

ok| | cancel

> Main features:
1. Mostly, your ISP provides a dynamic IP address and the DDNS is used to capture

the changeable IP address and match to the fixed domain. Then users can have

access to the Internet to communicate with others outside the network.

2. DDNS can help you to establish a virtual host in your home or company.

\%

\%

registration.

DDNS: Click the radio button to enable or disable the DDNS service.
Service provider: Select one from the drop-down list and click “Sign up” for

> Username: Enter the username that you use to register from the DDNS provider

> Password: Enter the password that you use to register from the DDNS provider

> Domain name: Enter the effective registered domain name

For example:

Establish a Web server in the local host 192.168.0.10 and register in 3322.org as follows:

Username Tenda
Password 123456
Domain Name tenda.3322.org

After mapping the port in the virtual server, and setting account information in DDNS server,

you can then access the web page by entering http:/tenda.3322.org in the address field.

10.3 Backup/Restore

On this screen, you can back up the router’s current settings or restore previous settings.
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Tenda

Advanced  Wircless ~ DHCP Virtnal ~ Sccurity  Routing System
settings settings. server server settings. settings. tools

v
Time Settings DDNS Backup/Restore Restore to Factory Default Upgrade Reboot the router Change

Password Syslog

You can backupestore the router’s current configuration.

Select the file dirsctory to save the configured parametets:

Selot the configured fils you want to import

Browse Restore

> Backup Setting:
Click the Backup button to back up the Router’s settings and select a path to save

File Download ]

Do you want to save this file?

E Name: RouterCfm.cfg
Type: Unknown File Type, 9.57 KB

From: 192.168.0.1

them.

Save Cancel

ham your computer. F you do not trust the source, do not save this

@ While files from the Intemet can be useful, some files can potentially
file. What's the risk?

Click the “Save” button to save the configuration files.

> Restore Setting:
Click the “Browse” button to select the backup files.

Lookin: [ (B Desiion = of B2~

E3My Documents
4 & My Computer
My Rescent €My Metwork Places
Lr3.arls RouterCfm.cfg
(E
Deskiop
2
My Documerts
My Computer

NWPI‘*J:CI:SDM File name: [ =] \ODLI
Flescitype: [l Fles () =l G |
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Click the “Restore” button to restore previous settings.

Tends
7
enaaga
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

v
ore Restore to Factory Default Upgrade Reboot the router Change

Settings DDNS Backup/Re

word Syslog

You can backup outer's curtent configuretion.

confpued pasmeters|_BacKUp

ou want to import:

C:\RouterCfm.cfg Restore

10.4 Restore to Factory Default

This screen allows you to restore all settings to the factory default values.

TZnols
=
EenaGa
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

e to Factory Default Upgrade Reboot the router Change

Time Settings DDNS Backup/Restore Re

Password Syslog

Clicke this button to restors the router’s all sattings to fzctory dsfault

Restore to factory default

> Restore: Click this button to restore to default settings.
> Factory default settings:
Password: NULL(the default password displays as null)
IP address: 192.168.0.1
Subnet mask: 255.255.255.0

ANOTE:

After restoring to default settings, please restart the router to make the default
settings effective.

10.5 Upgrade

By upgrading the router’s software, you'll get better software version and appreciated
routing function. Before upgrading, download the Router’s software upgrade file from our

website, www.tenda.cn.
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Tenda

Advanced ~ Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools
v

Time Settings DDNS Backup/Restore Restore to Factory Default Upgrade Reboot the router Change

Password Sys

By upsrading the ro

Select the firmware ile

Upsrade

) multi; Publishing date:J

Cusrent sy

‘mintes, please wait!

» Browse: Click this button to select the upgrade file.
Upgrade: Click this button to start the upgrading process. After the upgrade is

completed, the router will reboot automatically.

>

10.6 Reboot the Router

Reboot the router to make the configuration effective. The router will cut its WAN

connection automatically after rebooting.

Tenda

DHCP Virtual Sccurity  Routing
settings settings tools.
v

Advanced  Wireless System
settings settings server server
Time Settings DDNS Backup/Restore Restore to Factory Default Upgrade Reboot the router Change

Password Syslog

Click this button and the router will reboot.

Reboot the router

> Reboot the router: Click this button to reboot the router.

10.7 Password Change

This section is to set a new password to better secure your router and network.
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—_ e -
renaca

Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings toals

<
Time Settings DDNS Backup/Restore Restore to Factory Default Upgrade Reboot the router Change

Password Syslog

[ —

ok| | cancel

> Old password: Enter the old password.
> New password: Enter a new password.
> Confirm new password: Re-enter to confirm the new password.

NOTE:
The default password displays as null, users can log on the web-based utility
without any authentication. To secure the router and your network, it is highly
recommended that you change the initial password.

10.8 Syslog

The section is to view the system log. You can view various conditions appearing after
system start, and also check whether there’s an attack on the network. The log can record
at most 150 entries.

= = f ~ J =
= | -
enaa
Advanced Wireless DHCP Virtual Security Routing System
settings settings server server settings settings tools

v
Time Settings DDNS Backup/Restore Restore to Factory Default Upgrade Reboot the router Change

sword

‘1 ‘wio,m,m 00:00:00 ‘zmm System start

Refresh || Clear

» Refresh: Click this button to update the log.
» Clear: Click this button to clear the current shown log.

10.9 Log out

After all settings are finished, please click™” Log out” to exit securely and completely.
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Appendix 1 Glossary
Channel:
An instance of medium use for the purpose of passing protocol data units (PDUs) that may
be used simultaneously, in the same volume of space, with other instances of medium
use(on other channels) by other instances of the same physical layer (PHY),with an
acceptably low frame error ratio(FER) due to mutual interference.
SSID:
SSID (Service Set Identifier) is the network name shared by all devices in a wireless
network. Your network’s SSID should be unique to your network and identical for all
devices within the network. It is case-sensitive and must not exceed 20 characters (use any
of the characters on the keyboard).Make sure this setting is the same for all devices in your
wireless network.
WPA/WPA2 Encryption:
A security protocol for wireless networks that builds on the basic foundations of WEP. It
secures wireless data transmission by using a key similar to WEP, but the added strength
of WPA is that the key changes dynamically. The changing key makes it much more difficult
for a hacker to learn the key and gain access to the network.WPA2 is the second
generation of WPA security and provides a stronger encryption mechanism through
Advanced Encryption Standard (AES), which is a requirement for some government users.
802,1x authentication
Static WEP key is difficult to manage for when you change the key, you will have to inform
all others, and if the key is disclosed in one of the places, the key can no longer provide
security. Besides, there’s severe security loophole about static WEP encryption. The WEP
key can be decrypted after one person receives a specific amount of data via wireless
intercepting. 802,1x is initially used for wired Ethernet authentication access to prevent
illegal users from accessing the network. Later, it is found that 802.1x can better solve the
wireless network security problem. EAP-TLS of the 802.1x successfully achieves the
two-way authentication between users and networks, i.e. can prevent illegal users from
accessing the network and can also prevent users from accessing the illegal AP. 802.1x
utilizes dynamic WEP encryption to protect the WEP key from being decrypted. To solve
the publishing problem for digital certification, people make some changes to TLS
authentication and TTLS and EAP come into exist, which enable you to access the network
by using the traditional way of authentication: username and password.
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Appendix 2 Product Features

Supports IEEE 802.11n, IEEE 802.11g, IEEE 802.11b, IEEE 802.3 and IEEE 802.3u
standards.

High gain omni-directional antenna, with strong signals and long transmission
distance.

Wireless transmission rate up to 150Mbps or 300 Mbps

Provides one 10/100Mbps auto-negotiation Ethernet WAN port to connect to the
Wide Area Network

Provides four 10/100Mbps auto-negotiation Ethernet LAN ports to connect to the
Local Area Network

Supports Auto MDI/MDIX

Supports xDSL/Cable MODEM, static and dynamic IP in community broadband
networking

Includes router, wireless access point, four-port switch and firewall all in one
SupportsWPA-PSK,WPA2-PSK,andWPA-PSK&WPA2-PSK mixed security modes
Supports WPS button

Supports hidden SSID function and MAC address-based access control

Supports WMM to make your audio and video smoother

Supports SNTP

Supports UPnP and DDNS

Supports WDS to extend wireless network

Supports wireless WAN and allows access to ISP’s wireless hotspots to share
Internet access with multiple computers (this function applies only to some of the
products).

Supports virtual server, DMZ host

Provides syslog to record the running status of the router
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Appendix 3 FAQ

This section provides some solutions to the problems which may occur during the router’s
installation or usage. The instructions below may help you deal with the problems. If your
problem is not in the list, please log into our website www.tenda.cn or send an E-mail to
support@tenda.cn, and we will reply to you at the earliest time.

1. Can not log in to the Web-based Utility of the router after you enter the IP address in the
address field?

Step 1: Check if the router is working correctly, after the device is powered on for a few
seconds, the SYS indicator on the front panel should light up. If it is not, please contact us.
Step 2: Check the network cables are connected correctly and the corresponding LED
indicator lights up. Sometimes, the indicator lights up, but it does not mean it is functioning.
Step 3: Run “Ping” command and check if it can ping the Router's LAN IP address
192.168.0.1 (open “Command Prompt” and type “Ping 192.168.0.1” and then enter). If it is
OK, please make sure your browser does not access the Internet by proxy server. If the
ping fails, you can press the “RESET” button for 7 seconds to restore to default settings.
And then repeat the ping operation. If it still does not work, please contact us.

2. Forgot the login password and cannot enter the Web-based Utility. What can |
do?

Press the “RESET” button for 7 seconds to restore the Router to default settings.

3. The computer connected with the Router shows IP address conflict. What can
do?

Check if there are other DHCP servers in the LAN and if there are then disable them. The
default IP address of the router is 192.168.0.1 please maker sure the address is not being
used by any other device. If there are two computers with the same IP address, please
change one of them.

4. | cannot use E-mail and access the Internet. What can | do?

Sometimes happens with ADSL connection and Dynamic IP users. You may need to modify
the default MTU value (1492). Please open the “WAN Setting” and modify the MTU value
with the recommended value as 1450 or 1400.
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5.How to share my computer’s resource with other users in Internet?

If you want Internet users to access the internal server via the router such as: e-mail server,
Web, FTP. You can configure the “Virtual Server”.

Step 1: create your internal server, make sure the LAN users can access these servers
and know related service port. For example, Web server’s port is 80; FTP is 21; SMTP is 25
and POP3 is 110.

Step 2: In the router’s web click “Virtual Server” and select “Port Range Forwarding”.
Step 3: Input the service port provided by the router (i.e. the external port) for mapping the
internal and external network, for example, 80-80.

Step 4: input the internal Web service port, for example, 80-80.

Step 5: Input the internal server’s IP address. For example, if your Web server’s IP address
is 192.168.0.10, please input it.

Step 6: select the communication protocol used by your internal host: TCP, UDP, Both.
Step 7: click “Ok” to activate the settings.

The following table lists some well-known applications and their respective service ports:

Server Protocol Service Port
WEB Server TCP 80
FTP Server TCP 21
Telnet TCP 23
NetMeeting TCP 1503. 1720

File Send:6891-6900(TCP)
MSN

TCP/UDP Voice:1863. 6901(TCP)

Messenger

Voice:1863. 5190(UDP)
PPTP VPN TCP 1723
Iphone5.0 TCP 22555
SMTP TCP 25
POP3 TCP 110
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Appendix 4 Clear Wireless Configuration

Clear Wireless configuration file under windows XP
1. Right click “My Network Places” on your computer desktop and select “Properties”.

Open
Explore
Search for Computers. ..

Map Metwork Drive, ..
Disconnect Mebwork Drive...

Create Shorkcut
Delete

Rename

Disable

View Available Wirgless Networks
Status

Repair

Bridge Connections

Create Shorkout
Dielete

Rename

3. Click “Wireless Network Configuration” and clear the corresponding wireless

configuration file as shown below.

L Wireless Network Connection 2 Properties [ 2][X]

General | Wireless Networks | Advanced.

Use Windaws to corfigure my wireless network setings

Awailable networks:

To connect to, disconnest from, ot find out more irformation
bt wireless networks in 1ange. click the buiton below.

View Wireless Networks
Freferied networks:

Automatically connect to available networks in the orde fsted
below

§ Broadcom_eCos_test (Automaic) Move up

Hove down

Leaim about selling up wireless network
configuration
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Clear Wireless configuration file under windows 7
1. Right click “Network” and click “Properties”.

Open
Map network drive...
Disconnect network drive...

Create shortcut
Delete

Properties

2. Click “Manage wireless networks” on the left side of the window.

& » Control Panel » Network and Intenet » Network and Sharing Center v | 43 || search Cor

Control Panel Home: . .
View your basic network information and set up connections

Manage wireless networks ﬂ& = 0
Change adapter settings
TENDA-PC Broadcom_eCos test Internet

Change advanced sharing (This computer)
settings

View your active networks Cof

§ Broadcom_eCos_test Accesstype:  Intemet
Public network Connections: <7 Local Are]

Change your networking settings

QN Set up a new connection or network
Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or se
access point.

3. Delete the corresponding configured file in the “Manage wireless networks”.

B .1 » Control Panel » Network and Internet » Manage Wireless Networks -] 4

Manage wireless networks that use (Wireless Network Connection 2)

Windows tries to connect to these networks in the order listed below.

Add  Remove  Adapter properties  Profile types  Network and Sharing Center

Networks you can view, modify, and reorder (1)

- Broadcom_eCos 3 onal Type: Any supported
¥y Properties

Remove network

Rename
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Appendix 5 Regulatory Information

EU Declaration or Declaration of Conformity

Hereby, SHENZHEN TENDA TECHNOLOGY CO.,LTD, declares that this Wireless
Broadband Router is in compliance with the essential requirements and other relevant
provisions of Directive 1999/5/EC.

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference

to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one or more of the following
measures:

-Reorient or relocate the receiving antenna.

-Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

-Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly approved by
the party responsible for compliance could void the user’s authority to operate this
equipment. (Example- use only shielded interface cables when connecting to computer or
peripheral devices).

“The antenna(s) used for this transmitter must not be co-located or operating in conjunction
with any other antenna or transmitter.”

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with the minimum distance
of 20 cm. Operation is subject to the following two conditions:

1) This device may not cause interference, and

2) This device must accept any interference, including interference that may cause
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undesired operation of the device.

Caution!

The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user
authority to operate the equipment.
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