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Preface

Thank you for choosing Tenda! Please read this gisiele before you stanvith AC18

Commonly Used Functions

Quickly accessing the internet

Setting aWiFi name & password

Turning off WiFi signals as scheduled

Extending WiFi coverage

Controlling bandwidth

Upgrading the router

Conventions

Thetypographicaklementsthat may be found in this document adefined as follows

Item Presentation Example

Cascadingylenus > System> Live Users

Parameter and value Bold SetUser Namdo Tom

Variable Italic Format XXXXXXXXXXXX

Ul control Bold On thePolicypage, click th©Kbutton.
Message a ThedSuccessmessage appears.

The symbols that may be found in this document are defined as fallows

Symbol Meaning

This format is used to highlight information of importance or
Note special interest. Ignoring this type of note may result in
ineffectiveconfigurations, loss of data or damage to device.

This format is used to highlight a procedure that will save time
- Tip resources.

Acronyms and Abbreviations

Acronymor Full Spelling

Abbreviation

AP Access Point

DDNS DynamidDomain Name System
DHCP Dynamic Host Configuration Protocol
DLNA Digital Living Network Alliance

DMz Demilitarized Zone

DNS Domain Name System



Acronymor
Abbreviation

IPTV
ISP
L2TP
MPPE
PPP
PPPOE
PPTP
SSID
STB
URL
VLAN
VPN
WISP
WPS

Additional Information

Full Spelling

Internet Protocol Television
Internet Service Provider

Layer 2 Tunneling Protocol
Microsoft Pointto-Point Encryption
Point To Point Protocol
Pointto-Point Protocol over Ethernet
Point to Point Tunneling Protocol
Service Set Identifier

Set Top Box

Uniform Resourcéocator

Virtual Local Area Network

Virtual Private Network

Wireless Internet Service Provider

WiFi Protected Setup

Formore information, search thiproduct modelon our websiteat http://www.tendacn.com
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Chapter 1Get to Know Your Router

1.1 Overview

AC18is a 1,900 Mbps 802.11ac dohd

wireless router dedicated to villas and large
apartments. It is powered by a duebre CPU

and DDR3 memory, which ensure faster and
more stable system operation. It is also
equipped with the Beamforming+ technology,
built-in independent PA/LNA signal transmission
enhancement module, and three extetna
high-gain omnidirectional antennas, featuring a
robust wall penetration capability that truly
achieves full duaband WiFi coverage in villas
and large houses. This router supports
additional functions such as wireless repeating,
LED indicator control, W& scheduling, USB
device sharing, cloud management, and VPN server, making it an optimal choice of users who
require wide network coverage, strong wall penetration performance, and resource sharing.

1.2 Specifications

Five 1,000 Mbps RJ45 ports and one USBatt
1 GB buikin NAND flash memory and 2 GB birlDDR3 memory
3 external highgain dualband antennawith a coverage area up #50 m?

Support for 2.4 GHz and 5 GHz frequency bands with a concurrent throughput of up to
1,900 Mbps

Support for WiFand LED indicator schedules
Support for thirdparty firmware

Operating temperature0°C~ 40°C

Operating humidity10%-90% (RH)no condensing

1.3 Packng List

1900 Mbps 802.11ac duhbnd wireless routex 1
Power adapter x 1

CATSE Ethernet cable x 1

Installguidex 1



1.4 Appearance

1.4.1LED Indicators

\

PWR WAN LAN WPS 2.4G 5G USB3.0 SYS
® ® & & 0 0 »

uUSB3.0port

States of LED indicators of the router that is powered on

LED Indicator LED Indicator

Name

PWR

WAN

LAN

WPS

2.4G

5G

Description

Power indicator

Internet port
indicator

LAN port indicator

WPSndicator

2.4 GH=ignal
indicator

5 GH=ignal
indicator

State
Solid on
Off

Solid on
Blinking
Off

Solid on
Blinking
Off

Solid on

Blinking

Off
Solid on
Blinking

Off
Solid on

Blinking

State Description

The router has been powered on properly.

The routeris not powered on or the power supply is
faulty.

The port is properly connected using an Ethernet cal
The port is transmitting of receiving data.

The port is not connected or the connectiorfasilty.
The port is properly connected using an Ethernet cal
A LAN port is connected.

The port is not connected or the connection is faulty.
WP Spairing is successful.

The router is performingVPS pairing with another
device

WP Spairing is disabledr fails,or it has been over 2
minutes since WPS pairing succeeded.

The 2.4 GHWiFi function is enabled.

The router is transmitting or receiving data over the :
GH2WiFi network

The 2.4 GHWiFi function is disabled.
The 5 GHViFi function is enabled.

The router is transmitting or receiving data oviee 5
GH2WiFi network



LED Indicator LED Indicator

Name Description
USB3.0 USB port indicator
SYS System indicator

1.4.2Button& Ports

State

Off

State Description

The 5 GHViFi function is disabled.

Solid on The port has been connected to a USB device.

Blinking The port is transmitting of receiving data

Off

The port is not connected to a USB devica USB
device has been ejected

Blinking The system is working properly.

DC-IN Power WiFi On/Off WPS Reset Internet 1 2 3 4/IPTV

Description of buttons and ports

Button/Port

DGIN

Power

WiFiOnWOff

WPS

Reset

Internet

1,2,and 3

4/1PTV

Description

It is the power port to be connected to the power adapter includk
in the package.

It is the button used to power on/off the router after the router is
connected to a power supply using the power adapter.

It is the button used t@nable or disabléhe WiFifunction.

It is the button used to perform WR#iring between the router
and another device.

It is the button used to restore the factory settings of the router.

It is used tcconnectto an Ethernet cable with Internet
connectivity.

They are LAN ports that can be connekte devices using Etherne
cables, such as computers, laptops, and switches

It isa LANport by default. After the IPTV function of the router is
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Button/Port Description

enabled, it functions as an IPTV port for connecting to an STB ¢
smartTV.

Itis a USB3.0 port located on the front panel of the router for
connecting to USB devicé disconnect a USB device from the
USB port, click Eject on the router web Ul and remove the devic

USB instead of removing it directly. Do not connect two or morevides
to the USB port using a USB hub. Otherwise, the devices may k
damaged. You are not recommended to recharge the battery of
your phone using the USB port.

1.4.3Label on the Bottom

—re N d a www.tendacn.c om
AC1900 Enhanced Smart Dual-band Gigabit WiFi Router
Model: AC18

(1) . C83A35XXXXXX

*hhkhkkkkkkhkkhkkhkhkkd

Tenda_ XXXXXX (2)

khkkkkkkdkhkk (3)

(4)

*hkkkkkkk

(1) Default domain name and IP addre$she router. You can use the domain name or
IP address to access the router web UI.

(2) Default 2.4 GHz WiFi name (SSID) of the router.

(3) Default WiFi password of the router. It is required when you connect to the WiFi
network of the router for the fist time.

(4) PIN that may be required by a wireless client, such as a smart phone, when the client
connected to the router using th&/PS function

1.4.4Label on the Top

Your Preset Wireless settings

WiF1I Networ Namel SSID)

(1)

(2)

(1) Default 2.4 GHz WiFi name (SSID) of the router. The default 5 GHz WiFi name (SSID) is
Tenda XXXXXX%G




(2) Default WiFi password of the router. It is required when you connect to the WiFi
network of the router for the first time



Chapter 2Quick Setup to Access the Internet

Step 1
Step 2

To access the internet, you need at least two steps:

Connect to your router.

Set up an internet connection.

---End

2.1 Connecting to Your Router

2.1.1Connecting to Your Router Through WiFi

Step 1

Step 2
Step 3

I. Telephone line

RJ11 port
ADSL modem
Telephone

Ethernet cable:

line

1. Optic fiber

Optic port

]
Optic fiber

Il. Ethernet cable

IV. Cable TV

Coaxial port.

Coaxial cable

Cable TV modem

Ethernet cable

Ethernet cable

E—Ethernet cable

Perform the following procedure:

Connect thenternet port using any of the methods shown in the following figdepending
on your internet connection means.

Use the power adapter toonnect the router to a power supply.

Use a wireless device, such as a smart phone or tablet, to search for the WiFi network by the
WiFi name of the router and connect to the WiFi network. You can find the default WiFi name
and password on the label on thep of the router. For details about how to connect to the

WiFi network, refer to the appendix.

After the wireless device is connected to the router, log in to the router web Ul on the wireless
device and configure an internet connection. For detailgrref Setting Up an Internet
Connection After changing the WiFi name or password, you need to reconnect the wireless
device to the router.

For the default WiFi name and password,
see the label on the top of the router.

i
%) [J

@

Internet

Optic modem

OConnect the Internet port.



---End

2.1.2Connecting to Your Router Using an Ethernet Cable

Perform the followingprocedure:

Step 1 Connect thdnternet port using any of the methods shown in the following figdepending
on your internet connection means.

Step 2 Use the power adapter to connect the router to a power supply.
Step 3 Connect your computer to the 1, 2, 3, or 4/IPTV potthefrouter using an Ethernet cable.

After the computer is connected to the router, log in to the router web Ul on the computer
and configure an internet connection. For details, refeaiting Up an Internet Connection

I. Telephone line

RIILport
ADSLmodem

g
Telephone line gEthernetcable-:I

II. Optic fiber

-

Internet

Optic port
m HE e Opticmodem

|
|
|
I
T |
Optic fiber —— Ethernet cab|e1:'

)

|£Ethernet cable=—=: L

@ T
Connect the Internet port.‘
Ill. Ethernet cable

|

|

i
e Fthernetcable—J
|

|

|

:’

IV. Cable TV
Computer

:— Ethernet cable

(Coaxial port]
Coaxial cable ™

Cable TV modem

---End

N

2 Setting Up an Internet Connection

Step 1 Start a web browser, typgendawifi.comor 192.168.0.1in the address bar, and preEsiter
on the keyboard.

Step 2 ClickStart

The router detects your connection type.



Tenda

Tenda Router

Quick Setup Wizard

Step 3 According to the detection resultonfigure related settings. For details about the connection
typegspecific configuration procedures, refer &etting Up an Internet Connection with
PPPoESetting Up an Internet Connection with DH@# Setting Up an Internet Connection
with a Static IP Address

Please select your connection type.

Detection timed out. Please select your connection type manually.

Connection Type: | PPPoE v

PPPoOE
ISP User Name: | Dynamic IP Address
Static IP Address

Password: | Enter the password from your ISP.




---End

2.2.1Setting Up an Internet Connection with PPPoE

Step 1 SelectPPPoEenter your PPPoliser name and passwardndclickNext.

Please select your connection type

As detected, your connection type may be: Static IP

Select a connection type: | PPPoE v
User name:

Password:

Step 2 Set a WiFi name and passwosé} a login password, and clislext.

Wireless Settings

!

= Tenda_ XXXXXX

12345678| No Password

Set up the login password to the same as the WIFi password

Mo Password

A .

The WiFi password indicates the password for connectilgedViFi network of the routefThe login
password indicatethe password for logging in to the router web. Ud use the same password for both
purposesselectSet up the login password to the same as the WiFi passwandhe Wireless Settings
page of the quick setup wizard. Ensure that your password meets the complexity requirement.

Step 3 When the login page appearsse the password you set to log in.



Tenda

Login password

Forgot password? -

Step 4 Go to thelnternet Statuspageto view thecurrentconnectionstatus

If "Connected! You can surf the Internet.” is displayethegrnet Settings the internet is
accessible

Tenda 2 Internet Status English = | Exit

Py
ca Internet Status Wireless Settings

@ Internet Settings [Th 1 Attached Devices | Blacklist 0

2 4GHz: Tenda_12AT60
Internet / 5GHz: Tenda_12A760_5G

vork

% Sleeping Mode

B USB Application

& VPN

Internet Settings

USB Application

— 8

Mo USE drive

Connected! You can surf the
Internet

---End

2.2.2Setting Up an InterneConnection with DHCP
Step 1 SelectDHCRand clickNext
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Please select your connection type
As detected, your connection type may be: Static IP

Select a connection type: | DHCP v

Step 2 Enter a WiFi name, WiFi password, and login passveord clickNext

Wireless Settings

.|I'g,4 Transmit Power:Low v

—
-

[INo Password

[] Set up the login password to the same as the WiFi password

[INo Password

A o

The WiFi password indicates the password for connectirigetdViFi network of the routefThe login
password indicatethe password for logging in to the router web. Ud use the same password for both
purposesselectSet up the login password to the same as the WiFi passwamdhe Wireless Settings
page of the quick setup wizard. Ensure that your password meets thelegity requirement.

Step 3 When the login page appeansse the password you set to log in.
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Tenda

Login password

Forgot password? -

Step 4 Go to thelnternet Statuspageto view thecurrentconnectionstatus If "Connected! You can
surf the Internet." is displayed &tternet Settings the internet isaccessible.

Tenda 2 Internet Status English ~ | Exit

& Intermet Status

Wireless Settings

@ Internet Settings [[Th 1 Attached Devices | Blacklist 0

2.4GHz: Tenda_12A760

Internet 5GHz: Tenda_12A760_5G

USB Application

ce 5
m Sefttings — 5

Connected! You can surf the No USB drive
Internet

Intemet Settings

---End

2.2.3Setting Up an Internet Connection with a Static IP Address

Step 1 SelectStatic IR enter yourstatic IP address and other related informati@mdclickNext.
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Please select your connection type.

Detection timed out. Please select your connection type manually.

Connection Type: | Static IP Address v
IP Address:
Subnet Mask:
Default Gateway:
Primary DNS Server:

Secondary DNS Server:

Next

Step 2 Set aWiFi name and passworset a login password, and clislext.

Wireless Settings

.|I'2.4 Transmit Power:Low v

[LINo Password

L] Set up the login password to the same as the WiFi password

[_INo Password

A o

The WiFi password indicates the password for connectilgedViFi network of the routefThe login
password indicatethe password for logging in to the router web. Ud use the same password for both
purposesselectSet up the login password to the sz as the WiFi passwordn the Wireless Settings
page of the quick setup wizard. Ensure that your password meets the complexity requirement.

Step 3 When the login page appeanssethe password you set to log in.

-13-



Tenda

Login password

Forgot password? -

Step 4 Go to thelnternet Statuspageto view thecurrent connectionstatus If "Connected! You can
surf the Internet.” is displayed &tternet Settings the internet is accessible.

Tenda 2 Internet Status English + | Exit

s
o Internet Status Wireless Settings

@ Internet Settings [ Th 1 Attached Devices | Blacklist 0

24GHz: Tenda_12AT60

Internet 8GHz: Tenda_12A760_5G

st Metwork

% Sleeping Mode

B usB Application

Intemet Settings

USE Application

— 8

No USB drive

A

If the internet is inaccessible after the preceding steps, refétA® 5 in Appendi3.

For the detailed procedure for connecting to your router through WiFi, reféipgpendix 1

If you change the WiFi password of the router when setting up an internet connection, all the
wireless canections of the router are disconnected. You can access the internet only after
reconnecting to the router using the new password.

---End

To enable the router to provide more stable WiFi signals and cover a wider area, position your
router as follows:

. Putit on a high place at the center of your house.
Keep it close to your wireless devices, such as mobile phones and laptops.

Put it at a place with good ventilation. Unfold its antennas by @® notput it in an
enclosure, such as a wire distribution box, shoes cabinet, or metal box.
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Keep it away from electrical devices, such as ceiling fans and microwave ovens.
Keep it away from metal surfaces, such as metal doors or aluminum nails.

Keep it away fsm other materials that may affect your wireless signals, such as glass,
mirrors, and fish tanks.

N
D),
)
34

Away from a4

™

¥ G

-15-



Chapter 3Functions

This chapter describes how to configure faactions of this router.

3.1 Internet Status

Log in to the router web Ul and access thiernet Statuspage. On this page, you can view

the network status of the router, sabasic WiFi information, add blacklisted devices, and so
on.

Tenda 2 Internet Status English ~ | Exit

& Internet Status Wireless Settings

@ Internet Settings [Th 1 Attached Devices | Blacklist 0
2 4GHz: Tenda_12AT60
= Wireless Seftings Internet 5GHz: Tenda_12A760_5G

@ Guest Network

% Sleeping Mode

B USB Application

§ VPN

Intermnet Settings o
USB Application

— B

Mo USE drive

%, Advanced Setftings

tem Settings

3.1.1Current Internet Connection Status

The current internet connection status aiternet Settingsare displayedan the lower part
of the Internet Statuspage.If "Conneced! You can surf the Internétis displayedyou can
access the internet through the routdf.anothermessage is displayefillow the onscreen

instructionto resolve thessue.You can clicknternet Settingson this page and configure
internet settings
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Tenda 2 Internet Status English + | Exit

&
= Internet Status Wireless Settings

@ Internet Settings [T 1 Attached Devices | Blacklist 0

2 4GHz: Tenda_12AT60

Internet 5GHz: Tenda_12A760_5G

% Sleeping Mode

B USB Application

Internet Settings

USB Application

— 8

No USB drive

Connected! You can surf the
Internet

Internet Settings x
Select a connection type: | DHCP v
DNS Settings: | Static IP
PPPOE

Connection Status: Connected! You can surf the Internet

Connected Time: 6min 28s

To configure the settings, select your connection tyged related parametersandclick Save.
For the detailed cofigurationprocedure, refer tdnternet Settings

3.1.2WiFi Settings and Information

You can clickVireless Settingsn the upperright corner of thelnternet Statuspage to access
the Wireless Settingpage
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Tenda 2 Internet Status English ~ | Exit

& Internet Status

Wireless Settings

@ Internet S gs [[Th 1 Attached Devices | Blacklist
2.4GHz| Tenda_12AT60
= W gs Internet / 8GHz: Jenda_12A760_5G

Intermnet Settings
USB Application

Connected! You can surf the Mo USB drive
nternet
Wireless Settings
2.4GHz ]
WiFi Name: Tenda_12A760 [ Hide
Security Mode: WPAMWPAZ-PSK v
Password: | eseesssssees
5GHz ]
WiFi Name: Tenda_12A760_5G [ Hide
Security Mode: WPAMWPAZ-PSK v
PassWord: | esessssssees

For the detailed configuration procedure, referMéiFi Name& Password

A o

Only the wireless devices that can wavkh 5 GHz signaksan find and connect to the 5 GHz network of
the router. If your WiFi signals are nehcrypted, you are recommended to encrypbsesignals for
higherWiFi network searity.

3.1.30nline Device andlacklist

The number of online devices and the number of blacklisted devices are displayed in the
upper-center part of thelnternet Statuspage See the followindigure.
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Tenda & Internet Status English ~ | Exit

& Internet Status

Wireless Settings

@ Internet Settings [[Th 1 Attached Devices | Blacklist 0

2 AGHz: Tenda_12AT60
= Wire gs Internet / 5GHz: Tenda_12A760_5G

uest Metwork

% Sleeping Mode

B USB Application

i VPN

Intermnet Settings
USB Application

Connected! You can surf the Mo USB drive
nternet

vanced Settings

. . . L[h 1 Attached Devices |
To view the number of online devices of the router, cl.Z- .

When detectinganunknown cevice, you canlick Addto add itto the blacklistA blacklisted
devicecan connect to the router but cannot access the internet through the router.

Attached Devices (1) x
Device Mame IP Address MAC Address Access Type Add to the blacklist
user-PC ] 192.168.1.169 C8:3A:35:DC:E1:85 Wired Add

To view blacklisted devices, clilM .

To removea device from thélacklist, clicRemovecorresponding to the device. The device
removed from the blacklist is added tioe online devices list when it is online acah access
the internet through the route

Blacklist(0) X

Remove from the
blacklist

Device Name MAC Address

The blacklist is empty.
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3.1.4SystemStatus

You can click the router icam the Internet Statuspage to access th8ystem Statupage,
which shows the basic information, WAN port status, LAN port status, and WiFi status of the
router.

Tenda 2 Internet Status English + | Exit

& Intermet Status Wireless Settings

® Internet Settings [T 1 Attached Devices | Blacklist 0

24GHz: Tenda_12AT60

= Wireless Seftings Internet 5GHz: Tenda_12A760_5G

@ GuestNetwork

§ Sleeping Mode

B USB Application

£ VPN

Intermnet Settings USB Application
4, Advanced Settings

@ System Settings

No USB drive

3.2Internet Settings

Thismodule enables ywoto configure internet settings and view internet connection status
and duration.

When you use the router for the first time or after you reset the router, the router detects
your internet connection type. You are recommended to select the detected type and follow
the instructions of the quick setup wizard to configure internet settinfjgou do not

configure internet settingsising the quick setup wizard, you can configure themthe

Internet Settingspage

The following table may help you understaywlir internet connection type. If you are still
uncertain about your internet connéon type, consult your ISP

Parameter Description

If you directly connect an Ethernet cable with internet connectiv
to your computer, you can access the internet only after setting
a dialup connection orthe computer using a user name and
password provided by your ISP.

If you directly connect an Ethernet cable with internet connectiv
DHCP to your computer, you can access the internet without configuri
your computer.

If you directly connect an Ethernet cable with internet connectiv
Static IP Address  to your computer, you can access the internet only after setting
static IP address and other related information on your computt
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3.2.1Setting Up annternet Connection with PPPoE

Perform the following procedure:

Step 1 SetSelect a connection type PPPoE
Step 2 SetUser nameandPasswordo the user name and password provided by your ISP.
Step 3 ClickSave

@ Internet Settings

Select a connection type PPPOE v
User name
Password

DNS Settings Get Automatically ¥

---End

If the "Connected! You can surf the Internanéssage appears after a whilgu can access
the internet through your router

3.2.2Setting Up an Internet Connection with DHCP

Perform the following procedure:
Step 1 SetSelect a connection type DHCP
Step 2 Clik Save

@ Internet Settings

Select a connection type DHCP v

DNS Settings Get Automatically v

---End
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If the "Connected! You can surf thaternet." message appears after a whi@u can access
the internet through your router

3.2.3Setting Up an Internet Connection with a Static IP Address
Perform the following procedure:
Step 1 SetSelect a connection typ# Static IP

Step 2 SetlP AddressSubnet MaskDefault Gateway Preferred DNS ServeandAlternate DNS
Serverto the static IP address and other related information provided by your ISP.

Step 3 ClickSave

@ Internet Settings

Select a connection type: | Static IP v
K IP Address \
Subnet Mask

Default Gateway:

Preferred DNS Server

\ Alternate DNS Server j

---End

If the "Connected! You can surf the Internet." message appears after a yulean access
the internet through your router

3.3Wireless Settings

This module enables you to configure the WiFi function of the router.
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Tenda

= Internet Status

@ Internet Settings
= Wireless Setfings
(&) st Network
§ Sleeping Mode
B usB Application

& VPN

. Advanced Settings

% Wireless Settings

WiFi Name & Password

Transmit Power

3.3.1WiFi Name & Password

The router supports both 2.4 GHz and 5 GHz WiFi signals, featuring streirgeaférence
performance This function enables you to configure WiFi names, encryption modes, and
passwords for both frequencie$he following figure shows a configuration example.

WiFi Name & Password

2.4GHz

WiFi Name:

Security Mode:

Password:

5GHz

WiFi Name:

Security Mode:

Password:

Tenda_12A760

WPAWPA2-PSK

Tenda_ 12A760_5G

WPAWPA2-PSK

English - | Exit

Wireless Repeating Channel & Bandwidth

WiFi Schedule

WPS Beamforming

(] Hide

[ Hide

The following table describes the parameters.

Parameter

2.4GHz and
5GHz

Description

2.4GHzpecifies whether to enable the router to provide 2.4 GHz WiF
signals.

5GHzspecifies whether to enable the router to provide 5 GHz WiFi
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Parameter

WiFi Name

Security
Mode

Password

Hide

3.3.2WiFi Schedule

Description

signals.

It specifies the name of a WiFi network.

It specifies the encryption modesipported by the router, including:

. None It indicates that a WiFi network is not encrypted and any clie
can access the network. This option is not recommended as it lea
low network security.

. WPAPSK It indicates that WPARSK/AES is adopted to hahticate
users.

. WPA2PSK It indicates that WPARSK/AES is adopted to authentice
users.

. WPA/WPAZ2PSK It indicates that WPRSK/AES and WRRBK/AES
are adopted to authenticate users.

It specifies the password required when a client accesd/iFi network
of the router.

It specifies whether to prevent a WiFi name from being detected by
wireless devices. If this function is enabled, the corresponding WiFi n
is not broadcast. Therefore, the name is not displayed on the availabl
WiFi retworks list of a wireless devic€o connect a wireless devisach
as a mobile phoneo the WiFi networkyou need to manually enter the
WiFi name and password of the network on the device

It specifies whether to enable the WiFi functischedule, which allows you to specify the
downtime of the function. By default, the schedule is disabled. For the configuration
procedure, refer to the following example.

Application Scenario

You want to disable the WiFi function during 23:00:40 ever day for a healthier sleep

environment.
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,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Internet - WiFi function downtime:

% _\ﬂ 23:00~07:00 every day

- In this period, the WiFi function
. of the router is inaccessible to
- wireless devices.

\

[Internet\ D
— Ethernet cable*J

Computer

Configuration

Ensurethat the router is connected to the internet and tisgstem time of the router is
synchronized with the local internet time

Step 1 ChooseéWireless Settings WiFi Schedule
The WiFBchedulgpage appears.
Step 2 SetWiFi Scheduléo the B state.

WiFi Schedule b4

WiFi Schedule

Step 3 SetTurn off WiFi duringo the downtime. In this examplehe downtime i23:00~0700.
Step 4 SetRepeatto the days to whiclthe downtime is appliedn this example, sele&very Day

Step 5 ClickSave
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WiFi Schedule b4

wiFi Schedule: [}

Turn off WiFi during: 23 ~- 00 + ~ 07 »- 00 -

Repeat: @ Every Day ) Specified Days

[ Mon ¥ Tue [ Wed ¥ Thur
[+ Fri I Sat I Sun

---End

Verification

Verify that the WiFi network is inaccessible during 23:00%00 every day while accessible
during the rest of the time.

A o

To enable the WiFi function during the downtime, press\ti&i On/Off button on the back panel of the
router. This button is the preferred means to control the functiiternatively,you canenablethe WiFi
function by disabling the WiFi function schedule on Wk#=i Schedulgage.

3.3.3Wireless Repeating

The wireless repeating function enables a wireless router or an AP to function as a wireless
repeater to extend wireless network coverage. At least wieless routers are required for
implementing this function. You can use this router to extend wireless network covierage
WISP or Client+AP mode.

A o

If wireless repeating is enabletthe Sleeping moddPTV functionguest network WPS functionTerda
Appfunction, and WiFi function schedule become unavailabte.details, refeto the messagen the
router web Ul.

Application Scenario

UserAsubscribes to an 8 Mbps broadband senaoel purchases a wireless router for setting
up an LAN with internet connectivity in his 100 square meters apartment, which has three
bedrooms, onaliningroom, one living room, two restrooms, and one kitchen. The router is
placed in the living room. TheiW signals are strong in the living room and master bedroom,
but too poor in the other bedrooms and the restrooms to access the internet
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Solution

To improve internet connectivityhe user can add a Tenda AC18 router aodfigure the
wireless repeatindgunction of the router to extend the WiFi network coverage. That will
eliminate blind areas in the apartment, enabling the user to access the internet anywhere in
the apartment.

The following figure shows the application scenario.

Original rou

Balcony

S\

WiFi name: WiFi name:
Tenda_XXXXXX Tenda_2

WAN

5
\

New router Original router

Ethernet cable
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Before configuring wireless repeating:

Ensure that thdnternet port of the new router is not connected.
Ensure that the original router can access the internet.

Record the WiFi name and passwordh# original router, which arédenda_2and
12345678n this example.

Enabling the WISP Mode

Log in to the wb Ul of the new router, choos#&ireless Settings Wireless Repeatingnd
configure the router and verify the configuration as follows:

Configuration
Step 1 SetWireless Repeatingp the B state.
Step 2 SetMode to WISP

Step 3 Select the WiFi name of the original router from tBase Station WiFi Namdrop-down list
box In this exampleselectTenda_2

Step 4 Enter the WiFi password of the original router in Bese Station WiFi Passwotdxt box. In
this example, entef2345678 (If the password is not set on the original router, leave this text
box blank.)

Step 5 ClickSave

Wireless Repeating b 4
L na [
de’ @ WISP Universal Repeater
Base Station Wik Name TEf'lﬂr]_I
Base Station WIFi Password. 12345878

Step 6 ClickOKon the dialog box that appears.
The settings take effect after the router restarts.

---End
Verification

After the "Connected! You can surf the Internehéssage appears on theternet Status
page access the internet through the WiFi network of the new router.
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A

If the LAN IP address of the new router is in the same network segamehat of the originalouter,
an IP conflict occurén this case, the newouter replacests LAN IP address with another that
belongs to anothenetwork segment. You can log in to the web Ul of the new router directly at
tendawifi.com.

If the upstream routeenables theDHCHunction, the new router obtains network connection
settings from the upstream router. If the upstream routlisables the DHCP functioyou need to
configure the connection settings manually.

In WISP mode, the nemuter can be connected wirelessly to a hotspot using DHCP or a static IP
address and access the internet through the hotspot.

Enabling the Client+AP Mode

Log in to the web Ul of the new router, chodséreless Settings Wireless Repeatingnd
configure he router and verify the configuration as follows:

Configuration
Step 1 SetWireless Repeatingp the B state.
Step 2 SetMode to Universal Repeater

Step 3 Select the WiFi name of the origimaluter from theBase Station WiFi Namdrop-down list
box. In this example, seletenda_2

Step 4 Enter the WiFi password of the original router in Ba&se Station WiFi Passwotelxt box. In
this example, enter 12345678. (If the password is not set on the original router, leave this text
box blank.)

Step 5 ClickSave

Wireless Repeating »
£ 55 i | ' .
o WISP @ Universal Repeater
Base Station WIFI Name: | Tenda_2
e Station WiFI Password. | 12345878

Step 6 ClickOKon the dialog boxHat appears.
The settings take effect after the router restarts.

---End

Verification
Step 1 Log in to the web Ul of the new routat tendawifi.com.

If loginfails, check the web Ul of the upstream rout@riginalrouter) forthe IP address
assigned to the new routeand log in to the web Ul of the new router using this IP address.
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Step 2 Choosdnternet Statusand view the connection status.

If the "Bridged succesdliy in Universal Repeater modenessage appeargpu canaccesshe
internet through the new router

---End

3.3.4Channel & Bandwidth

It is recommended that you retain the default channel and bandwidth settidgange the
settingsonly when necessary.

Channel & Bandwidth b4
2.4GHz
MNetwork Mode 11b/g/in mixed v
Channel: | Auto v
Bandwidth 20/40 v
5GHz

-

MNetwork Mode 11a/nfac mixed
Channel Auto ¥

Bandwidth &0 v

The following table describes the parameters.

Parameter Description

It specifies a protocol adopted for wireless transmissibime default
setting is recommended. For 2.4 GHz networks, the 11b/g, 11b&gid
11n protocols are availabléor 5 GHz networks, the 11ac and 11afmare
available.
. 11b/g: It indicaes that clients compliant with the 802.11b or 802.11g
Network protocol can connect to the router
Mode . 11b/g/n: It indicates that all clients working at 2.4 GHz and compliant
with the 802.11b, 802.11g, or 802.11n protocol can connect to the
router.
. 11n: Itindicatesthat clients working a.4 GHz and compliant with
802.11n can connect to the router.

. 1lac Itindicates that clients complaint with the 802.11ac protocol cal
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Parameter Description

connect to the router.

. 1l1a/n/ac: It indicates that clients working at 5 GHz and compliant witl
the 802.11a802.11nor 802.1Jacprotocol can connect to the router.

It specifies the operating channel of a WiFi network. You retain the def.
setting, or change it as required. A channel different from nearby chani

Channel  are recommended for lesaterference and better wireless transmission
efficiency. You can use a thiparty toolto identify the channels different
from nearby channels.

It specifies the bandwidth of the operating channel of a WiFi network.
Change the default setting gnwhen necessary.

. 20: It indicates that the channel bandwidth of a rouier20MHz.
. 40: It indicates that the channel bandwidth of a router is 40 MHz.

. 20/40: It specifies that a router can switch its channel bandwidth
Bandwidth  Petween20 MHz and 40 MHz based #re ambient environment. This
option is available only to a router working at 2.4 GHz.

. 80: It indicates that the channel bandwidth of a router is 80 MHz. This
option is available only to a router working at 5 GHz.

. 20/40/80: It specifies that a router canvitch its channel bandwidth
among 20 MHz, 40 MHz, and 80 MHz based on the ambient
environment. This option is available only to a router working at 5 G+

3.3.5Transmit Power

You can switch the signal strengths of the 2.4 GHz and 5 GHz operating frequéttaes o
router. By default, the signal strengths are seHigh You can set the signal strengthd_tow,
Medium, orHighas required.

If wireless connections work proge with low signal strengthyuse thelL.ow option.

If you need wider coverage, use thMedium or Highoption to boost WiFi signals.

To set the signal strengtbhooseWireless Settings Transmit Powey select options as
required, and cliciSave

Transmit Power *
2 4GHz WiFi Signal High ¥
Low
Medium

aGHz WiFi Signal
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3.3.6WPS

The WPS function enables wireless devices to quickly connect to encrypted WiFi netivorks o
the router. To connect a wireless device to the router using the WPS funfditmwy the
onscreen instructiomn the WPSdialog box

WP3S X

wes: [

Method One:
Press the WPS button on the router Urthismmmnn Within 2 mins, press the
wireless client’s WPS button

Method Two:
Use the PIN code if your wireless client asks for that. PIN code:20398699

3.3.7Beamforming

The routercan implementhe Beamforming technologp boost WiFi signalsvhich not only
enables fastewireless transmission, but al$arther stabilizeswvireless connections between
the router and wireless devices. By default, explicit beamforming is enabled. It is
recommended that you retain the default setting.

Beamforming X

Explicit beamforming: [}

3.4 Guest Network

A guest network is a netwk dedicated to guests. Clients connected to a guest network can
access the internet and communicate with each other, but cannot access the router web Ul or
the nonguest network. This enables guests to access the internet and meanwhile ensures
security ofthe nonrguest network.

You can set a WiFi name for the 2.4 GHz network and 5 GHz network each. These networks
share the same password. To distinguish between thegquoest WiFi networks of the router
and the guest WiFI networks of the routelo not adopthe same name fathe networks
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Tenda

& Internet Status
@ Internet Settings
= Wir S

@ Guest Network
§ Sleeping Mode

B USB Application

& VPN

anced Settings

tem Settings

Seftings

® Guest Network English ~ | Exit

Guest Network:
2 4GHz WiFi Name: | Tenda_Guest
5GHzZ WiFi Name: | Tenda_Guest_5G

Guest Network Password:

3.5 Sleeping Mode

The Sleeping mode enables the router to reduce power consumption. By default, this function
is disabled. After it is enabled, the indicators and WiFi function of the router enter the
Sleeping mode.

If the The Sleeping Mode start time will delay when data is still transmitteaption is

selected and no client exchanges data with the router within three minutes, the router enters
the Sleeping moddf the The Sleeping Mode start time will delay when data idllst

transmitted. option is selected, a client exchanges data with the router, but the traffic is less
than 3 KB/s the router enters the Sleeping mode after 30 minutes.

A o

The Sleeping mode works based on time settiffghe system time is not synchronized with the
internet time, the Sleeping mode cannot work properly.
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Tenda @ Sleeping Mode English ~ | Exit

&& Internet Status

sleeping Mode: [JJj

@ Internet Settings

o Sleeping Mode Time: | 00 » 00 +*~ 07 + | 00
= Wir

est Network [« The Sleeping Mode start time will delay when data is still transmitted.

B USB Application

4§ VPN
/anced Setlings

n Settings

When the routeris in Sleeping mode, you canable theWiFi function by pressing th&/iFi
On/Off button on the rear panebf the router orusing Teda App For details about how to
enable the WiFi function using Tendap, refer to the Tenda App usage.

3.6 USB Application
3.6.1Sharing Files

The router can automatically recognize a USB storage device connected to the USB port of the

router and display the spaaesage of the device on tHaternet Statuspage.The device can
be accessed over the LAN and internet.

To configure the USB storage device settings, chbl&® Applicatior» File Share

File Share X

FTP Server: ftp://192.168.1.1:21
Samba Server for Windows: \\192.168.1.1
Samba Server for MAC: smb://192.168.1.1

Allow Internet visits:

Raole User name Password Permission Action

Administrator admin =~ | ewees Read/\Write Add
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If a USB storage device is connected to the router, the ralisgrlays information about the
device on the dialog box. See the following figure.

File Share »
o |
FTF Serve
Samba Server for Windo 192 168
Samba Se o C. smb/F192 1681
Allow Internet visis
Ralea User name Password Permassion Action
Adrministrator admin =~ esess ReadWrite m

The following table describes the parameters.

Parameter
sda
Safely Eject
FTP Server
Basic Samba Server for Window
parameters

Samba Server for MAC

Allow Internet Visits

Access from Internet

Description

It specifies the space usage of a USB storage device
connected to the router

It allows you to eject a connectadiSB storage device
before removing it from the router. This helps prevent
data loss.

It specifies the address for clients of the router to acces
the USB storage devic&he default address is

ftp:// 192.168.01:21. You can click this link to access the
device.

It specifies the address for Windows clients of the route
to access théJSB storage devic@he default address is
\\192.168.0.1.

It specifies the address for MAC clients of the router to
access théJSB storage devic&he default address is
smb://192.168.0.1.

It specifies whether to allow or disallow internet users tc
access théJSB storage devic8y defaultinternet users
cannot access the device.

It indicates the addres®r internet users to accessldSB
storage @vice. The address is effectigrly afterAllow
Internet Visitsis enabled
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Parameter Description

User nameand Passwordspecify the user namand
password that must be entered when a user accesses ¢
USB storage device connected to the router. You can
change the user name and password as required.

User nameand Password

Account t . Read/Write: It indicatesthat a user can access and
managemen o modify the resources in a USB storage device.
parameters  Permission

. Read It indicates that a user can only access the
resources in &SBstoragedevice.

m It allows you to add a user account.

Accessing the USB Storage Device Connected to thedRawer the LAN

An AC18 router is used to set up a LAN in an apartment. A USB storage device is connected to
the USB port ofhe router and functions as a filerver. Users can download resource from
the server. Assume that:
The server address\$192.1@8.0.1
The server user name and password adenin.
To access the USB storage deviisgform the followingprocedure:(Windows 7 is used as an
example for description.)

Step 1 Click &3

N

—=

andenter\\192.168.0.1

} Al Programs

| w1a2163.04

Step 2 Pres<Enter.

Step 3 Enter your user name and password, which @deninin this example, and clicRK
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Windows Security

Enter Network Password

Enter your password to connect to: 19216501

[ - Uszer name |

.

Domain: OTROT-PC
[C] Rernember my credentials

Paszword |

oK

Cancel

Step 4 Doubleclick thesdafolder.

-

F ol il
"\_../"U |,_d) » Network » 192.168.0.1

= [ B | |

= Recent Places
Recorded TV
& Dropbox

il Libraries

@ Documents
) Family Videos
gﬂ Forms

i)

T

44 items

- | 4 | | Search My ... 0 |
Organize = Include in library - Share with = » = + [ @
- Favorites B
Bl Desktop i =l
4. Downloads [ =

m

If the folder is accessible, the resources in the USB storage device are displayed.
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( = | O e |
QQ (b » Metwork » 19216801 b sda - [ 44 |[ Search My.. P
COrganize « Include in library « Share with - * = « [ I@I
¢ Favorites = Name ’ Date modi
Ml Desktop | . LEGO Creations 472272010

g Downloads r . My Books 41872010 |=
5l Recent Places — . My Digital Editions 4/18/2010 '—
[ Recorded TV “ My Dropbox 4/18/2010
¥ Dropbox | My Games 4/718/2010
. My Kindle Content 4,/19/2010
4 Libraries . My Practice Files 4/18/2010
| Documents . My Virtual Machines 2/6/2010 1)
gl] Family Videos . My Weblog Posts 4/18/2010  _
gﬂ Forms - 4| 1 "
[E 44 items
i

---End

Accessing a USB Storage Device Connectadddrouter over the Internet
Application Scenario

An AC18 router is used to set up a LAN in an apartment. A USB storage device is connected to
the USB port of the router and functions as an FTP sekllew Internet Visitsis enabled to
make the USB stage device accessible over the internet. Assume that:

1 The server address for internet userdtjs//172.16.200.115:21
1 The server user name and password adenin.

A o

In this example, the server address for internet users is only for reference. Ehatthe server address
is a public IP address.

Configuration
Step 1 EnableAllow Internet Visits

ChooseUSBApplication> File Shareand setAllow Internet Visitsto the B state.
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File Share

03 (Fre

FTP Server. &p

Samba Server for Windows: W152,168.1.1

Samba Server for MAC: smb:ir192 168.1.1

Allow internet visits: [JJJ|

WAN devices visit fipo/'192 168.0.1937 29
Rols User nama Password Parmission Action
Administrator admin ReadVyrite m

Step 2 Access the USB storage device over the interfWéindows 10 is used as an example to
describe the procedure.)

1. DoubleclickThis PC

2. Enter the server address, whichfig://172.16.200.115:21in this example in the address
bar of the window that appears, and preSater.

@ [ ] =] ThisPC -
Co iew
€ v » ftp://172.16.200.115:21 ] v O | Search This PC
3 Quick access v Folders (6)
B Desktop P 4 -8
& Downloads # - Desktop {fﬁ Documents
[£ Documents #
[&] Pictures » ‘ Downloads ) Music
D Music
Shace 1?&[ Pictures m Videos
B videos L
& OneDrive v Devices and drives (2)
Local Disk (C:)
£ This PC 88 DVD RW Drive (D:)
I Desktop Wy 82,0 GB free of 99,4 GB —
@ Documents
& Downloads
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3. Enter your user name and password, which adleninin this example, and clidkog On

A dialog box appears.

Log On As |
? Either the server does not allow anonymous logins ar the e-mail address was naok
3 accepted,
FTP server: 172 16. 200. 115
Lser name: I j
Password: I

Afker wou log on, wou can add this server to wour Favorites and return ko it easily,

&, FTP does not encrypt or encode passwords or data before sending them to the
server., To protect the security of your passwords and data, use WebDAY inskead.

[T Log on anonymaously [T Save password

Log on I Zancel

4. Doubleclick thesdafolder.

= | Reviews = o X
Mome Share View (7]

i B Previewpane  |@®) Extra large icons & Large scons [ - ftem check boxes
Details pane S5 Medium icons Small icons - File name extensions
Navigation Sort Hide selected  Options
ane * List Detadls . by~ V| Hidden items items
« Internet > 172.16.200.115

~
# Quick access

& Dropbox
Screenshots ’ sda
A Recycle Bin
B Desktop
E8 Camera Uploads
Drafts
Recent Posts
o Thumbs
£# Dropbox
& OneDnve
Audsobooks
Documents

Music

v

03 items | item selected

If the folder is accessible, the resources in the USB storage device are displayed.
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e [ )
l" TH Previewpane | @ Extra large icons| &1 Large icons l v [J) item check boxes -
| THDetads psne 5 Mediumicons  Fifl Small icons . | File name extensions
| Nawgation 7 Sort Hide selected  Options
pane ¥ List Detadls v by* (v Hidden items items 5
« * Internet > 172.16.200.115 > sda v O Search Revie o

A
# Quick access

& Dropbox *
Screenshats
& Recycle Bin
B Desktop
E# Camera Uploads
Drafts
Recent Posts

% Thumbs

£3 Dropbox

& OneDrive Archos 101 turbo Asphalt
Audsobooks
Documents
o ¥ 2
105 items 1 item selected ==

3.6.2Sharing Multimedia Resouss Using DLNA

DLNAs a solution to share multimedia resources among digital devices by wired or wireless
means. For example, you can use the mobile phone and the DLNA controller to enable your TV
or computer to play the video and audio clips and dispteyimagesn your portable disk

This router supports the DLNA function, which enables clients to access resources in the
server through wired or wireless connections to the router. The following figure shows the
common application scenario of this funatio

(7

Z

(7

Tablet Desktop PC TV

Portable disk

By default, this function is disabled. To ensureét;fgrm the following procedure:

Step 1 ChoosdJSBApplication>DLNA
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DLNA X

DLMNA Service

Step 2 SetDLNA Serviceo the Bl state. See the following figure.

DLNA X

DLNA Service [

Device Name TendaDLMNA

---End

Application Scenario

User Auses an AC18 wireless routerget up a LAN in his apartment. His desktop PC, smart
phone, and tablet access the internet through the router. He connects a USB storage device to
the USB port of the router and stores lots of movies, TV series, images, and audio clips in the

device.

The bllowing figure shows the application scenario.

N

Q Portable disk
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Sharing videos, audios, and imag@scomputer running Windows 7 is taken as an example to
describe the procedure.)

Step 1 Enable the media streaming function.

1. ClickStartin the lowekleft corner of the desktop and choo$&ontrol Panel

A< Acrobat Distiller 9
| & Adobe Acrobat 8 Pro
| Lt Adobe LiveCycle Designer ES 8.2 COwner
E Adobe Reader9
a Default Programs Documents
@ Desktop Gadget Gallery
@ HD VDeck Pictures
@ Internet Explorer
Microsoft Visual Basic 2008 Express Editi Music
@ Microsoft Visual C# 2008 Express Editior
@'. Windows Anytime Upgrade =
] Windows DVD Maker
E=) Windows Fax and Scan
@ Windows Media Center
@ Windows Media Player
E‘ Windows Update
g XPS Viewer
I Accessories Default Programs
, ASUS
. Games Help and Support

Computer
Control Panel

Dewvices and Printers

. Maintenance
, Startup

4 Back

| |Search programs and files L |

2. ClickNetwork and Internet
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(=]

GOV[@ » Control Panel »

v [ 22 | I Search Control Panel

2|

Adjust your computer's settings

Programs
k Uninstall a program

Get programs

View by: Category ¥

% System and Security a User Accounts
Review your computer's status C
hange account type
Back up your computer 0 9 e
Find and fix problems Appearance and
_ | Network and Internet | % Personalization
t. View network status and tasks Change the theme
“&&., Choose homegroup and sharing Change desktop background
options Adjust screen resolution
Hardware and Sound Clock, Language, and Region
: View devices and printers ¢ Change keyboards or other input
Add a device = methods

Change display language

# W Ease of Access
Let Windows suggest settings
Optimize visual display

3. ClickNetwork and Sharing Center

®v|§ v Control Panel » Metwork and Internet »

- | 3 | ‘ Search Control Panel

Al

Control Panel Home

Eln' [ Network and Sharing Center |

R w2  View network status and tasks Connect to a network
System and Security X X X X
View network computers and devices | Add a wireless device to the network
* Network and Internet
Hardware and Sound HomeGroup X X
Choose homegroup and sharing optiens
Programs

Internet Options
Connect to the Internet | Change your homepage
Delete browsing history and cookies

User Accounts and Family
Safety

Appearance and
Personalization

Manage browser add-ons

Clock, Language, and Region
Ease of Access

4. ClickChange advanced sharing settings
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@@OI:‘: « Netwo.. » Network and Sharing Center - ] sy || Seorch Contrat Pane

Control Panel Home

Manage wireless networks connections

Change adapter settings :,& ';? 0

View your basic network information and set up

See full map

SC:;:‘:Q: ddvanced shating TEST-PC home-network Internet
9 (This computer)
View your active networks Connect or disconnect
5. ClickChoose media streaming optioiXs
*& Advanced sharing settings - O X
« v 4 o « Netwark and Sharing C... * Advanced sharing settings v O Search Co.. @
~
Change sharing options for different network profiles
Windows creates a separate netwerk profile for each network you use. You can choose specific options for
each profile,
Private )
Guest or Public (current profile) )
All Metworks =)
Public folder sharing
When Public folder sharing is on, pecple on the network, including homegroup members, can
access files in the Public folders.
(O Turn on sharing se anyone with network access can read and write files in the Public folders
(® Turn off Public folder sharing (people logged on to this computer can still access these
folders)
Media streaming
When media streaming is on, people and devices on the network can access pictures, music, and
v i i can also find media on the network,
Choose media streaming options...
v
E;'Save changes Cancel
6. ClickTurn on media streaming

L)
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[® Media streaming options — O >

« S |ﬁﬁ‘ <« Metwork and Sharing Ce... » Media streaming options v O Search Co... @

Choose media streaming options for computers and devices

Media streaming is not turned on

Media streaming allows you to send your music, pictures and videos to other computers and devices
on your network. It also allows you to receive media from other computers and devices,

If you turn on media streaming, your current network profile and firewall settings will be modified.
You should turn on media streaming only on networks that you trust, such as home or work
networks.

[ I &) Turn on media streaming I ]

Tell me more about media streaming
Read the privacy statement online

0K Cancel
7. Clickwindowsservices administrative toal
B Media streaming options - (] x
« v 4 ™ & Metwork and Sharimg Ce.. * Media streaming options w O Search Co.. @

Choose media streaming options tor computers and devices

Media streaming is not turned on

Windows Media Player Metwork Sharing Service or a service that it depends on failed to start. Use
Windows services administrative tool to find out more details about the Network Sharing Service and
its dependencies.

[G Windows services adrministrative tool]

Tell me more abowt media streaming
Read the privacy statement online

0K Cancel

8. SetStartup Typeof SSDP DiscoveryyPnP Device HosandWindows Media Player
Network Sharing Service® Automatic.
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File Action View Help

e |EEc=z HeE v anwp

% Services (Local) Mame Descripticn Status Startup Typ
i'f..:,?}Smart Card Removal Pelicy Allows the 5. IManual
i%SNMP Trap Receives tra... Manual
i%SanNare Protection Enables the .. IManual
C.m SPP Metification Service Provides So.. Manual
‘ﬁ S5DP Discovery Discovers n... Manual
i%Superfetch k‘ Maintains a.. Started Automatic |:|
%} System Event Motification Service Maoniters sy.. Started Automatic
i%TabIet PC Input Service Enables Tab.. Manual
ig{;Task Scheduler Enables a us.. Started Automatic =
1 | i | 3

Extended )\Standard,f

SSDP Discovery Properties (Local Computer) M g G

General | Log On | Recovery | Dependencies |

I. Service name; SSDPSRV
[]

Display name: S5DP Discovery

Description: Discovers networked devices and services thatuse the »
SSDP discovery protocol, such as UPnP devices. Also

-
Path to executable: 1
C:\Windows\system32\svchostexe -k LocalServiceAndNolmpersonation

Startup type: W
Zitomatic (Delaye

Help me configure FMs =i e
Manual F

Disabled
Service status: mmsf'-;u

Stant ‘ I Stop J . Pause | Resume

You can specify the start parameters that apply when you start the service from
here.

Start parameters

oK ] [ Cancel Apply

9. Go to theAdvanced sharing settingsage and clickkhoose media streaming optioiXs
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*@ Advanced sharing settings — O X

<« v 4 o « Netwark and Sharing C... * Advanced sharing settings v O Search Co.. @
~
Change sharing options for different network profiles
Windows creates a separate netwerk profile for each network you use. You can choose specific options for
each profile,
Private (D)
Guest or Public (current profile) )
All Metworks )
Public folder sharing
When Public folder sharing is on, pecple on the network, including homegroup members, can
access files in the Public folders.
(O Turn on sharing se anyone with network access can read and write files in the Public folders
(® Turn off Public folder sharing (people logged on to this computer can still access these
folders)
Media streaming
When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer, This computer can also find media on the netwaork,
[ Choose media streaming options... ]
v

E;'Save changes Cancel

TheMedia streaming optionspage appears, showing that the media streaming function is
enabled.

s SlE] = |

| . T 3 = = =
\J( }6@ « Network and Sharing Center » Media streaming options v I ‘,‘ | Search Control Panel p el |

Choose media streaming options for computersand devices -~~~ -~ T
._This field allows you to set the name of your media librar:
E] B Name your media firary: ! (The name is displayed on remote computers, mobile
Choose default settings... "
cacEnseg i phones. and TVs that attempt to access the médibiarv.)
Show devices on: } Allow All | [ Block Al |
W‘@h Media programs on this PC and remote connections... [ Customize... |Allowed v Li

uy Allowed access using defoult settings.

3 *:S) ROBS-PC / Allowed v

Allowed access using default settings.

All devices are aliowed to access your shared media.

Choose homegroup and sharing options
Choose power options

Tell me more about media streaming

Read th stat t onli . . . j
SHG I P S Stk onine Windows detects the devices that support media steam playback on

the LAN and allows you to decide whether to allow the devices to;
access your media library. (By default, all the devices can accessithe
media library.) After the configuratig clickOK

Windows Media Player of a Windows OS can access the devices where DLNA is enabled and
function as a platform for playing the media resources of the devices locally.

Run Windows Media Player, cliskkeam and select théllow remote contiol of my Player
and Automatically allow devices to play my medimenu items. If a confirmation dialog box
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appears when you select the menu items, follow the onscreen instruction to confirm the
operation.

( )U b Library » Videos » All Videos
Organize ¥ | Stream vl Create playlist ~

| Allow Internet access to home media... elea:
| B Library v Allow remote control of my Player... ]

4 [ Playlists v Automatically allow devices to play my media... 40p

o

[k Playl
» Brun More streaming options...
4 Artist

I (=) Album

Step 2 Enable the DLNA function of the router.

ChooseUSB Applicatior» DLNAand setDLNA Serviceo the B state. See the following
figure.

DLNA %

DLNA Service .

Device Name: TendaDLNA

Save

Step 3 On the computer, browse the video, audio, and image files in the USB storage device
connected to the router.

1. Run Windows Media Player.
The router is displayed in tH@ther Librariesof the left pane.
2. Click the router.

The video, audio, and image files in the USB storage device appear.
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Windows Media Player

File View Play Tocls Help
~
UO » Unknown album (18-09-2010 11:16:46) (D:)

Organize v Stream v  Createplaylist v &% Rip CD > = v |Search
Album # Title Length
B Library Audio CD (D)
b [l Playlists Unknown album (1...[7] Track1 28:45
> Jd Music Unknown artist 2 Track 2 28:07
i Videos Unknown genre
=) Pictures Unknown Year
[#) Recorded TV
) Other media

(=) Unknown album (

[?’ QOther Libraries
lﬂ‘ TendaDLNA

---End

3.6.3Printer Service

This router allows you to shaeeprinterconnected to the USB port of the router among all
the computers on your LAN.

By default, this function is disabled. oableit, perform the following procedure:
Step 1 ChoosdJSB Applicatior» Printer Service

Step 2 SetPrinter Servie to the B state.

Printer Service x

Printer Service:

Connect to a USB printer:
1 Connect the USB printer to the USB port of the router.

2 Downlead and Install the driver software of the USB printer on each computer where you

want to use the printer.
vare of the USB printer, please contact the manufacturer of the printer to

Ifyou have no drive

provide the latest driver s

install it on each computer where you want to use the printer. Use the USE Controller
utility program to establish a connection between the computer and the USB printer
according to the instruction of the utility program.

Save

The following figure shows thtepology

-50-



Printer

---End

Installing a Printer

A o

HP LaserJet 1020 is taken as am#le to describe the procedure.
Step 1 Connect the printer to the USB port of the router

Step 2 Enable the printing service of the router

Printer Service *

Printer Service: ]

Connect to a USB printer:
Connect the USB printer to the USB port of the router

2 Downlead and Install the driver software of the USB printer en each computer where you
want to use the printer.

3 Download the USB Controller utility program from Tenda website (www tendacn.com) and
install it en each computer where you want to use the printer. Use the USB Centroller
utility program to establish a connection between the computer and the USB printer
according to the instruction of the utility program.

Save

Step 3 InstallTenda'sprinting service control programn your computer(A computer running
Windows 7is taken as an example to describe the procedure.

1. Download the package of the program frdrtip://www.tendacn.comand decompress
the package.
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2. Doubleclick BV setup .

The dialog box shown in the following figure appears.

Choose Setup Language '

Select the language for this installation from the choices below.

)

| English (United States)

uh [ 0K ][ Cancel ]

3. ClickOK
4. Wait until installaton preparation is complete.
5. QickNext
ﬁ' Tenda USB Printer Controller - InstallShield Wizard u

Welcome to the InstallShield Wizard for Tenda
USB Printer Controller

The InstallShield(R) Wizard will install Tenda USE Printer
Controller on your computer. To continue, dick Mext.

WARMIMG: This program is protected by copyright law and
international treaties,

< Back [ Mext = ] [ Cancel

A dialog box appears.
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ﬁ' Tenda USE Printer Controller - InstallShield Wizard

Customer Information

Please enter your information.

User Mame:
ITenda

Organization:
[rends]
I |

Installshield

<Back || MNext> || Ccancel

6. Enter your user name and organization name and tliek.
7. ClickChang& and change the installation path if necessary. Then, Nek.

- .
ﬁ! Tenda USE Printer Controller - InstallShield Wizard u

Destination Folder

Clidk Next to install to this folder, or dick Change to install to a different folder.

G Install Tenda USE Printer Controller to:

C:\Program Files (x86)\TendalJSE Printer Controller)

Installshield

<Back || MNext> || cancel

8. Clickinstall.




- S —
:ﬁ! Tenda USE Printer Controller - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to beain the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
I exit the wizard.

InstallShield

<Back || Instal | [ Cancel

- -— .
ﬁl Tenda USE Printer Controller - InstallShield Wizard i

Installing Tenda USB Printer Controller
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Tenda USE Printer
Controller . This may take several minutes.

|
[ Status:

-——

Installshield

< Back Mext = Cancel

9. ClickFinish
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P
ﬁl Tenda USE Printer Controller - InstallShield Wizard - g

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Tenda USE
Printer Contraller . Click Finish to exit the wizard.

Launch Tenda USE Printer Controller

Cancel

< Back

Installation iscompleteand a printer shortcut ico oot appears on the desktop of the

computer.

10. Wait a moment for the program tdetect the printer connected to the router.

2 , =2
Auto-Connect Cormaat Diseaiias Fe to gletwork
C canner

Printer

g 5C9-192.168.01
- ¢z Printer - Hewlett-Packard - HP LaserJet 1020

11. Select the printer and choog&uto-Connect Printer> Set AutoConnect Printer

-B55-



!

Help

m %

Auto-Connect

= Set Auto-Connect Printer

A e

If you clickConnectafter selecting the printer, the printer cannot be shared among multiple computers
In this case, another computer can use the prirgaly after this computer is disconnected from the
printer. Therefore, ifmultiple computers need to use the printer at the same tjipeu are

recommended to choseAuto-Connect Printer> Set AutoConnectPrinter to share the printer.

12. Selectthe printer and clickApply.

‘ 3

w Tenda USB Printer Controller (=B X

System Tools Help

F |
= Add to Auto-Connect Printer List o8] X |
- - e ®

< Installed Printer List >

= Printer Name

@ ALS-13 1[5 2 HP Laseret 1020 [EEETIIERE
% Pl |0 & rax

[ appy | [ Concel |
r————-‘

Step 4 Install the driver of the printer on the computers on yduAN

1. Obtain the driver from the package of your printer or download the driver from the
official website of the manufacturer dfie printer.

2 Doubleclick @ L1018 1020 _1022_Full_Solution

The dialog box shown in the following figure appears.
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Cpen File - Security Warning ﬁ

Do you want to run this file?
@ Mame: ..ter-hphl11018 1020 1022 Full Solution.exe
Publisher: Hewlett-Packard Company

Type: Application
From: CiUsers\John\Desktop'mbam-setup-1.61.0,1400..,

Run ][ Cancel ]

Always ask before opening this file

|--"‘*~] While files from the Intemet can be useful, this file type can
- ﬁ) potentially ham your computer. Only run software from publishers
= you trust. What's the risk?

3. ClickRun
4. Wait until file extraction is complete. See the following figure.

r h

51% Extracting files...

i

BCH

5. Clickinstall.

Click Install to start installing the new HP device.
Thank you for chooing HP products!

Start installing the required driver and software, and then !
o enjoy your new HP product.

6. ClickNext.
7. Wait until installation is complete.
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8. dickFinish
After installation is complete, the printer prints a test page.

---End

3.7VPN

A VPN is a logical private network set up over a public network (usually the internet) without
physical linesThe VPN technology allows employees at a branch of an enterprise and
employees at the headquarters to exchange resources without exposing these resources to
other internet users.

This router can function as a PPTP seovexPPTP/L2TP clierfthe following section
describes how to configure the routas a PPTP server oPRTP/L2TP client.

3.7.1PPTP Server

Functioning as a PPTP server, the rotteeives virtual connection requests from clients over
the internetand sets upvirtual connectiongor communication through the connections.

To configure the router as a PPTP semlenoseVPN>PPTP ServesetPPTP Servdo the
I state, and set the parametery default, the PPTP server function is disabled. The
following figure shows the dialog box that appears after the function is enabled.

PPTP Server b4
PPTP sServer: [
Address Pool: | 10.0.0.100 ~10.0.0. 200
MPPE Encryption:

Status User name Password Action

The following table describes thmarameters.

Parameter Description

It specifies whether to enable the PPTP server function. If the functiol

PPTP Server enabled, the router functions as a PPTP server.

Address Pool It specifies the range of IP addresses that the server can assigjarits.

It specifies the algorithm used to encrypt PPP databid@ncryption and
128-bit encryption are supported. Ensure that the server and clients
adopt the same encryption mode.

MPPE
Encryption
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Parameter Description

Status It specifies the status of a connection.

Username It specifies the user name assigned by the PPTP serveigna
Password It specifies the password assigned by the PPTP serverliena
Action It allows you to add or delete user accounts.

Example

Computer 1 is connected to AC18 and assigned the IP address 192.168.0.104. The computer
has been configured as an FTP server (port number 21) to store resources. Computer 2 needs
to access the resources over the internet. You can address this requiresiagtthe VPN

function.

L = Internet

Internet D

The WAN IP address of the router is
- 113.88.112.220, which is the PPTP |

- server IP address. ; I
; |\ Ethernet cable—> —— Ethernet cable=—.

Computer 1

Configuration
Step 1 Configurethe PPTP server on the router

1. Choose/PN>PPTP ServelhePPTP Servatialog box appears
2. SetPPTP Servaothe ®  state to enable the server

3. SetAddress Pooto the range of IP addresses that tRPTRerver assigns to clients for
VPN communication. This range cannot overlap the LAN or WAN IP address range of the
router.

4. SetMPPEENncryptionand MPPEENcryption Bitsaccording to your specific requirements

5. SetUser nameandPasswordo your user name and password for clients to connect to
the PPTP serveand clickAdd.

6. ClickSave
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PPTP Server

PrTP server: [
Address Pool: | 10.0.0.100 ~10.0.0./ 200
MPPE Encryption: [JJjj
MPPE Encryption Bits: © 40 @ 128

Status User name Password Action

: wo [

Step 2 Connect computer 2 to thBPTP server usingV@N dialup connectim.

A o

Windows 7is taken as an example to describe fivecedure.

1. CIick@ and thenOpenNetwork and Sharing Center

~,

Currently connected to: +3

- MNetwork 3
lll_ Internet access

[ Cpen Metwork and Sharing Center ]

~ [m| &) s49PM |

2. ClickSet up a new connection or network
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Control Panel Home . ” « :

View your basic network information and set up
Change adapter settings connections
Change advanced sharing &\l — § % Q See full map
settings >

WIN7X64EN Unidentified netw... Internet
(This computer)
View your active networks Connect or disconnect
Access type: No Internet
Unidentified network access
> Public network Connections: [ Local Area =
Connection
Change your networking settings
ﬁ. Set up a new connection or network ]
~ Set up a wireless, broadband, dial-up, ad hoc, or VPN connection;
or set up a router or access point.
'§, Connect to a network
N : Connect or reconnect to a wireless, wired, dial-up, or VPN network
ceaka connection,
HomeGroup
Internet Options '4 Choose homegroup and sharing options
. : Access files and printers located on other network computers, or
Windows Firewall Z s
change sharing settings.

3. ClickConnect to a workplacand thenNext

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

L4 Set up a new network
<a, Configure a new router or access point.

. Connect to a workplace
Set up a dial-up or VPN connection to your workplace|

Set up a dial-up connection
Connect to the Internet using a dial-up connection.

[ Net || cancel |

4. ClickUse my Internettonnection ¢PN. If a dialog box appears, following the onscreen
instruction to perform operations.
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How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

o — @ B

< Dial directly
Connect directly to a phone number without going through the Internet.

N e

What is a VPN connection?

5. Enter the IP address of the PPTP server idrtternet addressext box.ClickNext.

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: [Example:Contoso.com or157.54.0.1 or 3ffe1234:1111] [
Destination name: VPN Connection
Use a smart card

@ Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Don't connect now; just set it up so I can connect later

Next J[ Cancel ]

6. Enter the user name and password for connecting toRREP servesuch asaadmin.

ClickCreate TheVPNconnection dialog box appears
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Type your user name and password

User name: I

Password:

Show characters
Remember this password

F = = = W

Domain (optional):

You are connected

A

7. ClickConnect Now

The connection is ready to use

A s

< Connect now
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On the network connection list of the computer, the VPN connectiam@onnectedstate.

Currently connected to: s

y Network
"§7 Internet access

== UiB VPN
Internet access

Dial-up and VPN -

VPN Connected ;/

Open Network and Sharing Center “

---End

Remote Access

Access the resources on computer 1 from computasiag a URL in the following formép:
/I Server IP addres2ervice port numbein this example, the URLfip: //192.168.0.104:21

-
N
P v i W
U j |ﬂ b ftp:/f192.168.0.104:21

Organize « MNew library

BE Desktop
& Downloads
% Dropbox

:
=1 Recent Places

m

& (e (

4 o Libraries
> [ Documents
[ J’i Music
[ Pictures
> B Videos

> ¥ Homegroup

4 (8 Computer
> &, WINDOWST (C:)
> s MENNQ (D) 2

AR 11 ftems

4.7 Favorites — Libraries
Open a library to see your files and arrange them by folder, date, an...

—_—
&| Documents
g Library

Music
Library

Pictures
e Library

Videos
Library
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i — IEI E; "y

{\.../'”l\_./'l ||_d) b My Documents » - |4'1-| | Search My .. 2 |
Organize = Include in library - Share with » = =« O @
4 Favorites Mame : Date modi =

B Desktop TLEGU Creations TTIITON
5. Downloads , My Books 4/18/2010] =
“Z Recent Places . My Digital Editions 4/18/2010(—
Recorded TV My Dropbox 4/18,/2010)
& Drophox , My Games 4/18/2010)
. My Kindle Content 471872010
= Libraries o My Practice Files 4/18/2010°
@ Documents L My Virtual Machines 2/6/2010 1t
EI] Family Videos o My Weblog Posts 4/18/2010 _
gﬂ Forms - 4 Tt r

44 jtemns

fl

3.7.2PPTP/L2TP Client

You can configure the router as a PPTP/L2TP client for accessing resources on.its server

To canfigure the router as a PPTP/L2TP client, chag3s>PPTP/L2TP CliersetPPTP/L2TP
Clientto the B8 state, and set the parameterdy default, the PPTP/L2TP client function is
disabled. The following figure shows the dialog box that appears aftdutiwtion is enabled.

PPTP/L2TP Client b4

PPTP/L2TP Client: [

Client Type: ® PPTP L2TP

MPPE Encryption:
Server IP/Domain Name:
User name:

Password:

Status: Disconnected
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The following table describes the parameters.

Parameter
PPTP/L2TP Client
Client Type
MPPE Encryption

Server IP/Domain
Name

User name

Password

Status

Example

Description

It specifies whether to enable the PPTP/L2TP client function.
the function is enabled, the router functions as a PPTP/L2TP
client.

It specifies whether the router is a PPTP client or an L2TP clie

It specifies the algorithm used to encrypt PPP databidO
encryption and 12&it encryption are supported. Ensure that tt
server and clients adopt the same encryptioode.

It specifies the IP address or domain name of the VPN server
which the router is to be connected.

It specifies the user name assigned by the PPTP server to the
router.

It specifies the password assignieglthe PPTP server to the
router.

It specifies the status of a connection.

You have subscribed soPPTHased VPN service froam ISP. The ISP notifies you of the
server IP address or domain najgyeur user name and passwaordnd theencryption mode.
(The parameters used in this example are only for refergné®i can access the resources
provided by the ISP using a PPTP client.

—pp—

PPTP/L2TP server

Server IP address: 1.1.1.1
Domain name: XXXX
Encryption mode: MPPE
Encryption bits: 128

~_Internet

Internet D

‘ E—
| L
Ethernet cable—- — Ethernet cable=—=.

User name and ssword: 123

L

ERER R Y

Computer
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Configuration

PPTPI/LZTP Client b4

PPTP/L2TP Client: [
Client Type: ® PPTP L2TP
MPPE Encryption: [}
MPPE Encryption Bits: © 40 @ 128
Server IP/Domain Mame: 1.1.1.1

User name: 123

Password: ‘ 123

Status: Disconnected

Step 1 Log in to the routeweb Ul, choos&PN>PPTPL2TFClient
Step 2 SetPPTP/L2TP Clietn the B state.

Step 3 SetClientTypebased on the typef service that yowsubscribeln this example, set it to
PPTP

Step 4 SetMPPEENcryptionand MPPEENcryption Bitsdbased on the service that you subscrile
this example, seMPPE Encryptioto the B stateand MPPE Encryption Bit® 128,

Step 5 SetServer IP/Domain NameaJser name andPasswordbased on the information provided
by the ISP

Step 6 ClickConnect
--End

Remote Access

You can access the resources on the ISP's VPN server throughttre

3.8 Advanced Settings

The router provides advanced settintgsaddress tailored requirements.
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Tenda 4, Advanced Settings English + | Exil

& Internet Status

@ Internet Settings

= Wireless Setings Parental Control Bandwidth Control Tenda App LED Control
@ Guest Network
% Sleeping Mode
DDNS Virtual Server DMz Remote Management
B USB Application
& VPN
IPTV Firewall Static Routing UPnP

{5 System Setlings

3.8.1Parental Control

This function enables you to contiiaternet connectivity availability and content accessibility
for devices connected to the routensuring healthy internet usage

To implement parental control, perform the following procedure:
Step 1 ChooseAdvanced Setting ParentalControl
All the devicesannected to the router are listed.
Step 2 Click 4 corresponding to the device to which parental control must be applied, and set

the parameterdo specifythe time when the internet is accessible to the device and the
websites accessible to the device.

Parental Control »
Device Name IP Address MAC Address Status Action
user-PC 192.168.1.169 c8:3a:35:dc:e1:85 19 4

Thefollowing table describes the parameters.
Parameter Description
Device Name It specifies the name of a device.
IP Address It specifies the IP address assigned to a device.

MAC Address It specifies the MAC address of a device.
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Parameter Description

Action It allows you toset parental control rules for a devi

m It allows you to manually add devices and rules.

Application Scenario

You have an 81bps broadband connection at your apartmeaid have purchased a wireless
router for setting up a network in your apartmenfour kids often watch videos over the

internet at home. In Monday to Friday, you want to allow them to access video websites such
as Yodubeonly during 20:00 to 22:00.

Configuration

Step 1 ChooseAdvanced Settings Parental Contraland click # corresponding to a device to
which parental control must be applied.

Parental Control e
Device Mame IP Address MAC Address Status Action
user-PC 192.168.1.169 c8:3a:35:dc:e1:85 @

dit

Step 2 (Optional)ClickEditand change the device name so that it is easily recognized

Step 3 SetInternet Accessible Timio the period when the device is allowed to access video
websites.

Step 4 SetRepeatto the days when you want to apply the control
Step 5 SetWebsite Limitto the Bl state to enable the control. By default, it is enahled
Step 6 SetAccess Contrdb Blacklist

Blacklist It indicates that the device cannot access the specified websites.
White List It indicates that the device can agseonly the specified websites.

Step 7 SetForbidden Websiteso youtube.
Step 8 ClickSave
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Parental Control b4

Device Name: XUHUANHUAN-PC [ Edit |

Internet Accessible Time: 20 - 00 v - 22 +~ 00 -

Repeal: @ EveryDay @ Specified Days

[F15un. [ Mon. ¥ Tue. [Wed.
[ Thur. [¥] Fri. [F15at.

website Limit- [}

Access Control: @ Blacklist @ White List

Forbidden Websites: | youtube

Please enter the key words of the websites, and separate them with
".". For example: "eHow.google" means that only ehow and google
are forbidden

Sae

---End

The entry shown in the following figure appears.

Parental Control b4
Device Mame IP Address MAC Address Status Action
USER-PC 192.168.1.169  c8:3a:35:dc-e1:85 2 Q@
Add

Cancelling Parental Control

Click the @ icon corresponding to the device for which you want to cancel the control.

hy
w4

It changes to" .

3.8.2Bandwidth Control

If multiple devices access the internet through the router, bandwidth control is recommended,
so that highspeed file download by a device doest neduce the internet access speed of the

other devices.
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To implement bandwidth control, choogelvanced Settings Bandwidth Control By default,
this function is disabled. The following figure shows the dialog box that appears after this
function is enaled.

Bandwidth Control X

Bandwidth Control: [

Device Name Device Info Current Speed Uplead Limit Download Limit Status  Action

Unlimited | ~ Unlimited =~ m
¢8:3a:35:dc:el:85 1 0.00Mbps

-PC | - | -
user 192 168 1,169 1 0.00Mbps Unlimited Unlimited

The following table describes the parameters.

Parameter Description

Device Name It specifies the name of a device.

Device Info It specifies the MAC address and IP address of a device.
Current Speed It specifies the current upload and downlogpeeds of a device.

. Upload Limitspecifies the maximum upldaspeed at Mbps of a
Upload Limit and device.

Download Limit . Download Limitspecifies the maximum download speed at
Mbps of a device.

Action It allows you to manually add devices and rules.

Application Scenario

You have an 8 Mbps broadband connection at your apartment. Multiple destigeing the
connectionoften compete for bandwidth. To ensure that every device can access the internet
properly, you want to specify the maximum bandwidth for every device. For example, you
want to limit the download speed of every device2dbps. The following figure showke
application scenario.
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Balcony

u;a @&
"!“‘

Bedroom

Dining room

Balcony

Configuration

Step 1 ChooseAdvanced Settings Bandwidth ControlandsetBandwidth Controlto the B
state.

Step 2 Selec2Mbpsfrom the Download Limitdrop-down list box corresponding to each device.

Step 3 ClickSave

Bandwidth Control X

sanawiatn Control:  [JJjf

Device Name Device Info Current Speed Upload Limit Download Limit Status  Action
Address Unlimited |~ O | - |
. ¢8:32:35dcel:85 1 0.00Mbps — ‘ Unlimited
192.168.1.169 1 0.00Mbps nimite 1Mbps |
AMbps !)
IManual
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---End

Verification
Verify that the download speed of eadevicedoes not exceed 2 Mbps.
Bandwidth Control %
Bandwidth Control: [
Device Name Device Info Current Speed Upload Limit Download Limit Status  Action
Uniimited ~ ~ Unlimited | < |
cB:3a:35:dc:e1:85 1 0.05Mbps o p
user-PC 192 1681 165 Unlimited = 2Mbps - %)
N

3.8.3Tenda Ap

After enabling the Tenda App function of this router, you caa Tenda Apfo remotely
manage the router

To use Tenda App to remotely manage the router, perform theviatig procedure:

Tenda App »

Tenda App:

Step 1 Install Tenda App.

Useyou smartdevice(smart phoneor tablet)to scan the QR code on talvanced Settings
Tenda Apppage to download, and install the app on your smart device.
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A

Your smart device must be connected to the intersetthat it can download the apgUse an app with
the scanning function to scan tli@Rcode.)

Tenda App b

Tenda App:

When enabled, you can manage your
router remotely with Tenda App.

Scanto

download

Tenda App.
pp

Step 2 Register an account.

After installing Tenda Appegister an accounising your mobile number or email adds
Use the accoun log in to Tenda App

This account allows you tmnnect to Tenda'sloud serverfor remotely managing the router.

Register
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Tenda Cloud

'

&

Forget Password

Sign Up

Cloud Management

D

Route list(1)

@ Tenda_000118 LOCAL ‘

online
AC15

Add

Step 3 Attachthe routerto your account.

On theUl of Tenda AppapAddand enter the login password of the rout&r attachthe
router to the account

After the router isattached toyour accountthe router appears on the router list each time
you log in with your accountegardless of whether the router is online

A

If the router is inoffline state, youcannot manage it using Tenda App
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Cloud Management

Login for remote management.

Router List(1)

N

7~ Tenda_12A760 (LOCAL)

i
AC18 Online

A o

Whenattachingthe routerto your account ensure that your smart device is connected to the WiFi
network of the routerand the router can access the internet.

Step 4 Enable the Tenda App function.

1. Go to theTenda Apppage of the routemndset Tenda Apto the B state.
The router accesses the cloud server and detects your account. (If it fails to detect your
account, enter your account information manually.)

2. ClickSave

You can now use Tenda Ajgpmanage theouter.

Tenda App ¥

Tenda App: [l

ID: Obtaining an ID...
S

Scan to
download
Tenda App.

Account: Connecting server...
A

Save

—End

3.8.4LED Control

The following figure shows the available LED indicator control m@#dsct one of the mode
as required and clicRave
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LED Control %

LED Control: @ LED ON LED OFF LED Schedule

Save

The following table describes the parameters.

Parameter Description
LED ON It indicates thatll the LEDndicatorsare in ordinary states

It indicates that the PWR indicator blinks slowly and the other

LED OFF indicators are turned off.

It indicates that all the LED indicators are turned off in specified peri

LED Schedulg and return to their ordinanstates when the periods expire.

3.8.5DDNS

DDNS mapthe WAN IP address (public IP address) of the router to a domain name for
dynamic domain name resolutioiThis ensure proper operation of functions that invalve
WAN IP address of the router, suchtlas remote managemenandvirtual server functions.

To enable the DDNS function, chodsitvanced Settings DDNS By default, it is disabledhe
following figure shows the dialog box that appears when the function is enabled

DDNS b4
oons: [l
Service Provider: dyndns.org v | Reaister
User name:
Password:

Domain Name:

Connection Status: Disconnected

Save

The following table describeéke parameters.

Parameter Description

DDNS It specifies whether to enable the DDNS function.
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Parameter Description

Service It specifies a DDNS service provider. The supported service provider:
Provider include neip.com, 3322.org, dyndns.org, 88ip.cn, and oray.com.
User name It specifies the user name registered on a DDNS service provider's
website for logging in to the DDNS service.
It specifies the password registered on a DDNS service provider's we
Password L ;
for logging in to the DDNS service.
Domain It specifies the DDNS domain name register on a DDNS service provis
Name website
g;r:lr}:ctlon It indicates thecurrent status of the DDNS service

Application Scenario

An AQ8is used to set up a network at an apartment and must be managed remotely using a
web browser. This requirement can be addressed by combining the remote management and
DDNS functionsAssume that the registered domain naméeisda.dyndns.org the user

name isTenda, and the password 5234578

The following figure shows the application scenario.

L —- Internet :
ARG Internet D

Computer 2

. WAN IP address of the router:

'~ 102.33.66.88 ; S
. IP address of computer 2: ; ‘ |
© 218.88.93.33 :Q Ethernet cable— \— Ethernet cable=—
Compute.r 1.
Configuration
Step 1 Enable the DDNS function.

1. SetDDNSothe B  state.

2. SetService Provideto dyndns.org

If you do not have ®DNS account, select a service provider and « to go to the

service provider's website. Register a DDNS account and memorize your user name, password,

and domain name of the account.

3. SetUser nameto your user name for logging in to your DDNS service, whi@n@ain
this example.
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4. SetPasswordo the password for logging in to your DDNS service, whitk345678n
this example.

5. SetDomain Nameo the domain name registered on the website of your DDNS service
provider, which igenda.dyndns.orgn this example.

6. ClickSave
DDNS X
DONS ||
=ervice Prowvider lj'\:.l'l(“'l"."r org v
&7 name Tenda
Passwaord EEREE]
Domain Name tenda.dyndns.org

ConneCiion Stabus Lesconnec led

7. Wait until the connection status changes@onnected

DDNS x
oons ([l
Service Provider dyndns.org .
Uisar name Tenda
Password LR N )
Domain Name tenda.dyndns.org

Connetiion Statusg Connected

Step 2 Configure the remote management function.

1. ChooseéAdvanced Settings Remote Management
2. SetRemote Managemento the B  state.

3. SetRemote IP Addrest® the WAN IP address (public IP addredshe computerwhere
remote management is to be performelh this example, set it to the WAN IP address of
computer 2, which i218.88.93.33

-79-



4. SetPortto the port number of theveb service, which is generaB®80. You can also
select a port number from the 10245535range but the port number must not be the
same as that of the virtual server.

5. ClickSave

Remote Management 4

Remote Management:[JJj
Remote IP Address:| 0.0.0.0

Port:| B0OBO

Save

Step 3 Access the web Ul of AC18 on computer 2.

On computer 2, entehttp://102.33.66.88:80800r http:// tenda.dyndns.org8080in the
address bar of a web browser.

---End

3.8.6Virtual Server

If computers are connected to the router to form a LAN and access the internet through the
router, internet users cannot access the hosts on the L'Bierefore, the serversush as web
servers, email servers, and FTP servers, on the LAN are inaccessible to interndbusers.
enable internet users to access a LAN sepmaple the virtual server function of the router,
and map one service port of the virtual server to the derass of the LAN servéris
enablesthe router to forward the requests arriving at the port from the internet to the LAN

serve.

To configure the virtual server function, choosdvancedSettings> Virtual Server By default,
the function is disabled

Virtual Server %

Internal IP Internal Port External Port Protocol Action

21 = TcP v m

The following table describes the parameters.
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Parameter Description

It specifies the IP address of a server that resides on the LAN of the

Internal IP
router.

It specifies the service port number of a server that resides on the LA
Internal Port
the router.
External Port It specifies a router port accessibleitdernet users

It specifies the protocol of a service provided through the router for
Protocol internet users. If you are uncertain about which service protocol is us:
TCP/UDP i'ecommended.

Action It allows you to manually add LAN servers and rules.

Application Scenario

An AC18 is used to set up a LAN and a web server on the LAN must be accessible to internet
users This requirement can be addreskusing thevirtual server functionThe following
figure shows the application scenario.

L —.——— | |Internet :
TR Internet G

Computer 2

5

3 WAN [P address of the router:

‘ -
: 102.33.66.88 \} ‘ |
; ! _Ethernet cable—— \— Ethernet cable——.

IP address of the web server:
1 192.168.0.150

Computer 1 (web server)

Prerequisites
The WAN port of the router &ssigned public IP address.

Computer 1 imssigned static IP address. The default gateway IP address is the LAN IP
address of the router

All the firewall and antivirus software that may deny internet users' access to LAN servers
is disabled when virtual server function is used.
Canfiguration
Step 1 ChooseAdvanced Settings Virtual Server

Step 2 Setinternal IPto the IP address of a LAN server. In this example, enter the IP address of
computer 1, which is a web server

Step 3 Setinternal Portto the port number of the web service, which88in this example
External Portis set automatically.
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Step 4 SetProtocolto the protocol of the web servicd.CP/UDRs recommended.

Step 5 ClickAddand thenSave

Virtual Server *

Internal 1P Internal Port External Port Pratocol Action

192 168.0.150 21 o TCP - m

21 (FTP)
23 (TELNET)
25 (SMTP)
53 (DNS)

110 (pop3)

1723 (PPTP)

3389(Remote deskiop)
9000

Manual

---End

Remote Access

EnterProtocol namé/ WAN port IP addredsxternal porin the address bar of a web browser
on a computer over the internet to access the resourmeshe LAN server. In this example,
enter http://102.33.66.88:80.

http://102.33.66.88: 80| =

A o

If you are uncertain about the WAN IP address of the router, you can use botirtile server and
DDNS functions to allow internet users to access the LAN server using a domain name.

3.8.7DMZ

A DMZ host on a LAN can communicate with the internet without livoit. can set a
computer that require higher internet connection throughput, such asmputer used for
video conferencing or online gaming, as a DMZ host for better user experience.
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A

A DMZ host is not protected by the firewall of the router. A hacker may leverage the DMZ host to
attack your LAN. Therefore, enable the DMZ function wiilgn necessary.

Manually set the IP address of the LAN computer that functions as a DMZ host, to prevent IP address
changes, which lead to DMZ function failures.

Security software, antivirusoftware and the builtin OS firewall of the computer may cause DMZ
function failures. Disable them when using the DMZ functibtihe DMZfunction is not required, it
is recommended that you disable it and enable yfrawall, securityand antivirus software

To configure the DMZ function, perform the following procedure:

Step 1 ChooseAdvanced Settings DMZ

DMZ %

DMZ : .

DMZ Host IP: 192.168.1.| 100

Save

Step 2 SetDMZto the B state.
Step 3 SetDMZ Host IRo the IP address of the DMZ host.
Step 4 ClickSave

---End

3.8.8Remote Management

This function enables you to remotely logarthe web Ul of the router over the internet.

Toconfigure the function, choosédvanced Settings Remote ManagementBy default, the
function is disabled. The following figure shows the dialog box that appears after the function
is enabled.
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Remote Management

Remote Management: [}

Remote IP Address: 0.0.0.0

Fort] 8080

Save

Application Scenario

An AC18 is used to set up a LAN at an apartment and the router must be logged in and
managed over the internetAssume the public IP address of the routell(2.33.66.8&nd
the public IP address of the computer for remotely l0igiA18.88.93.33

The following figure shows the application scenario.

7D A

———— IS Et -

£ | — D
Computer 2 |

- WAN IP address of the router: |

'~ 102.33.66.88 L |

i 1 \ Ethernet cable—2 —— Ethernet cable=—..

. IP address of computer 2: 1

© 218.88.93.33 (BT
7777777777777777777777777777 Computer 1

A Note

The computer used to remotely log in to the router web Ul must be assigned a public IP addtréss.
assigned a privatl® address, use the public IP address of the router to which the computer connects for
remote login. Private IP addresses are not applicablertaote management.

Configuration

Step 1 ChooseAdvanced Settings Remote Management
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Step 2 SetRemote Managemento the B state.

Step 3 SetRemote IP Addrest® the WAN IP address (public IP addredéshe computerwhere
remote management is to be performelh this example, set it to the WAN IP address of
computer 2, which i218.88.93.331f you are uncertain about the IP address of tbenputer,
setthis parameter td0.0.0.0(default valug. In this case, all computers can log in to the
router web Ul over the internet

Step 4 SetPortto the port number of theveb service, which is genera8980. You can also select a
port number from the 102465535range but the port number must not be the same as that
of the virtual server.

Step 5 ClickSave

Remote Management ) 4

Remote Management: [}

Remote IP Address:| 218 .88.93.33

Port| 8080

Save

---End

Remote Access

Enterhttp://102.33.66.88:8080in the address bar of computer 2 and log in to the router web
Ul to perform remote management.

A o

Thepublic IPaddress of the router may changgherefore, you need to confirm the IP address each time
you want to remotely log in to the router web Which is troublesomeTo address this issue, you can

use the DDNS function to bind the public IP address with a fixed domain name, so that you can use the
domain name to log in to the router web Ul. To implement this measaefigure the DDNS function

and then the remote management functiaof the router.

3.8.9IPTV

This router supports thenulticastand STB functionslo configure the functions, choose
Advanced Settings IPTV By default, the functions are disabled.
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IPTV X

Multicast:

Set-top Box:

Save

Multicast

This function enables you Bxcessnulticast resources over the internet. If you want to watch
live videos,it is recommended that you enabthis function.

IPTV X

Multicast: [}

Set-top Box:

Step 1 SetMulticastto the #  state.
Step 2 ClickSave
---End

SB

If you connect an STB to the router and subscribe to an IPTV sena#e theSB function.
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IPTV X

Multicast:

set-top Box: [}

Select a zone: No WLAN ID v

Save

Step 1 SetSettop Boxto the M state.

Step 2 SetSelect a zon¢o the VLAN of your IPTV servitfehe service has no VLAN HelectNo
VLANID. Otherwise, selec€ustomand enter the VLAN ID of the servi€&hanghaindicates
the IPTV service VLAN in Shanghai

Step 3 ClickSave

Step 4 Connect the STB to th#IPTVport of the router. The connected port functions only as an
IPTV port.

---End

You can then watch IPTV programs on a smart TV connected to your. router

A o

After configuring the routeryou may need to configure your STB as well. For details, refer to the user
guide foryour STB or TV.

3.8.10Firewall

The firewall is used to protect the router agaissime attackshelping ensur@etwork
security By default, the firewalbf the router is enabled. It is recommended that you retain
the default setting.
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Firewall »

ICMP Flood Attack Defense:

TCP Flood Attack Defense:

UDP Flood Attack Defense:

Ignore PING from WAN port

Save

3.8.11Static Routing

Routing is performed to select the best route for delivering data from a source address to a
destination address. A static route is a manually configured route, which is simple, efficient,
and reliable Appropriate static routes help reduce the number of route selection problems
and reduce route selection load, incregithe packet forwarding spee

To configure static routes, choogelvanced Settings Static Routing

Static Routing b'd
Target Network Subnet Mask Gateway Interface Action
0.0.0.0 0.0.0.0 192.168.0.1 vlan2 System
192.168.0.0 255.255.255.0 0.0.0.0 vlan2 System
192.168.1.0 255.255.255.0 0.0.0.0 br0 System
224000 240.0.0.0 0.0.0.0 br0 System

The following table describes the parameters.
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Parameter Description

Target

Network It specifies the IP address of a packet destination.

Subnet Mask It specifies the subnet masi the IP address of a packet destination

Gateway It specifies the IP address of the next hop of packets transmitted fro
the router.

Interface It specifies the WAN port of the router for transmitting packets

Action It allows you to add a statioute.

Application Scenario

See the following figure. You want to access the internet and the LAN sy same time
Nevertheless, the default gateway ACL8 isthe LAN IP address wjuter 1 (which is
192168.1.9, making the LAN servaraccessibleln this case, you can configusestatic route
on ACl8to enable your computer to access the LAN server.

Internet
Router 1 WAN port
LAN IP address: ~=
192.168.1.1
LAN server Router 2 LA port Router AC18
172.16.0.0/16 LAN IP address: WAN IP address:

LAN IP address of AC18:
192.168.0.1

192.168.1.10 192.168.1.150
WAN port LAN port WAN port LAN port

Configuration

Step 1 ChooseAdvanced Settings Static Routing
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Static Routing

Target Network

0.0.00
192.168.0.0
192.168.1.0

224000

Subnet Mask

0.0.0.0

255.2565.255.0

255.255.255.0

240.0.0.0

Gateway

192.168.0.1
0.0.0.0
0.0.0.0

0.0.0.0

Save

Interface

vlan2

vlan2

br0

br0

Action

System
System
System

System

Step 2 SetTarget Networkto the network segment where the LAN server resides, which is
172.16.0.0in this example.

Step 3 SetSubnet Masko the subnet mask of the network segment, whic%6.255.0.0n this

example.

Step 4 SetGatewayto the LAN IP address of router 2, which$2.168.1.10n this example.

Step 5 ClickAddand thenSave

Static Routing

Target Network Subnet Mask Gateway Interface Action

[ 172.16.0.0 255.255.0.0 192.168.1.10 [ Add | ]
0.0.0.0 0.0.0.0 192.168.0.1 vlan2 System
192.168.0.0 255.255.255.0 0.0.0.0 vlan2 System
192.168.1.0 255.255.255.0 0.0.0.0 brl System
224.0.0.0 240.0.0.0 0.0.0.0 br0 System

Save
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---End

Verification

Verify thatthe computer can acceske internet and LAN server at the same time.

3.8.12UPnP

This function enabkethe router to map ports. It can enhance user experience especially
during online gaming and P2P download.

UPnP »

upne: [l

Remote Host  Extemnal Pot Intemmal Host  Inlemnal Port Protocol

anywhere 60164 192.168.0.118 0164 UDeP

3.9 System Settings

You can configure system settings to maintain the router, such as rebooting or upgrading the
router.

Tenda < System Settings English = | Exit

<& Internet Status

@ Internet Settings

= Wircless Seftings LAN IP Settings DHCP Reservation WAN Settings Time Settings

uest Network

% Sleeping Mode

Login Password Reboot Firmware Upgrade Backup/Restore
B USB Application
& VPN
4, Advanced Settings

System Status System Log Auto Maintenance Reset

{33 System Seitings

3.9.1LAN IP Settings

This function enables you &et the LAN IP address aDtHCRservice of the router.
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Modifying the LAN IP Address

If you use multiple routers or other network devices (such as switches and APs) at the same
time, IP address conflicts may occur. If the rougeinvolved in an IP address conflict, change
the LAN IP address of the router.

Configuration
Step 1 ChooseSystem Settings LAN IP Settings
Step 2 SetLAN IP Addres® an IP address that it in use such asl92.168.5.1.
Step 3 ClickSave

LAN IP Setting %

LAN IP Address: | 192.168.5.1
pHeP server: i
IP Address Range: 192 168 5. 100 ~ 200

Lease Time: 1 day -

DNS Settings

---End

Verification
Verify that you can access the router web Ul at 192.168.5térmtawifi.com

After the settings take effect, the system displays the login page at the new LAN IP address
After you log in to the router web Ul, the system displays the updhatel IP addreslP

address range of the router on theAN IP Settingpage See the followindigure. The LAN IP
address is changed 92.168.5.1 and the IP address range is changd®20168.5.108200
That is the router assigns only the IP addresses within thigeaondevices connected to the
router.
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LAN IP Setting X

[ LAN IP Address: | 192 168.5.1 ]

DHCP server: [l

[ IP Address Range: 192.168.5. | 100 ~ | 200 ]
Lease Time: | 1 day v
DNS Settings:

Save

Setting DNS Server Addresses

This functiorenablesyouto set DNS server addresses for devices connected to the rduter
youdo not configure DNS settings, the DHCP server of the router assigns the default DNS
server address (LAN IP address of the router) to the devices.

LAN IP Setting X

LAN IP Address: | 192.168.5.1
pHeP server: [
IP Address Range: 192.168.5. 100 ~ | 200

Lease Time: | 1 day v

DN settings: [JJjj
Preferred DNS Server:

Alternate DNS Server:

Save
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Enablingor Disabling theDHCP Service

The default setting is recommenddflyou need to change theettings, refer to the
parameter description in the following table

A Note

By default, the DHCP server of the router is enalied.recommended that you retain the default
settings. If you disable the DHCP server, you need to set IP address information on each device
connected to the router, which will probably cause IP adslieanflicts.

It is recommended that you retain the default DHCP server settings to ensure internet connectivity.

LAN IP Setting X

LAN IP Address: | 192.168.5.1

[ DHCP server: [} ]

IP Address Range: 132.168.5. | 100 ~ | 200

Lease Time: 1 day ¥

DNS Settings:

Save

The following table describes the parameters.

Parameter Description

It specifies the LAN IP address of the router, thahisogin

LAN IP Address address of the router web Ul

. . (default): It indicates that the server that assigns one ||
address within a specified IP address range to each device
connected to the router

DHCPServer . - Itindicates that no IP address is assigned todégces
connected to the routefsuch as laptops and mobile phones)
These devices can access the internet only after IP addresses
manually set on themManual IP address setting is complicated
andmay easilycauselP conflicts. Generallyt is recomnended
that you enabled théHCP server

It specifies the range of IP addresses that can be assigned to de

IPAddressRange 1o cted to the router

It specifies the validity period of one IP address assigned to a de

Lease Time connected to therouter.

DNSSettings It specifies the primary and secondary DNS servkdgvices
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Parameter Description
connectedto the router.

3.9.2DHCP Reservation

Generally]P addresses assigned by the router to devices are changeable. Some functions,
such as the DMZ hoandvirtual server functionfequire static device IP addressés this

case you can use the DHG®&servationfunction to bind fixed IP addresses with the devices
involved in the functions

To configure the DHCP reservation functicimposeSystem Settings DHCP Reservatior
list of devices that obtain IP address from the DHCP server appears. Configure the function
using either of the following methods.

DHCP Reservation e

Device Name MAC Address IP Address Status Action

android-dbc8f... [ 18:68:6a:23:38:19 192.168.1.155 =

user-PC B cB:3a:35:.deczel:85 192.168.1.169 -

Binding an IP Address with a Device Connected to the Router

Configuration
Click corresponding to tke device. To unbind the device from the IP address, ™ ¢
DHCP Reservation 'Y
Device Name MAC Address IP Address Status Action
[anclroicl-ibcﬁf... [ 18:68:6a:23:38:19 192.168.1.155 ]
user-PC [ c8:3a:35:dc:e1:85 192.168.1.169 -
Verification

Verify that the same IP address is assigned tadéngcewhen the device reconnects to the
router.

Binding an IP Address with a Device Not Connected to the Router
Configuration

Step 1 SetDevice Nameo the name of the device. You can leave this field blank.

Step 2 SetMAC Addresso the MAC address of the device
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Step 3 SetIP Addresdo an IP address in the same segment aslLtABl IP address of the routesuch
as any IP address in 192.168~1921681.254.1t cannot be the same as the LAN IP address
of the router. (The default LAN IP address of the rotuig192.168.0.1.)

Step 4 ClickAdd.

DHCP Reservation b4
Device Name MAC Address IP Address Status Action
My phone c8:3a:35-dc-et 8t 192.168.1.23 =3
user-PC & ¢8:3a:35:dc:el:85 192.168.1.169 e Léj
DHCP Reservation *
Device Name MAC Address IP Address Status Action

android-dbc8f... [ 18:68:6a:23:38:19 192.168.1.155 - L@
[ My phone [ c8:3a:35:dc:e1:85 192.168.1.23 C’\’J ]
---End
Verification

Verify that the same IP addreissassigned to the device each time it connects to the router

To unbind the devicéom the IP addresslick rﬁ corresponding to the device

3.9.3WAN Settings

To configure WAN settings, chodSgstem Settings WAN Settings
WAN Settings ¥
MTU: | 1500
WAN Speed: | 1000M auto-negotiation v

MAC Address: | Default T

Default MAC Address:C8:3A:35:12:AT-69
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MTU

MTU specifies the maximursize of packet that the router can transmit. MTU varies across
connection types. The default setting is recommended.

You can try changing the MTU when:

You cannot access some websites or encrypted websites (such as online banking or
Paypalebsites).

You @nnot access an FTP server or a POP server.

Fordetails, refer toQ10 in FAQ

WAN Speed
It specifies the throughput of the WAN poBy default, the throughput of the WAN portgst
to 1000M autenegotiation. Change the setting onlyhen necessary.
WAN Settings %
MTU: | 1500
WAN Speed:| 1000M auto-negotiation T
1000M auto-negotiation
MAC Address: | 10M FDX
10M HDX
100M FDX
| 100M HDX 77-69
MAC Address

It specifies the MAC address of the router. If the router cannot access the internet after
configuring internet settings, you ISP may have bound your account with the MAC address of
your computer that was used to verify imteet connectivity after you subscribed to the

internet service. Therefore, only the computer can access the internet with the account.

In this case, you can try either of the following methods to address the issue.
Method 1:

Step 1 Connect the computer to theouter.
Step 2 Log in to the router web Ul

Step 3 ChooseSystem Settings WAN Settings
Step 4 SetMAC Addresso Clone Mac Address
Step 5 ClickSave
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MAC Address: | Default ¥

Clone MAC Address \7-69
| Manual .

---End

Method 2:
Step 1 Connect another device (such as a smart phone or tablet) to the router
Step 2 Log in to the router web Ul
Step 3 ChooseSystemSettings>WAN Settings
Step 4 Set MAC Address$o Manual

Step 5 Enter the MAC address of the computer that can access the internet in the format of
XXXKXX XX XK XX

Step 6 ClickSave

MAC Address: | Manual ¥

---End

3.9.4Time Settings

If the system time of the router is incorreet| therouter functions depending on the system
time are affectedjncluding theWiFischedule parental contro] LED contrglsleepingmode,
and automatic system maintenance functiohlpon completion of configuration with the
Qucik Setup Wizardhe routersynchronizes its system time with the computer used to
configure the router. You cazthange the settingnanually
Configuration
Step 1 ChooseSystemSettings>Time Settings
Step 2 Selectyour time zone from th&elect Time Zondrop-down list box

Step 3 dick Save
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Time Settings X

Select Time Zone: | (GMT+08:00) Beijing, Chongging, Hong Kong, Urumagi, Taipei v

—End

3.9.5Login Password

To ensure network security, a complex login password is recommeAdedin password
consisting of more types of character, such as uppercase letters, lowercase letters, and special
characters, has better security

Configuration
Step 1 ChooseSystem Settings Login Password

Step 2 Set Old Passwordo your original passwordNew Passwordo a new password, an@onfirm
Passwordo the new password

Step 3 dickSave

Login Password »

Old Password:
New Password:

Confirm Password:

Save

---End

The original password refers to thetd 32-character password set on thWireless Settings
page of the Quick Setup Wizard
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Wireless Settings

= Tenda_XXXXXX

12345679 [JNo Password

[_] Set up the login password to the same as the WiFi password

Original password
Login password(5~32 characters) [JNo Password

Verification
Verify that you can log in to the router web Ul only after entering the new password on the
login page.
Tenda
Login password
Forgot password? -
3.9.6Reboot

If a setting fails to take effect or the router fails to work properly, youtcarebooting the
router. To reboot the router, choosBystem Settings Rebootand clickReboot
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Reboot the Router b

The Router will disconnect from the Internet for
about 45 seconds during reboot.

3.9.7Firmware Upgrade

The latest firmware version for the router is availabl&anda's official website
(http://www.tendacn.com/). You can download the latest version to upgrade your router.

To upgrade your router, choo&ystem Settings Firmware Upgradeand perform either of
the following pocedures.

Firmware Upgrade x

Current Version: %15.03.3.10_multi

Upgrade Type: @ Local Upgrade Online Upgrade

Select a Upgrade File: | Choose File | No file chosen

A Note

It is recommended that you connect your computer to the router using an Ethernet cable for
upgrading the router. If you connect your computer to the router wirelessly, an upgrade may fail and
the router may not work properly.

Ensurethat the power supplies of the router and computer are normal during an upgrade. Otherwise,
the router may not work properly.

If you cannot access the router login pageeatdawifi.comafter an upgrade, clear the cache of the
web browser and try again.
Local Upgrade

Step 1 Use arEthernetcable to connect the router to a computer and ensure that the computer can
access the internet.

Step 2 Enterhttp://www.tendacn.comin the address bar of a web browser, download the package
of the latest firmware version for your router §@ur computer, and decompress the package.
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Step 3 Log in to the router web Ul, chooSg/stem Settings Firmware Upgradeset Upgrade Type
to Local Upgradegand clickChoose File
A dialog box appears.

Step 4 Select the fildor upgrading the routeand clickOpen (O)
Step 5 ClickUpdate Now

The system displays the upgrade progress. Wait for the upgrade to complete

Firmware Upgrade *

Current Version: %15.03.3.10_multi
Upgrade Type: @ Local Upgrade Online Upgrade

Select a Upgrade File- | Choose File | No file chosen

---End

Online Upgrade

Step 1 Use arEthernetcable to connect the router to a computer and ensure that the computer can
access the internet.

Step 2 Log in to the router web Ul, chooSystem Settings Firmware Upgradeand setUpgrade
Typeto Online Upgrade

The system detects the latest firmware version

Step 3 Follow the onscreen instruction to upgrade the roubased on the detection result.

Firmware Upgrade *

Current Version: V15.03.3.10_multi
Upgrade Type: O Local Upgrade @ Online Upgrade

The current version is the latest. Do not need upgrade.

---End
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3.9.8Backup/Restore

This function enablegou to back up the current configuration of the router to your computer.
After the configuration is changed, you can use the badl@po restore the configuration of
router. This saves router configuration time.

To back up or restore the configuration of your router, choBgstem Settings
Backup/Restoreand perform either of the following procedures.

Backup/Restore b4

Backup a File: Backup

Select a Configuration File] €hoose File | Mo file chosen

To back up the current configuratiorjok Backup
Torestorea configuration:

Step 1 ClickChooseFileand selecthe file of the configuration to the restored
Step 2 ClickRestore
---End

3.9.9System Status

This functiorenables you to learn about the basic system information, WAN port status, LAN
port status, and WiFi status of the router. You check this information taetermine
whether settings have taken effect.
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System Status b4

Basic Info

System Time: 2016-11-11 13:51:37

Running Time: 10h 48min 1s
Firmware “ersion: W15.03.3.10_multi
Hardware Version: V1.0

WAN Status

Connection Type: DHCP
Connection Status: Connected
Connected Time: 10h 47min 43s
IP Address: 192.168.0.193
Subnet Mask: 2552552550
Gateway: 192.168.0.1

Preferred NNS Server 192.168.0.1

3.9.10System Log

This function logs all key events that occur after the router is started. You can export the logs.
To export the logs

Step 1 ChooseSystem Settings System Log

Step 2 ClickExport

Step 3 Follow the onscreernstructions to perform operations.

-104-



System Log

Export

Number

1

2

---End

Time

2016-11-11 13:37:56

2016-11-11 13:32:44

2016-11-11 13:07:51

2016-11-11 12:37:41

2016-11-11 12:32:06

2016-11-11 12:07:30

2016-11-11 11:37:20

2016-11-11 11:07:09

2016-11-11 10:36:59

2016-11-11 10:06:49

3.9.11Auto Maintenance

To configure the automatic maintenance function, cho8gstem Settings Auto

Type
system
lan
system
system
lan
system
system
system
system

system

Log
Sync time success
LANT up
Sync time success
Sync time success
LANT down
Sync time success
Sync time success
Sync time success
Sync time success

Sync time success

Maintenance By default, this function is enablgdl this function is enabled, the router
reboots during 03:080500 a.m. every day when the traffig lighter than IB/s, so as to
improve the system stability and router service life.

Auto Maintenance

Auto Reboot: .

When this feature is enabled. the router will automatically reboot and

maintain itself during 03:00~05:00 each day, cnce traffic drops below

3 KB/s.

3.9.12Reset

Save

If you are uncertain about why the internet is inaccessible through the rartésrget the

login password of the routeroy can reset the router to restore the factory settings.

The router can be ret on the web Ul or using thResetbutton.
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A

It is recommended that you do not reset the router, unless you forget your login password or Tenda
technical support asks you tip so.

Ensure that the power supply of the router is normal when the router is reset.

Resetting the router deletes all your customized settings. Therefore, you can access the internet only
after reconfiguring the router.

Reseting the Routeron the Web Ul

Step 1 chooseSystem Settings Reset

Reset to Factory Default %

Resetting to factory default will clear all settings
of the router

Reset

Step 2 ClickReset
---End

Resetiing the Router Usinghe Reset Button

Hold down theResetbutton of the router for about 8 seconds and release the button when
all the LED indicators blink once.
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| Appendixes

|.1 Connecting a Computer to the WiFi Network of the Router

A computer can connect to the WiFi network of the router only if it has a wireless network
adapter.

[.1.1Windows 8

Step 1 Rightclick “ in the lowerright corner of the desktop
Step 2 elect the WiFi networlof the router from the network list that appears

Step 3 Follow the onscreen instruction to perform operation.

@ NetWOFkS @ Networks

© Networks

WI = Fi .|I|| Tenda_XXXXXX

Tenda_XXXXXX Wi-Fi
Enter the network security key

_ Tenda_XXXXXX Connected

Rothman |

---End

A Note

If you cannot find the“ icon, move the cursor to the uppeight corner of the desktop, choose
Settings> Control Paneb Network and Internet>Network and Sharin@Center, clickChange
adapter settings right-clickWiFi, and choos®isable Then, rightclickWiFi and choosd&nable

If the WiFi network isiot detected, check whether the Airplane mode is enabled.

[.1.2Windows 7

Step 1 Rightclick iﬂ in the lowerright corner of the desktop

Step 2 elect the WiFi network of the router from the network list that appears

Step 3 Follow the onscreen instruction to perform operation.
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Not connected Currently connected to: b
:dﬂ Connections are available Tenda_XXXXXX
Internet access
Wireless Network Connection
AT-WiTribe Wireless Network Connection ~
izl — || Tenda XXX Connected ]
- T ¥ Connect to a Metwork =5

Tenda_XXXXXX editroamn “!!
i 3 ELy
[V Connect sutomatically Type the network security key

uofm-guest ’&ﬂﬂ
JumpshareWiTribe ,.ﬂ‘! =

) Security key:
SMK ol Hide characters Other Network ,ﬁ!!
Open Network and Sharing Center Open Network and Sharing Center

—End

A o

If you cannot find the- icon, chooseStart> Contrd Panel>Network and Internet>Network
and Sharing CenterclickChange adapter settingsightclickWireless Network Connectiorand
chooseDisable Then, rightclickWireless Network Connectigrand choos&nable

. . T . .
If the wireless network is not detected, clic.” inthe upperright corner to refresh the list of
wireless networks.

[.1.3Windows XP

=
Step 1 Click =% in the lowerright corner of the desktop

Step 2 Select the WiFi network from the list that appears

Step 3 Follow the onscreen instretions to perform operations.

1" Wireless Metwork Connection El

Network Tasks Choose a wireless network
& Refrech nebwork kst Choks an iem in the kst befow bo connect to a wirekess network, in range of to get mone
' 1l
3 Sk up 8 wirslass nebwork Tenda X000
H.I‘mal'mwcrmdd’h:a {{Tﬂ
Unstcured wirebess network il
|
Related Tacks {;i;} ulsecure
J) Learm about wireless ‘¥ Security-enabled wireless network (WPAZ) il

networking
g ‘Change the order of

preferred netwarks

¢ Change advanced
St
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---End

If the computer is connected to the networ&pnnectedappears.

1.2 Configuring the Computer to Obtain an IP Address
Automatically

Perform the configuration procedure correspondingtndows 8 Windows 7 or Windows

XP, depending on your OS. A computer installed with a wired network adapter is used as an
example to describe the procedures. Trecedures for configuring computers installed with

a wireless network adapter are similar to these procedures.

[.2.1Windows 8

Step 1 Rightclick in the lowerright corner of the desktop and choo&pen Network and
Sharing Center

Step 2 ClickEthernetand thenProperties
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