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Chapter 1 Product Overview

1.1 Whatitdoes

The Tenda N6 Concurrent Dual Band Wireless N Router accommodates users looking for
extreme wireless performance. Delivering up to 300+300Mbps wireless speed, it uses dual
band technology to deliver 2.4GHz and 5GHz wireless signals simultaneously, allowing you
to check email and browse the Internet using the 2.4GHz while streaming High-Definition
movies and other bandwidth-intensive applications on the 5GHz band. Also, it reduces the
possibility of interference from appliances and cordless phones that use the 2.4GHz band.

1.2 Features

< 24GHz IEEE802.11n, |[EEE802.11g |EEE802.11b 5GHz I|EEE 802.11n IEEE
802.11a |EEE802.3 IEEE802.3u

Deliver 2.4GHz and 5GHz wireless signals simultaneously

2 external dual-band 5dBi omni-directional antennas

1 10/700Mm WAN port for Internet connection

3 10/100m LAN ports for LAN connection

1IPTV port

Up to 300+300Mbps wireless rate

Combines the function of a wireless AP, router, switch and firewall
Provides Internet connection types: Dynamic/ static IP,L2TP,PPTP PPPOE/
PPPOE dual access

Supports IPTV service

Built-in firewall supports domain name/MAC/IP address filter

WEP, WPA-PSK, WPA2-PSK and WPA&WPA2-PSK secure your wireless network
against unauthorized access

Supports guest network

WPS one-touch encryption

Hidden/invisible SSID; MAC-based access control

WMM streams your video and audio

Bandwidth control

SNTP, WDS, UPnP, DDNS and DMZ

Syslog records router's usage status

R I R I IR IS

IR IR IR PSS
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1.3 Package Contents

Please unpack the box and check the following items:

<> N6 Concurrent Dual Band Wireless N Router
<~ Power Adapter

< Quick Installation Guide

< CD-ROM

<>

1-meter Ethernet cable

If any of the above items are incorrect, missing, or damaged, please contact your Tenda
reseller forimmediate replacement.
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Chapter 2 Hardware

2.1 Panel Overview

Front Panel

O 0O 0 0 o o 0O 0O O O

Power LED: A solid light indicates a proper connection to the power supply.

System LED: A blinking light indicates system is functioning correctly.

WPS LED: A blinking light indicates router is performing a WPS authentication

on a client device.

5G LED: A solid light indicates wireless is active while a blinking light indicates
router is transmitting data wirelessly over 5GHz.

2.4G LED: A solid light indicates wireless is active while a blinking light

indicates router is transmitting data wirelessly over 2.4 GHz.

LAN/1/2/3 LED: A solid light indicates corresponding LAN port is correctly

connected while a blinking light indicates such port is transmitting data.

IPTV LED: A solid light indicates corresponding IPTV port is correctly

connected while a blinking light indicates it is transmitting data.

WAN LED: A solid light indicates the WAN port is correctly connected while a
blinking light indicates it is transmitting data.
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Back Panel

WAN IPTV LAN1 LAN2 LAN3 WPS/Reset Power
——

WAN: Internet port RJ-45 for connection to an Internet-enabled xDSL
Modem/Cable Modem or existing Ethernet.

IPTV IPTV port for connection to a network set-top box. However such port can
function as a LAN port if the IPTV STB port is not enabled.

LAN/1/2/3: 3 LAN ports RJ-45  for connection to PC’s NIC or uplink to a hub,

switch or wireless AP.
WPS/Reset: WPS button/Reset button: Pressing it for about 1 second enables WPS
encryption with a blinking WPS LED while Pressing it for about 7 seconds restores

the device to factory defaults.

2.2 Minimum System Requirements

< Installed Network Adapter
< Internet Explorer 5.0 or higher
< Broadband Internet Service (through xDSL/Cable Modem/Ethernet)

2.3 Hardware Installation

1. Connect one end of the included power adapter to the router and then plug the
other end into a wall outlet nearby. (Using a power adapter with a different voltage
rating than the one included with the router will cause damage to the product.)
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L Power Outlet -

|
N7

Power Adapter

Concurrent Dual
Band Wireless
N600 Gigabit Router {

2. Connect one of the LAN ports on the Router to the NIC port on your PC using an
Ethernet cable.

v Power Outlet ~

1
N7

Concurrent Dual
Band Wireless
N600 Gigabit Router

AN TV

LAN LANZ LAND WP Power

%f
Ethernet Cable

3. Connect the Ethernet cable from Internet side to the WAN port on the Router.

¥ Power Outlet

N7
Concurrent Dual
Band Wireless
N600 Gigabit Router {
L .
Ethernet Cable J | L € Ethernet Cable
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Chapter 3 Login to Web Utility

The device’s default IP is 192.168.0.1. You can change it to accommodate your own
needs. Here in this manual, we use the default IP.

Connect you PC to the router and config your PC’s TCP/IP settings following
instructions in appendix 1 hereto. And then do as follows to run a Ping command

to test connectivity between your PC and the router.

< 1.Select“Start"—"Run” and enter “cmd”. Then press “Enter”.

| Getting Started b
-
L-, Remote Desktop Connecticn L
H_f._l
ard) Paint »

,_\EI“ Snipping Tool

P AllPrograms

< Enter “ping 192.168.0.1" and press “Enter”. If you see the following screen, it
means the router is reachable on your PC. If you don't get the following screen,
verify router’s power supply, Ethernet cable connections and your PC’s TCP/IP
settings.

ws\system3zicmd.exe
t Windows XP [Uersion 5.1.26881
right 1985-2081 Microsoft Corp.

[F:\Documents and Settings\Administratordping 192.168.8.1
Pinging 192.168.8.1 with 32 hytes of data:

Reply from 192.168.8.1: hytes=32 time{ims TTL=64
Reply from 192.168.8.1: hytes=32 tinme<ims TTL=64
Reply from 192.168.8.1: hytes=32 time<ims TTL=64
Reply from 192.168.0.1: hytes=32 time<ims ITL=64

[Ping statistics for 192.1 :
Packets: Sent - 4, Received - 4, Lost

Approximate round trip times in nilli-seco
ininum = Bns, Maximum = Bms, Average = Bms

[F:\Documents and Settings\Administrator>




Tenda 300Mbps Concurrent Dual Band Wireless N Router

Login to web utility

Launch a web browser on your PC and enter http://192.168.0.1 as below. Then
press “Enter”.

[@ v |&) netp://192.168.0.1 2| (42 [ ‘

Enter user name and password in corresponding fields on window below (Default
user name and password are respectively set to admin).

Fenda

TENDA Né Router

User Name: (Default User Name:admin}
Password: (Default Password :admin)

" Login Cancel

Note:

For security purpose, please change the default user name and password after you
logged in to web utility.

You will see the following interface if you entered a correct user name and a correct
password.

41 Advanced

Internet Connection Settings

'pppoE CpHCP

User Name: 123

Password: ee

Wireless Security Settings

|z.46 security Key =] [12325878

| QK | | Cancel |

10
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Chapter 4 Configurations

This chapter delivers a detailed presentation of router’s functionalities and
features under 7 main menus below, allowing you to manage the router with ease.

Navigation Menus |«

During operation, if you are not clear about a certain feature, you can simply

b Device Info

F Network

b Security

b Advanced

F Wireless

F IPTV

F Tools

click the “Help” button to read all related helpful info.

4.1 Device Info

WAN

Device Info |

WAN LAN Wireless General

TWAN Status

Internat Connection Type
WAN TP

Subnet Mask

Gataway

DS Server

MAC Address

WAN Traffic

Connection Duration:

Connect

Cablz improperly connactad
PPPoE

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

a8:aa:35:abucf60

Downlink: (.00KB Uplink: 0.00KB
00:00:00

Dizconnect

Speed (1B/5)

m Download speed = Upload speed

wan

11
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This section allows you to view the router’s WAN info listed below:

WAN Status: Displays WAN connection status: Disconnected, Connecting or
Connected.

Disconnected: Indicates that the Ethernet cable from your ISP side is / is not
correctly connected to the WAN port on the router or the router is not logically
connected to your ISP.

Connecting: Indicates that the WAN port is correctly connected and is requesting
an IP address from your ISP.
Connected: Indicates that the router has been connected to your ISP.

< Internet Connection Type: Displays current Internet connection type.

< WAN IP: Displays WAN IP address.

< Subnet Mask: Displays WAN subnet mask.

<> Gateway: Displays WAN gateway address.

<> DNS Server: Displays WAN DNS address.

<> WAN MAC Address: Displays router’s WAN MAC address.

<> WAN Traffic: Displays bandwidth currently used by router in KB/s.

<> Connection Duration: Displays time duration indicating how long the router
has been connected to ISP.

<~ WAN Traffic Graph: Displays a graphic presentation of the traffic flow.

LAN

This section allows you to view the router’s LAN info listed below:

Device Info

WAN LAN Wireless General

IP Address 192.168.0.1

Sutmet Mask
LANW MAC Address a8:aa:35:ab:ef60
DHCP Zarvar Enabl=d

NAT Entri=s™WAT 61/ 8192

IP Address: Displays LAN IP address.

Subnet Mask: Displays LAN subnet mask.

LAN MAC Address: Displays router’s LAN MAC address.

DHCP Server: Displays whether DHCP server is enabled or not.

NAT Entries/NAT: Displays number of used NAT entries and MAX NAT entries.

S
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Wireless
This section allows you to view the wireless info listed below:

J Device Info |
mﬁ Wireless General

o CHwelessees
Wireless Radio Enabled

Wirsless MAC address AB:AAS5AR.CF.60

581D Tenda_ABCF&0

802.11 Mods 11b/'z mix=d mods

Country CN

Channsl Aunto

Security Mode Open
o CHewhdessawe
Wirsless Radio Enabl=d

Wirsless MAC address ABAASSARCE 64

S5ID Tenda_5_ABCF&4

802.11 Mode 1la‘n mode

Country CN

Channsl Auto

Bacurity Mods WEPA -PEE

Wireless Radio: Displays whether wireless is enabled or not.

Wireless MAC address: Displays MAC address of the router’s wireless interface.
SSID: Displays current SSID.

802.11 Mode: Displays currently active network mode.

Country: Displays current country.

Channel: Displays current channel.

Security Mode: Displays current security Mode.

e

System Info
This section displays CPU/memory usage, uptime, system time, number of
connected client(s) and system version info.

J Device Info |

WAN LAN Wirelesz General
I R

CPU Usags | | 1%
Memory Usags I | 26%
Up Time 00:43:36

Time 1970-01-01 00:43:47

Connected Cliznt(s) 1

Firnmwars Varsion N60_V1.0.0.13_CN
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CPU Usage: Displays current CPU usage status.

Memory Usage: Displays current memory usage status.

Up Time: Displays uptime.

Time: Displays device’s time synchronized with Internet or manually set by
user.

Connected Client(s): Displays the number of connected computers.

Firmware Version: Displays router’s firmware version.

R

4.2 Network

“Network” includes the following four submenus. Clicking any of them enters
corresponding interface for configuration. Below explains, in details, each such
feature.

= Network
LAM
WAN
DHCP
WAN Port
4.2.1 LAN Settings
LAN
LAN Settings
IP Addrass For Exampl=:192.168.1.1
Subnat Mask [255 =]/ 255 [E]{ 255 =l{0  [=] For Exampls:255.235.235.0
Help

<> IP Address: Router’s LAN IP. The default is 192.168.0.1. You can change it
according to your need.
<> Subnet Mask: Router’s LAN subnet mask.

Note:

1. If you change the device’s LAN IP address, you must enter the new one in your
browser to get back to the web-based configuration utility. And LAN PCs’ gateway
must be set to this new IP for successful Internet connection.

2. WAN IP, whether obtained automatically or specified manually, should NOT be on
the same IP net segment as the LAN IP, otherwise, the router will not work properly.
In case of emergency, press the hardware "Reset" button.
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4.2.2 WAN Settings

The screen below displays WAN connection status and interface info.

WAN
WAN Settings

Intarfzce  Connsction Status Info Edit

Ethernzt cabla NOT  Statie IP (IP:172.16.101 42/ 255.255.0.0) .
WAN Qi A, Config
correctly connected  Gateway:172.16.100.100 =

Click the “Config” button to enter WAN configuration interface. The router supports
six Internet connection types, include Dynamic IP, Static IP, L2TP, PPTP, PPPoE, and
PPPoE dual access.

1) Dynamic IP (DHCP): Select this option to let router obtain IP settings
automatically from your ISP, if your ISP does not give you any IP information or
account information. You don’t need to configure any settings for this connection.

WAN
WAN Settings

Internet Connection Type |I::.framic: IP LI
MTU 1500 0=
-5 p

< Internet connection Type: Displays a list of available Internet connection

types.
<> MTU: Maximum Transmission Unit. The default value is1500.

Note:

DO NOT change the factory default MTU value unless necessary as an improper
MTU value may degrade your network performance or even lead to network
malfunction.

2) Static IP: If your ISP offers you static IP Internet connection type, select “Static IP"
from corresponding drop-down menu and then enter IP address, subnet mask,
Primary DNS and secondary DNS information provided by your ISP in
corresponding fields.
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WAN

WAN Settings

Save
Internet Connection Type Static IP LI Resztore
IP Address |:
Help
Subnet Mask 55.255.0.
Default Gateway 172.16.100.100
Primary DMNS Server 172.16.100.100
Secondary DNS Server 172.16.100.205

MTu 1500

< Internet connection Type: Displays a list of available Internet connection
types.

<> IP Address: Enter the WAN IP address provided by your ISP. Inquire your ISP if
you are not clear.

<> Subnet Mask: Enter WAN Subnet Mask provided by your ISP.

<~ Default Gateway: Enter the WAN Gateway address provided by your ISP.

<> Primary DNS Server: Enter the necessary DNS address provided by your ISP.

<> Secondary DNS Server: Enter the other DNS address if your ISP provides you
with 2 such addresses, and it is optional.

< MTU: Maximum Transmission Unit. The default value is1500.

Note:

DO NOT change the factory default MTU value unless necessary as an improper
MTU value may degrade your network performance or even lead to network
malfunction.

3) PPPoE: Select PPPoE, if your ISP is using a PPPoE connection and provide you
with PPPoE user name and password info.

WAN
WAN Settings

Internet Connection Type | FPPOE j

User Name 122 -
Help

Password 123
MPPE r

MTU flesz

Internet connection Type: Displays a list of available Internet connection
types.
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<> User Name: Enter the User Name provided by your ISP.
< Password: Enter the password provided by your ISP.
< MTU: Maximum Transmission Unit. The default value is 1492.

Note:

DO NOT change the factory default MTU value unless necessary as an improper
MTU value may degrade your network performance or even lead to network
malfunction.

4)PPTP: Allows you to connect your router to a VPN server.

For example: A corporate branch and headquarter can use this connection type to
implement mutual and secure access to each other’s resources.

WAN
WAN Settings

Internet Connection Type | PPTP j
PRTR Server [P pptp_server (IF address or domain name) el
User Name I;;t;_l..zer—
Password [
Address Mode m
IP Address I—
Subnet Mask [
Default Gateway I—
DS Server —
Secondary DMS Server I—
MPFE [

MTU fes0

< Internet connection Type: Displays a list of available Internet connection

types.

PPTP Server IP: Enter the IP address of a PPTP server.

Username/Password: Enter Username/Password defined by the PPTP server.

Address mode: Select “Dynamic” if you don’t get any IP info from the PPTP

server side, otherwise select “Static”.

< IP Address: Enter the IP address provided by your ISP. Inquire your local ISP if
you are not clear.

<> Subnet mask: Enter the subnet mask provided by your ISP.

<> Default Gateway: Enter the gateway provided by your ISP. Inquire your local
ISP if you are not clear.

<> DNS Server: Enter the necessary DNS address provided by your ISP.

<~ Secondary DNS Server: Enter the other DNS address if your ISP provides you
with 2 such addresses, and it is optional.

>
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<>

MTU: Maximum Transmission Unit. The default value is 1460.

5)L2TP: Allows you to connect your router to a L2TP server.
For example: A corporate branch and headquarter can use this connection type to
implement mutual and secure access to each other’s resources.

WAN
WAN Settings

Internet Connection Type | LZTP j
LZTP Server IP Address W(IP Address or domain name) Hel
User Name ’IEt;_L.Eer—
Password [esaseceness
Address Mode m
IP Address l—
Subnet Mask l—
Default Gateway l—
DS Server l—
Secondary DNS Server l—

MTU flasg

o>

>

>

Internet connection Type: Displays a list of available Internet connection
types.

L2TP Server IP Address: Enter the IP address of a L2TP server.
Username/Password: Enter Username/Password specified by the L2TP server.
Address Mode: Select “Dynamic” if you don't get any IP info from the L2TP
server, otherwise select “Static”.

IP address: Enter the IP address provided by your ISP. Inquire your local ISP if
you are not clear.

Subnet mask: Enter the subnet mask provided by your ISP.

Default Gateway: Enter the gateway provided by your ISP. Inquire your local
ISP if you are not clear.

DNS Server: Enter the necessary DNS address provided by your ISP.

Secondary DNS Server: Enter the other DNS address if your ISP provides you
with 2 such addresses, and it is optional.

MTU: Maximum Transmission Unit. The default value is 1458.
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6) PPPOE Dual Access

WAN
WAN Settings

Internet Connection Type |PPPCE Dual Access Ll
User Mame -
Help
Password

Address Mode

:Static

Dynamic

IP Address

Subnet Mask

Default Gateway
MPPE |
MTU 1452

< Internet connection Type: Displays a list of available Internet connection

types.

Username: Enter the PPPOE account provided by your ISP.

Password: Enter the PPPOE password provided by your ISP.

Address mode: Select “Dynamic” if you don't get any IP info from your ISP,

otherwise select “Static”.

< IP address: The IP address provided by your ISP. Inquire your local ISP if you are
not clear.

<> Subnet mask: The subnet mask provided by your ISP.

< Default Gateway: The gateway address provided by your ISP. Inquire your local
ISP if you are not clear.

< MTU: Maximum Transmission Unit. The default value is 1492.

>

4.2.3 DHCP Settings

“DHCP” includes 3 submenus: DHCP Server, Client List and Static Assignment.
Clicking any of them enters corresponding interface for configuration. Below
explains, in details, each such feature.

The Dynamic Host Configuration Protocol (DHCP) is an automatic configuration
protocol used on IP networks. If you enable the built-in DHCP server on the device,
it will automatically configure the TCP/IP settings for all your LAN computers
(including IP address, subnet mask, gateway and DNS etc), eliminating the need for
manual intervention. Just be sure to set such PCs to DHCP clients by selecting
“Obtain an IP Address Automatically” on each such PC. When you turn these PCs on,
they will automatically load the proper TCP/IP settings provided by the device
DHCP server.
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DHCP
DHCP Server Client List Static Assignment
DHCP Sarvar [7 Enatls
Start [P Address
Lzasz= Tims m

Primary DNS Sarver 152.168.0.1
oy [
(Optional)

DHCP Server-Enable: Check or uncheck the box to enable or disable the
device’s DHCP server feature.

Start IP Address: Enter the starting IP address for the DHCP server’s IP
assignment.

End IP Address: Enter the ending IP address for the DHCP server’s IP
assignment.

Lease Time: The length of time for the IP address lease. Configuring a proper
lease time improves the efficiency for the DHCP server to reclaim disused IP
addresses.

Primary DNS Server: Enter a DNS server address assigned to DHCP clients.
Secondary DNS Server: Enter the other DNS address assigned to DHCP clients
(optional).

To benefit from the DHCP server feature, you must set all LAN PCs to DHCP clients
by selecting the “Obtain an IP Address Automatically” radio buttons thereon.

DHCP Client List
This section displays a DHCP dynamic client list, which includes host name, IP
address, MAC address and lease time info.

DHCP
DHCP Server Client List Static Assignment
If wvou 2nable the DHCP server feature, DHCE clisnt list will be updated svery 5 seconds.
Hozt name IP Addreszz MAC Addrezs Leaze Time
Christina-T 192.168.0.136 el de69.50:12 EDay 23:55:51
<> IP Address: Displays IP address(es) that client(s) obtained from the DHCP

>t

server.
MAC Address: Displays MAC address of a given host.

Host name: Displays name of a given host (DHCP client).

Lease Time: Remaining time for a corresponding IP address lease.

20
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Static Assignment

If you would like some devices on your network to always have fixed IP addresses,
you can use this feature and manually add a static DHCP assignment entry for each
such device.

For example: To have a PC at the MAC address of 00:15:58:c0:d4:3f always receive
the same IP address of 192.168.0.150, simply enter the IP and MAC addresses in
corresponding fields and click “Add” and then the “Save” button as shown below.

DHCP
DHCP Server Client List Static Assignment
Save
Static Azzignment
12 Address I:I Restore
sucas [ JLJL J[ I [ =]
il IP Addrezz MAC Addrezs Action
192.168.0.150 00:15:58:C0:-D4:3F

< IP Address: Enter the IP address for static DHCP assignment.

<> MAC Address: Enter the MAC address of a computer to always receive the same
IP address (the IP you just entered above).

< Add: Click to add the current IP-MAC static assignment entry to the list.

< Edit: Click to change a given static assignment entry.

< Delete: Click to remove an existing entry.

4.2.4 WAN Port
“WAN Port” includes 2 submenus: MAC Clone, and Speed/Duplex. Clicking either
tab enters corresponding interface for configuration. Below explains, in details,
each such feature.

Navigation Menus & ,m
» Device Info MAC Clone Speed/Duplex
~ Network
- Use= this s=ction to config device's WAN MAC addrsss
L TWAN MAC Addrass: a8:aa:35:ab:ct:50 Restore to Factory Default MAC | | Clone MAC
VAN
DHCP ey
¥ WAN Port

MAC Clone
This section allows you to set router’s WAN MAC address. You can either manually
enter a MAC or copy your PC’'s MAC to the router.

21
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WAM Port
MAC Clone Speed/Duplex
Use this s=ction to config devies's WAN MAC address.
TWAN MAC Addr=ss: ag.aa:Sabict.e0 Restore to Factory Default MAC | | Clone MAC

<~ WAN MAC Address: Displays router's current WAN MAC address, you can
manually change it.

< Restore to Factory Default MAC: Click it to restore router’s WAN MAC to factory
default value.

< Clone MAC: Click to copy your PC’s MAC to router’s WAN MAC Address field.

NOTE:

1. Normally you don't need to change the default WAN MAC value. However, some
ISP may bind client PC’s MAC address for Internet connection authentication. In this
case, simply enter such MAC in the WAN MAC Address field or click the “Clone MAC”
button. Note that the WAN MAC address in running status interface will be updated
accordingly.

2. Do remember to reboot the router to activate the new WAN MAC. DO NOT use
the “Clone MAC” feature if your ISP does not bind your PC’s MAC.

Speed/Duplex
This section allows you to config the router’s WAN port speed/duplex settings.

WAN Port
MAC Clone Speed/Duplex
Save
WAN Interfacs-Speed Duglex

e oy

10M full-duplex |:

10K half-duplex I:
Help

1001 full-duplex
1001 half-duplex

You can select a WAN port speed/duplex mode that best suit your network
environment from the drop-down list, which includes auto, 10M half-duplex, 10M
full-duplex, 100M half-duplex, 100M full-duplex.

Note:

The WAN port speed/duplex mode must match that of its link partner to achieve
successful communication; otherwise, the WAN port may not function properly. So,
if you are not sure about the link partner’s speed/duplex mode, please select “Auto”.
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4.3 Security Settings

“Security Settings” includes the following 5 submenus. Clicking any of them
enters corresponding interface for configuration. Below explains, in details, each
such feature.

 Security
Group
Part Filter
LRL Filter
MAC Filter

Access Control

4.3.1 Group Settings

“Group Settings” includes 2 submenus: Group Settings, User Group and Time
Group. Clicking either tab enters corresponding interface for configuration. Below
explains, in details, each such feature.

User Group

To create a user group, you need to specify a group name/description and an
IP address/range. The user group feature works together with other related
features.

Group
User Group Time Group
Grovp Nams Grovp Description P Action Save
Add Help

For example: If you want to add a user group for a R&D department within an IP of
192.168.0.20-192.168.0.30, first click the “Add” button and then follow steps below:

Group
User Group Time Group
Grovp Description: R_D IP Range
192.168.0.20-192.168.0.30
IP:
Not=: You can only =sither snter a single IP addrass or specify an IP address rangs.
e |-| ] ] e[
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1. Enter R_D in group name field.

2. Enter R_D IP Range in group description field.
3.Enter“192.168.0.20" and “192.168.0.30"in IP fields.
4. Click"Add “and then the “Save “button; you will find
such entry in User Group list below:

Group

User Group Time Groﬂ

F_D I? Rang= 192.168.0.20-192.168.0.30

Add

Save

Time Group

To create a time group, you need to specify a group name/description and a time /

time range.

Group

User Groﬂ Time Group

Add

Save

For example: If you want to set a period of time from 8 00to 18 00 on working
days from Monday to Friday to a time group, first click the “Add” button and then

follow steps below:

Mon
Tee
Wan
Tho

Fri
Zat

Sun

Group
User GrnR Time GrnR
Grovp Mams: Working days
Group Description: |"*'\"0fki"9 days |
Restore
Al 00 01 02 03 04 05 06 07 08 0% 10 11 12 13 14 15 16 17 18 19 20 21 22 23
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1. Enter “Working days” in group name field.

2. Enter“working days” in group description field.

3. Select the time and days.

4. Click“Save” and you will find such entry in Time Group list below:

Group

User Grnﬂ Time Group

[Estoest]

Working days Weorking days

Add

4.3.2 PortFilter

To better manage PCs in LAN, you can allow or disallow such PCs to access certain

ports on Internet using the Port Filter functionality.

Port Filter
Port Filter
Part Filter: T Enable
Nate: if a currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes
effect.
Default:| Deny vI Arcess to Internet
Fiterbode  UserGropName  Tme Grouplame  Port Protocol Despton [Ete]  acton
s " .
Click“Add” to enter page below:
Port Filter
Part Filter
I
Save
Filter Mode: Deny |*| Accass to Internat Reztore
Enabls: r
o Help
. — .
User Group: R_D M I
Timz Group: Working days 'l

WAN Port Bangs:

Protocol:

I
ot =]
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< Filter Mode: Select Deny or Allow according to your own needs.

Deny Access to Internet: Disallow specified packets to pass through the
router; other packets are processed according to default rule.

Allow Access to Internet: Allow specified packets to pass through the router;
other packets are processed according to default rule.

Enable: Check to enable current filter entry.

Description: Enter a meaningful name to yourself for a new filter rule.

User Group: Select an added user group from the drop-down list.

Time Group: Select an added time group from the drop-down list.

WAN Port Range: Enter port IDs. You can specify a range of ports or a single
port. Allowed port ID ranges from 1 to 65535.

Protocol: Select a protocol or protocols for the traffic (“Both” includes TCP and
UDP).

et

<>

For Example: If you want to disallow PCs within IP addresses ranging from
192.168.0.20 to 192.168.0.30(“R&D" user group) to access web sites from 8:00 to
18:00 on working days - from Monday to Friday (“Working days” time group), do as
follows:

1. Select“Deny” from the filter mode drop-down list.

2. Check the “Enable” box.

3. Enter “Forbid websites” in description field.

4. Select “R&D" from the user group drop-down list.

5. Select“Working days” from time group drop-down list.
6. Enter“80” in both boxes of “WAN Port Range”.

7. Select “Both” from “Protocol” drop-down list.

Part Filter
Filtar Mode: [Deny [F] Accsss to Intamet
Enable: ¥

Dascription: Forbid websitez

TP Grovp: rRo &
Working days |
WAN Port Ranz=: “
Protocel: [Both =]

Time Grovp:

8. Click “Save” and you will find such entry in the List below.
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Port Filter

Port Filter

Part Filter: [ Enable
Mote: if a currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes
effect,

Default:| Deny YI Access to Internet

-____W_

Disable Working days 80-30 Both  Forbid websites I

9. Select “Allow” from the “Default” drop-down list and check “Enable” Port Filter

feature.

Port Filter

Port Filter

Part Filter: ¥ Enable
Mote: if & currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes
effect,

Default:| Allow = I Access to Internet

Dizable Working days 80-80 Both  Forbid websites |7

4.3.3 URLFilter

To better control LAN PCs, you can use the URL filter functionality to allow or

disallow such PC to access certain websites within a specified time range.

URL Filter

URL Filter

URL Filter:Enable
Mote:If & currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes
effect,

Default: | Deny vIAccessb:Internet
Flwiede  UsrGoplane  TmeGaplare  ALStng  Desrpion Acton

Click“Add” to display page below:
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|
LIRL Filter
URL Filter

Save

Filter Mode: Deny | Access to Intemst Rest

: ES10re

Enabl=: |
Hel

12 Groug: R_D il

Tims Group: Working days =

UEL String: | |

(A comma should bz put between differant domain names. Up to 16 entries allowsd! )

Filter Mode: Select Deny or Allow according to your own needs.
Deny Access to Internet: Disallow specified packets to pass through the router; other
packets are processed according to default rule.

> Allow Access to Internet: Allow specified packets to pass through the router; other
packets are processed according to default rule.

User Group: Select an added user group from drop-down list.

Time Group: Select an added time group from drop-down list.

Description: Enter a meaningful name to yourself for a new filter rule.

URL character string: Enter domain name string to be filtered.

YV V V V

For Example: If you want to disallow PCs within IP addresses ranging from 192.168.0.20
to 192.168.0.30(“R_D" user group) to access only web sites containing “yahoo” from 8:00 to
18:00 on working days - from Monday to Friday (“Working days” time group), without
restricting other PCs, do as follows:

1. Select “Deny” from the filter mode drop-down list.

2. Check the “Enable” box.

3. Enter “Disallow yahoo” in description field.

4, Select“R_D"from the user group drop-down list.

5. Select “Working days” from time group drop-down list.
6. Enter “yahoo”in URL String field.
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URL Filter

URL Filter

Save
Filtar Moda: Deny || Accass to Internat

Enable: o

—
Pow [0 H

Time Grovp: IW

|yahuu |
cofmma put betwazn =t namess. Up to 16 entrizs allowad!
A should bz b= diffzrent domain U 16 izs zllowsd!

URL String:

7. Click “Save” to display page below:

URL Filter

URL Filter

Save

URL Filter:CEnable
Mote:If a currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes Restore

effect,
Help
Default: | Deny I Access to Internet

Flerode | s Gophane | TmeGraptane | URLstrg  Desopton [E1be] e

Working d Forbid yah
Deny R D HEg vyahoo e I - m

¥s

8. Select “Allow” from the “Default” drop-down list and check the “Enable” URL Filter feature.

URL Filter

URL Filter

Save

URL Filter:[FEnable
MNote:If & currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule takes Restore

effect.
Help

Default: | Allew vI.ﬂtccess1301n13t2rnet

-———-M_

)
Working da i=ras Forbid yah v

ve oo

Deny R_D
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4.3.4 MACAddress Filter

To better manage PCs in LAN, you can use the MAC Address Filter function to
allow/disallow such PCs to access to Internet.

MAC Filter
MAC Address Filter
I" Enahle MAC Filter
Defalut: | Deny vI Access to Internet Iml
Akt MAC Time = Description Action
Mode Sun Mon Tue Wen Thu Fri Sat
Click “Add” to display page below:
MAC Filter
MAC Addresz Filter
Filtzr Mod= | Deny vI Access to Internst
MAC: L0 ]e=Imacagaress st =
Time: |00 =]{oo[=]~[oo [=]{00 =]
Day: I Everyday ¥ sun I¥ Mo W Tue W Wen I The W Fe W 5t

< Filter Mode: Select Deny or Allow according to your own needs.

<> Deny Access to Internet: Disallow specified packets to pass through the router;
other packets are processed according to default rule.

<> Allow Access to Internet: Allow specified packets to pass through the router;
other packets are processed according to default rule.

<> Description: Briefly describe a new filter rule

<> MAC: Enter the computer’s MAC address that you want to filter out in the MAC
address field or select one from the MAC address list.

< Time: Select a time range for the new MAC address filter rule to take effect. The
default is 00:00-00:00, which means 24 hours.

<~ Day: select a day or several days for the new MAC address filter rule to take
effect.

For Example: To only prevent a PC at the MAC address of 00:B0:0C:77:88:00 from
accessing Internet from 8:00 to 18: 00 everyday, without restricting other PCs,
config same settings on the screenshot below on your device:

30



Tenda 300Mbps Concurrent Dual Band Wireless N Router

MAC Address Filter
Filtzr Mode | Deny [z] Access to Tnternat
Duciption [ ]
MAC: EENEN B EN |c=| MAC Address list =
Tims: |08 [=]] oo[=] ~[18 =] {00 5]
Day: 7 Everviay I sun I¥ Mon I Tue I Wen ¥ The I Fi ¥ 852

Click “Save” to display the following page. Select “Allow” from the “Default”
drop-down list and check the “Enable MAC Filter” feature as below.

MAC Filter
MAC Address Filter
Save
[ Enable MAC Filter
Restore

Defalut ,—«Ilo w = | Access to Internet

Dy 00:B0:0C:77:38:00 pe:00- Iodify
= 18:00 Delete

4.3.5 WAN Access Control

The WAN Access Control feature allows users to configure your router from Internet
via a web browser.

Access Control
WAN Access Control
Enable: [+
Zon

>

Enable: Check or uncheck to enable or disable the WAN Access Control feature.
Port: Enter a port ID for remote web-based management. The default is 8080.
IP Address: Enter the IP address of a PC on Internet authorized to access and
manage your router’s web-based utility remotely.
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Note:

If you enter 0.0.0.0 in the IP address box, then all PCs on Internet can access your
router’s Web-based utility to view or change your settings remotely once you
enable the feature.

For example: If you want to allow only a PC at the IP address of 58.60.111.221 to
access your router’s web-based utility from Internet via port: 8080, you need to
configure same settings as shown on the interface below on your router. And what
this IP user needs to do is to simply launch a browser and enter
http://58.251.88.90:8080 (provided that your router's WAN IP address is
58.251.88.90).

Access Control
WAN Access Control
Enabla: I
4.4 Advanced Settings

“Advanced Settings” includes the following 6 submenus. Clicking any of them
enters corresponding interface for configuration. Below explains, in details, each
such feature.

+ Advanced
Virtual Server
DMz
PnF
DOMS

Routing

Bandwith Contral

4.4.1 Virtual Server

The Virtual Server feature grants Internet users access to services on your LAN. It is
useful for hosting online services such as FTP, Web, or game servers. For each
Virtual Server, you define a WAN port on your router for redirection to an internal
LAN IP Address and LAN port.
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Virtual Server

Virtual Server

S
D WANPort  LANPort  PriteIP  ProtocolType  Status  Action

Click“Add” to display below page.

Virtual Server

Virtual Server

_

WAN Port: [(2 |Wellknown Service Port: | DNS(53) v
LAM Part:

Private IP: I:l

Protocal:

Enable: [+

<

S

<>

WAN Port: Enter the WAN service port.

Well-Known Service Ports: The “Well-Known Service Port” lists commonly used
protocol ports such as DNS 53, FTP 21 , GOPHER(70), HTTP(80), NNTP(1190),
POP3(110), PPTP(1723) , SMTP(25), SOCK(1080), TELNET(23). In case that you
don't find the port ID you need, add it manually.

LAN Port: Enter LAN service port.

LAN IP: The IP address of a computer used as a server in LAN.

Protocol: Includes TCP, UDP and Both. Select “Both” if you are not sure about
which protocol to use.

Enable: Check the “Enable” option to activate corresponding entry.

For example: If you create a web server using port 80 on a LAN PC at the IP address
of 192.168.0.10, and you want WAN users to access such server via
http://x.x.x.x:4000 (x.x.x.x represents router’s WAN IP address), then do as follows:

1. Enter “4000” in WAN Port field, 80 in LAN port field and 192.168.0.10 in Private IP
field.

2. Select“Both” from protocol drop-down list.

3. Check the “Enable” box.

4. Click “Save” to save such settings.
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Virtual Server

Virtual Server

_

WAN Part: Well-known Service Port:
LAN Port:

Private IP:

Protocal:

Enable: Il

Note:
Setting WAN port hereon to the same value as that on WAN access control section
will deactivate the virtual server feature.

4.4.2 DMZ Settings

In some cases, we need to set a computer to be completely exposed to extranet for
implementation of a bidirectional communication. To do so, we set it as a DMZ
host.

DMZ
DMZ
In soms cases, 3 computer nesds to be completaly expossd to axtranst for implamentation of 2-way communication. To do
so, we szt it as a DMEZ host.
{ IMPORTANT :Once a PC 15 s2t to a DME host, it will be completely exposed to Internet, andé may be vulnerable to attack
as firewall settings become inoperative.)
DME Host IP addr=ss: 152.168.0.100 [T Enable

<> DMZ Host IP Address: Enter the IP address of a LAN computer which you want
to set to a DMZ host.
< Enable: Check/uncheck to enable/disable the DMZ host.

NOTE:

1. If you set a PC to a DMZ host, it will be completely exposed to extranet and gains
no more protection from the device firewall.

2. AWAN user accesses the DMZ host through a corresponding WAN IP address.
4.4.3 UPnP Settings

UPnP (Universal Plug and Play) requires Windows ME/Windows XP or later or
application softwares that support such UPnP feature.
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UPrP
UPnP
Enzblz UBa® [
Restore
—
m Remote Hozt AN Port LAN Hoat LANPort  Protocol Dascription

ID: Entry ID.

Remote Host: Description of a remote host that receives/sends responses.
WAN Port: Port on router side.

LAN Host: Description of an internal host that receives/sends responses.
LAN Port: Port on host side.

Protocol: Indicates whether to perform TCP or UDP port forwarding.
Description: Software info of a mapped port.

R R R IR

4.4.4 DDNS Settings

Dynamic DNS or DDNS is a term used for the updating in real time of Internet
Domain Name System (DNS) name servers. We use a numeric IP address allocated
by Internet Service Provider (ISP) to connect to Internet; the address may either be
stable ("static"), or may change from one session on the Internet to the next
("dynamic"). However, a numeric address is inconvenient to remember; an address
which changes unpredictably makes connection impossible. The DDNS provider
allocates a static hostname to the user; whenever the user is allocated a new IP
address this is communicated to the DDNS provider by software running on a
computer or network device at that address; the provider distributes the
association between the hostname and the address to the Internet's DNS servers so
that they may resolve DNS queries. Thus, uninterrupted access to devices and
services whose numeric IP address may change is maintained.

[ oo |
DDNS
Save
DDNS [ IEnable DDNS
DDNS Service Provider no-ip.com % |Register
e | |
Password | |
Domzin Name | | ©ptienaD
Connection Status

< Enable DDNS: Check the box to Enable or Disable the DDNS feature.
<~ DDNS Service Provider: Select your DDNS service provider from the
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S

<>

drop-down menu (Dyndns or Noip).
Username: Enter the DDNS username registered on DDNS server.
Password: Enter the DDNS password registered on DDNS server.

Domain Name: Enter the DDNS domain name distributed by your DDNS

service provider.

Connection Status: Displays current status connection with the DDNS server.

4.4.5 Routing
This section talks about Routing Table and Static Routing features.

Routing Table
This page displays the router’s core routing table which lists destination IP, subnet
mask, gateway, hop count and interface.

Routing
Routing Table Static letini
__-_ -P.efresh
192.1682.0 255255255.0 0.0.00 brl

182.168.0.0 255.255.255.0 0.000 o bl
127.0.0.0 255.0.0.0 0.0.00 0 1o

Static Routing
You can use this section to set up router’s static routing feature.

Routing

Rnntins Tahle Static Routing

Add

Click“Add” to add static routing entries.

Routing

Rnntini Table Static Rnutini

Dastination Natwork:
Zubnet Mazk:
Gataway:
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< Destination Network: Enter a destination IP address.

<> Subnet Mask: Enter a Subnet Mask that corresponds to the destination IP
address you entered.

< Gateway: Next-hop IP address.

4.4.6 Bandwidth Control

To better manage bandwidth allocation and optimize network performance, use
the Custom Bandwidth Allocation feature.

Bandwith Contral

Bandwidth Settings

Save

1% Disable Bandwidth Allocation

€ Custom Bandwidth Allocation

<> Custom Bandwidth Allocation: Select this option to customize a bandwidth
allocation policy that best fits your network. You can set specific limits on
uplink and downlink bandwidth of PCs within a specified IP range.

Bandwith Control

Bandwidth Settings

" Disable Bandwidth Allacation
1%} Custom Bandwidth Allocation

IP Range Upstream Downstream Description Action

Click "Add” to display the page below:

Bandwith Control

Bandwidth Settings

Save
Enahblz C (If dizabled, s2ttings below will only be saved instzad of being activatad.)
-Reatore
I? Rang= | |

Upstrzam Bandwidth Limit KBxte{Total)
Downstr=am Bandwidth limit EBvte(Total)

P2P Download Control O Bazulates P2P download rate to ensure sach vser a garanteed shars of bandwidth.

O s ot 1 T P ' All members of the IP rangs shall
Allocation Mods el e e ety
the allocated bendwidth individmlly.

collectively.
Alloeation Policy 17 Ultizs enty allocated bandwidth ¥ Utilize mors bandwidth if available

Description
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<>

<>

Enable: Check/uncheck to enable/disable current bandwidth entry.

IP Range: Enter a single IP or an IP range.

Upstream Bandwidth Limit: Max total upload bandwidth for a specified PC or
a range of PCs.

Downstream Bandwidth Limit: Max total download bandwidth for a specified
PC or arange of PCs.

P2P Download Control: Regulates P2P download rate to ensure each user a
guaranteed share of bandwidth.

Allocation Mode: Select either "Individual (Each member of the IP range shall
utilize the allocated bandwidth individually)" or "Collective (All members of
the IP range shall share the allocated bandwidth collectively)"

Allocation Policy: Select either "Utilize only the allocated bandwidth" or
"Utilize more bandwidth if available".

Description: Brief description of current entry.

Note:

1. Please note the bandwidth unit.

2. If you enable the P2P Download Control feature, it will limit P2P download rate
(smaller than the specified value) to ensure other applications such as web
browsing a reserved and guaranteed share of bandwidth.

3.

If you select "Utilize more bandwidth if available”, router will dynamically adjust

uplink/downlink bandwidth allocation to ensure defined and additional bandwidth
if available or only defined bandwidth.

For example:

If you want each PC within the IP range of 192.168.0.100-192.168.0.120 to have up
to 2M uplink and 2M downlink bandwidth, and want to control P2P download
bandwidth, then config same settings as shown on the screen below on your
router:

Bandwith Control

Bandwidth Settings

Enabls o (If disabled, s=ttinzs below will only be saved inst=ad of being activated.)
IP Range [192.188.0.100 ez 1e8.0.120
Upstrzam Bandwidth Limit 258 KByte{Total)

Downstr=am Bandwidth limit 258 EBwt=(Total)

P2P Download Control e Ragulates P2P download rate to snsure sach user 2 sparantesd shars of bandwidth.
7 A1l mambars of the [P rangz shall
share the allocated bandwidth

collzctivaly.

% Each member of the T2 rangs shall vtilize

the allocat=d bandwidth individually.

Allocation Mode

) iize only allocated bandwidth ' Utilize more bandwidth if available

Allocation Policy

Description
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4.5 Wireless Settings

Wireless Settings includes 8 submenus as shown in the screenshot below. Clicking
any tab enters corresponding interface for configuration.

* Wireless
Basic
Security
WPS

WDs

Wireless Access Control
Connection List

Advanced

4.5.1 Basic Settings

This section allows you to manage your wireless network (2.4G or 5G). You can
config country code, wireless network name (SSID), network mode and channel

settings, etc the way you want.

Basic Settings-- 2.4G

2.4G 5G
Countey: [ China 'I
-F‘.eztur&
2 AGH= wirslass nstwork V| Eqabi=
331D Broadcast % Enable {7 Dizable
D Tenda_ABCFG0
802.11 Mode [11big mixed mode =]
Channsl [ futa =
WhIM Capable @ Enatle {7 Disable
APED Capable " Enatle Disable

<> Country: Select your country code from the drop-down list. There are 11

options available.
< 2.4GHz Wireless Network: Check/uncheck to enable/disable the 2.4GHz
wireless feature. If disabled, all 2.4GHz-based features will be disabled

accordingly.
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<>

SSID Broadcast: Select “Enable”/“Disable” to make your wireless network
visible/ invisible to any wireless clients within coverage when they perform a
scan they perform a scan to see what's available. When disabled, such wireless
clients will have to first know this SSID and manually enter it on their devices if
they want to connect to the SSID. By default, it is enabled.

SSID : ASSID (Service Set Identifier) is the unique name of a wireless network.
802.11 Mode: Select a right mode according to your wireless client. The default
mode is 11b/g/n mixed.

Channel: For an optimal wireless performance, you may select the least
interferential channel. It is advisable that you select an unused channel or
“Auto” to let device detect and select the best possible channel for your
wireless network to operate on from the drop-down list.

Channel Bandwidth: Select a proper channel bandwidth to enhance wireless
performance. When there are 11b/g and 11n wireless clients, please select the
802.11n mode of 20/40M frequency band; when there are only non-11n
wireless clients, select 20M frequency band mode; when the wireless network
mode is 11n mode, please select 20/40 frequency band to boost its
throughput.

Extension Channel: Working network frequency range for 11n mode.
WMM-Capable: Enabling this option may boost transmission capacity of
wireless multimedia data (such as online video play).

ASPD Capable: Select to enable/disable the auto power saving mode.

Basic Settings-- 5G

Basic
2.4G 5G

Countrw: | China =

=
SGHz wirslzss natwork F Enabls

-Help
331D Broadeast % Enzbls {7 Diszble
221D Tenda_5_ABCFG4
802.11 Mode 11a/n mixed mode 'I
Channsl [ futo =
Wik Capatle ¥ Eqatle 7 Disabls
APED Capable " Enzble % Dissbls
<> Country: Select your country code from the drop-down list. There are 10

options available.
5GHz Wireless Network: Check/uncheck to enable/disable the 5GHz wireless
feature. If disabled, all 5GHz-based features will be disabled accordingly.
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<>

<>

<>

SSID Broadcast: Select “Disable” to hide your SSID. When disabled, no wireless
clients will be able to see your wireless network when they perform a scan to
see what’s available. If they want to connect to your router, they will have to
first know this SSID and then manually enter it on their devices. By default, this
option is enabled.

SSID: A SSID (Service Set Identifier) is the unique name of a wireless network
(changeable).

802.11 Mode: Select a right mode according to your wireless client. The default
mode is 11a/n.

Channel: The Channel can be changed to fit the channel setting for an existing
wireless network or to customize the wireless network. From the drop-down
list you can select a most effective channel. You can also select “Auto Select” to
let system detect and choose one that best fits your network.

WMM-Capable: Enabling this option may boost transmission capacity of
wireless multimedia data (such as online video play).

ASPD Capable: Select to enable/disable the auto power saving mode.

4.5.2 Wireless Security

This section allows you to encrypt both 2.4GHz wireless and 5GHz wireless
networks to block unauthorized accesses and malicious packet sniffing.

To config wireless security settings for 2.4GHz network, enter page below:

2.4G 5G
2.4GHz natworls 881D -- "Tenda_ABCF60"
Security Mode Disable |

Available options for security mode include “Open’, “Shared’, “WPA-PSK,
“WPA2-PSK”, “Mixed WPA/WPA2-PSK”. See below for details.

Security
224G A5G
2 4GHz natwork 331D -- "Tenda_ABCF&0"
Security Mode [WPA-PSK - Restors
Cipher Twvp= \ER

Security Kev

Kev Fenawal Intarval

Mixed WPANIPAZ - PSK
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1. OPEN/SHARED

WEP is intended to provide data confidentiality comparable to that of a traditional
wired network. Two methods of authentication can be used with WEP: Open
System authentication and Shared Key authentication.

Security
214G 3G
2 AGHz network SSID — "Tends_ABCF60"
Zecurity Mode [open =
Defavlt kay ley 1 ﬂ
WEP kayl [ssC [ssC]=]
WEP kay2 [asCH [asci]=]
WEP kay3 [asTH [asci]=]
WEP kay4 [asCH [asci]=]

<> Security Mode: Select a proper security mode from the drop-down menu.
< Default Key: Select one key from the 4 preset keys to encrypt wireless data on
the network.

2. WPA-PSK

The WPA protocol implements the majority of the IEEE 802.11i standard. It
enhances data encryption through the Temporal Key Integrity Protocol (TKIP)
which is a 128-bit per-packet key, meaning that it dynamically generates a new key
for each packet. WPA also includes a message integrity check feature to prevent
data packets from being hampered with. Only authorized network users can access
the wireless network.

Security
2.4G A5G
2 4GHz natwork 381D -- "Tenda_ ABCF60"
Security Mods [wPa-PsKk =l
Ciphar Typs @ ars O TRE © TRP&AES =
Security Kay [12345678
Kay Renzwal Interval ’W Seconds

< Cipher Type: Select either AES (advanced encryption standard) or TKIP
(temporary key integrity protocol) type.

< Security Key: Enter a security key, which must be between 8-63 ASCII
characters.

<> Key Renewal Interval: Enter a valid time period for the key.
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3. WPA2-PSK

The later WPA2 protocol features compliance with the full IEEE 802.11i standard
and uses Advanced Encryption Standard (AES) in addition to TKIP encryption
protocol to guarantee better security than that provided by WEP or WPA.

Security
2.4G A5G
2 4GHz natwork 331D - "Tandz ABCFA0"
Security Mode [wPaz -PaK =l
Cigher Tvps @ spz O TR (O TKIR&AE:
Security Key [12345678
Keaw Renswal Interval 86400 3Z=conds

< Cipher Type: Select one cipher type from AES (advanced encryption standard),
TKIP (temporary key integrity protocol) or TKIP&AES.

< Security Key: Enter a security key, which must be between 8-63 ASCII
characters.

<> Key Renewal Interval: Enter a valid time period for the key.

4,5.3 WPS Settings

Wi-Fi Protected Setup makes it easy for home users who know little of wireless
security to establish a secure wireless home network, as well as to add new devices
to an existing network without entering long passphrases or configuring
complicated settings. Simply enter a PIN code or press the software PBC button or
hardware WPS button (if any) and a secure wireless connection is established.

WPS
2.4G 3G
1.4CHz wirelazz natwork
2 4GHz 331D Tends_ABCF60
Enable WES  Diszble © Enzble [ree ]
WS Modz ' pBc  PIY |:|
Reset 30OB

Enable WPS: Select to enable/disable the WPS encryption.

WPS Mode: Select PBC (Push-Button Configuration) or PIN.

Reset 00B: When clicked, the WPS LED turns off; WPS function will be disabled
automatically; WPS server on the Router enters idle mode and will not respond
to client’s WPS connection request.

S
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Operation Instructions

PBC: If you find the WPS LED blinking for 2 minutes after you press the hardware
WPS button on the device, it means that PBC encryption method is successfully
enabled. And an authentication will be performed between your router and the
WPS/PBC-enabled wireless client device during this time; if it succeeds, the wireless
client device connects to your device, and the WPS LED turns off. Repeat steps
mentioned above if you want to connect more wireless client devices to the device.
PIN: To use this option, you must know the PIN code from the wireless client and
enter it in corresponding field on your device while using the same PIN code on
client side for such connection.

Note: The WPS encryption can be implemented only between your Router and
another WPS-capable device.

4,54 WDS Settings

WDS (Wireless Distribution System) feature can be used to extend your existing
2.4G or 5G wireless network coverage. Here we present you how to config such
feature in 2.4GHz, which also apply to 5GHz.

wDSs
2.4G iG
WDS Moda Disable 'I

Select Repeater Mode to display below page:

WDS
2.4G 5G
Sav
WDS Mode ’W
AP MAC addess
AP MAC adérsss ’—

Open scan

<> AP MAC Address: Enter the MAC address of a wireless link partner or populate
this field using the Open Scan option.
<~ WDS Mode: Select Disable or Repeater Mode.

44



Tenda 300Mbps Concurrent Dual Band Wireless N Router

For example: If you want to implement the WDS feature on 2 N6 routers labeled
N6-1 and N6-2 respectively, then first select “Repeater Mode” and follow steps
below:

WDS
2.4G G
Save
WDE Mode Repeater Mode "I
AP MAC address
AD MAC addrass

1.If you already know N6-2's MAC address, then you can manually enter it on N6-1
and click“Save”.

2. Or you can use the Open Scan option.

1) Click the “Open Scan” button to select N6-2's SSID and confirm on the appearing
dialogue box and then click“Save”. N6-2's MAC address will be added automatically.

2.4G 5G
WDS Mode [Repeater Mode 7]
AP MAC address [
AP MAC address [
Select S5ID MAC address Channel Security Signal strength
0 ChinaNet KeHK E0:30:03:08:31:63 wepiwpa 70
(o Tenda 7A2200 1 none 67
C PTCE = none 65
e HOWNICE 6 wapwpa 7
C Tendz 2A2C0A g wepiwpa 83
o Tenda 464220 2 none 57
(o Tenda 073318 10 none 52
(8 Tenda 222222 nens 12

2) Save your settings.
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WDS
1.4G6 5G
Save
WDS Mode IRepeater Mode 'l
APMAC address [C83A35:7A-22:00
AP MAC address I
Select 331D MAC address Channel Security Signal strangth

]

ChinaNet-KgHE WEpWpE
f: Tenda 7A2200 nons
C none
O =
C 8 wep/wpa 8
O nens
o none
o none

3. Repeat steps 1-2 on N6-2. After the 2 devices have added each other’'s MAC
address the WDS feature can be implemented.

Note:

1. WDS feature can only be implemented between 2 wireless devices that both
support the WDS feature. Plus, SSID, channel, security settings and security key
must be the same on both such devices.

2. To encrypt your wireless network, see sections 4.5.2-4.5.3. Do remember to
reboot the device after you saved your wireless security settings, otherwise the
WDS feature may not function.

4.5.5 Guest Network

The Guest Network feature allows guests to access Internet and other users on the
guest network while disallowing them to access device web manager, users on
primary network and clients behind the LAN ports. You can find it available in both
2.4G and 5G network. Here we present you how to config such feature in 2.4GHz,
which also apply to 5GHz.
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Guest Metwork

2.4G 5G

1.4CHz wirelezz network
Guast Natwork

331D Broadcast

AP Isolation

351D

Security Mode

7 Enzbis

Hel
¥ Eqatls
" Enable

Tenda_24_2_ABCFA1

| Disable =

< Guest Network: Check/uncheck to enable/disable the guest network feature.

<> SSID Broadcast: Select “Disable” to hide your SSID. When disabled, no wireless
clients will be able to see your wireless network when they perform a scan to
see what’s available. If they want to connect to your router, they will have to
first know this SSID and then manually enter it on their devices. By default, it is
enabled.

<~ AP Isolation: If enabled, clients connecting to the guest network will be
mutually inaccessible.

<> SSID: A SSID (Service Set Identifier) is the unique name of a wireless network.

<> Security Mode: Determine whether to require authentication on wireless
clients. Select a proper mode from the drop-down menu.

4,5.6 Wireless Access Control

The MAC-based Wireless Access Control feature can be used to allow or disallow
clients to connect to your 2.4G or 5G wireless network. Here we present you how to
config such feature in 2.4GHz, which also apply to 5GHz.

Wireless Access Control
2.4G 5G
2.4GHz n=twork 881D -- "Tenda_ABCF60"
The Wirzless Access Control fzaturs can be vsed to allow or disallow clisnts at specified MAC addresses to connect to your
wirslzas natwork.
Wirzlass Acezss Control Disahle = I Aeezss to Wirslass Natworlk
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| Wireless Access Control |

2.4G 5G

Restore

2 AGHz networlk 881D -- "Tanda ABCF60"

Help

s

To

MAC Address Filter: Selecting “Disable” means to deactivate the MAC address
filter feature. “Allow” means to only allow PCs at specified MAC addresses to
connect to your wireless network while “Deny” means to only block PCs at
specified MAC addresses from connecting to your wireless network.

MAC Address: Enter the MAC addresses of a wireless client.

Add: Click it to add a new MAC to the MAC address list.

Delete: Click it to remove an existing entry.

allow only a PC at the MAC address of 00:e8:c8:a4:56:75 to connect to your

wireless network, do as follows:

Wireless Access Control

2.4G 5G
2 AGHz natwork 881D - "Tenda ABCF60"
The Wirsless Access Control featurs can be vsed to allow or disallow eliznts at spacified MAC addresses to connsct to your

wirzlzss nztwork.

‘Wirsless Access Control

Step1. Select“Allow” from MAC Address Filter drop-down menu.

Step2. Enter 00:e8:¢c8:a4:56:75 in the MAC address box and click “Add”.

Step3. Click the “OK” button to save your settings and you can add more MAC
addresses, if you like, simply repeating the above steps.

4.5.7 Connection Status
This interface displays the information of currently connected 2.4G and 5G wireless

clients (if any).
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Connection List

2.4G 5G

2 4GHz network S3ID -- "Tenda ABCF60"

This section displays info of connected wirsless clisnts.

The currently connscted hosts list:

NO. LIAC addrzss Link spesd

4,5.8 Wireless -Advance Settings

This section allows you to config advanced settings, including Beacon interval,
Fragment threshold, RTS threshold and DTIM interval, etc, for both 2.4G and 5G

wireless networks.

Advanced
246G 5G
AP Isolation [ Enatis
Beacon Interval 100 ms (range: 20 - 895 default: 100
Fragment Thrashold 2346 -.IEE
B.TS Thrashald 2347
DTIM Intarval 1

< AP Isolation: Isolates clients connecting to the private SSID.

<> Beacon Interval: A time interval between any 2 consecutive Beacon packets
sent by device. Do NOT change the default value of 100 unless necessary.

<> Fragment Threshold: Enter a Fragment Threshold (256-2346). Any wireless
packet exceeding such set value will be divided into several fragments. DO
NOT change the default value of 2346 unless necessary.

< RTS Threshold: If a packet exceeds such set value, RTS/CTS scheme will be
used to reduce collisions. Set it to a smaller value provided that there are
distant clients and interference. For normal SOHQ, it is recommended to keep
the default value unchanged; otherwise, device performance may be
degraded.

<> DTIM Interval: A time interval between any two consecutive broadcast and
multicast packet messages sent by the device to clients. When such packets
arrive at device’s buffer, the device will send DTIM (delivery traffic indication
message) and DTIM interval to wake clients up for receiving these packets.
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4.6 IPTV Settings

The IPTV feature makes it possible to enjoy online videos on your TV set via a
set-top box while surfing Internet.

IPTV

Enable IPTV r

Enablz [PTV 3T Port r

Save
Restore
Help

Enable IPTV: Check/uncheck to enable/disable the IPTV feature.
Enable IPTV STB Port: Check/uncheck to enable/disable the IPTV-specific port.

See below for the topology:

2.4GHz 5GHz

Internet
L ¢

~—~" -

Cable/DSL
MODEM

Dual Band Router

set-top box

Note:

1.1f you enabled both options mentioned above, then note below:

(a). Set IPTV connection type to DHCP/dynamic IP or static IP (IMPORTANT: Note
that the IP address should be on the same IP net segment as router’s WAN IP) if the
set-top box is connected to any LAN port from 1-3.

(b). Select the dial mode provided by your ISP if the set-top box is connected to the

IPTV-specific port.

2. After the IPTV port is set for IPTV purpose, PC that connects to such port will not
be able to obtain an IP address or access Internet. So think twice before you start.
Plus, LAN ports1-3 can only be used to connect PCs instead of an IPTV set-top box.
3.The IPTV feature does not support wireless access.
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4.7 Tools

System tools include the following 8 submenus. Clicking any of them enters
corresponding interface for configuration. Below explains, in details, each such
feature.

- Tools
Time&Date
Firmware Lpgrade
Backup&Restore
Restore to Default
Lzer Mame&Password
Reboot
Statistics

Logs

4.7.1 Time Settings

This section assists you in setting the device’s system time; you can either select to
set the time and date manually or automatically obtain the GMT time from Internet.

Time&Date

Time & Date

This szction assists you in sstting the device's currsnt time; vou can sither selzct to set the time and date manually or vpdate

omatically.

Notz:The configurad time and date sattings lose when the device is powered off. However it will bz vpdated avtomatically whan

it from Internst au

the router connects to the Internet. To activate time-based features) all),the time and dat= information shall be s=t Help

corractly first, sither manuvally or astomatically.

[ Syne with Internst time servers Evne Interval: | 2 hOUTS vI

Tims Zons: || GMT+08:00 )Bejing,China, Hong Kong,Singapore, Taipei ;I

{ Not=: GMT time will be vpdatad astomatically only when the devics is connected to Internat. )
Plzaza input tims and data:

|zc12 |_\'ea.r

5 |1ucmh | 24

Rk

16 |hout[7

|1uin:le

48 |se:cni Copy Local Time]

< Sync with Internet time servers: Time and date will be updated
automatically from Internet.

< Sync Interval: Determines a time length when device periodically updates
its time and date info from Internet. The default is 2 hours.

<~ Time Zone: Select your current time zone.

< Copy Local Time: Click it to copy your PC’s time to the device.
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4.7.2 Firmware Upgrade

Firmware upgrade is released periodically to improve the functionality of your
device and also to add new features. If you run into a problem with a specific
feature of the device, log on to our website www.tendacn.com to download the
latest firmware to update your device.

Firmware Upgrade

Firmware Upgrade

Usz this szction to vpdate your roster's software for better functionality or new fzatures.
Salect 2 Software File: [ Browse... |[upgrade]
Current Swstem Version: N60_V1.0.0.13_CN; Release Date:MMay 22 2012

Neta: do not powser off the router whilz vperading otherwisz it may be permanently damaged Upgrading takes 2 faw minutaes.

When it it complate the devies will reboot astomatically.

To update firmware, do as follows:
< 1.Click "Browse” to locate the firmware and "Upgrade” to update.
< 2.Router will reboot automatically when upgrade completes.

NOTE: Do not disconnect the device from your management PC (the PC you use to
configure the device) or power off it during the upgrade process; otherwise, it may
be permanently damaged. The device will restart automatically when the upgrade
process, which takes several minutes, completes.

4.7.3 Backup/Restore Settings

This section allows you to backup current settings or to restore the previous
settings configured on the device.

Backup&Restore
Backup & Restore
Usz this szction to backup corrent s=ttings or restors previos sattings.
Rave Sattings to Local Hard Drive:
Load Bzttinegs from Local Hard Dirive: | I Browse... ” Restore |

<> Backup Settings: Once you have configured the device the way you want it,
you can save these settings to a configuration file on your local hard drive that
can later be imported to your device in case that the device is restored to
factory default settings. To do this, click the “Backup” button and specify a
directory to save settings on your local hardware.
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<~ Restore Settings: Click the "Browse" button to locate and select a
configuration file that is saved previously to your local hard drive. And then

click the "Restore" button to reset your device to previous settings.

4.7.4 Restore to Factory Default Settings

Restore to Default

Restore To Default

To restors factory defaults, click the "Restors to Factory Default” button below.

Reztore to Factory Default

To restore all settings to the device's factory default values, click the "Restore to

Factory Default” button:
Factory Default Settings:

User Name: admin
Password: admin

IP Address: 192.168.0.1
Subnet Mask: 255.255.255.0

S

Note: To activate your settings, you need to reboot the device after you reset it.

4.7.5 Change Password/User Name

User Name&Password

User Name & Password

Use this section to change your login user name and password.
Mote: User name and password can only include letters, numbers or underscore!

Cld User Mame

Cld Password

MNew Password

I |
| |
MNew User Name | |
| |
Confirm Mew Password | |

Restore

This section allows you to change login password and user name for accessing

device’s Web-based interface.

Old Password/User Name: Enter the old password/user name.

New Password/User Name: Enter a new password/user name.
Confirm New Password: Re-enter the new password for confirmation.
Save: Click it to save new settings.

YV V VY
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NOTE: For the sake of security, it is highly recommended that you change default
login password and user name.

4.7.6 Reboot

This section allows you to reboot the device.

J Reboot

Reboot

Click the button below to restart vour router,

To restart your device, click the “Reboot” button.

Rebooting, please wait... 133

4.7.7 Statistics

Statistics displays current traffic of PCs on your LAN.

J Statistics

Statistics

[ Enable Teaffic Statistics
Rate Unit: KB/s (Kbyte par sscond) Disgley |In descending order of downstream rate =]

D Rases e Bwe  Pakes Gy R R

<> Enable Traffic Statistics: Check/uncheck the box to enable/disable the Traffic
Statistics feature.
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< Refresh: Click to update statistic data.
<> Clear: Click to remove statistic data.

Note: Enabling the Traffic Statistics feature may degrade router’s packet processing
capacity. So, do not enable it unless necessary.

4.7.8 logs
The Syslog option allows you to view all events that occur upon system startup

and check whether there is attack present in your network.
The logs are classified into 3 types: “All", “System “and “WAN".

Logs
View Log
Twp= of log: to dizplay: | All vI
Index Log Contant

5 157 swstem  ERROR.failed to vpdate members dyndns.orz with TP 172.16.101.42
4 197 system wanl down
3 197 system  wanl up

197 systemn  DHCP_GUEST Server Start

197 system  DHCP Szrver Start

Page 1
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A ppendix 1 Config TCP/IP Settings on PC

This section presents you how to config your PC’s TCP/IP settings (in Windows XP
and Windows 7). Before you start, make sure your PC has an installed NIC. If not,
please install one first.

Windows XP

If you are using Windows XP operating system, do as follows:
1. Right click“My Network Places” and select “Properties”.

'
My Network
places Qpen
Explore
Search for Computers...

Map Network Drive...
Disconnect Network Drive...

Create Shortcut
Delete
Rename

2. Rightclick“Local Area Connection”and select “Properties”

& Network Connections E]@
#

File Edit VYiew Favorites Tools Advanced  Help

@Back . ? /'__‘: Search { Folders Elv

Address er'_ Metwork Connections | '

- JA‘ LAN or High-Speed Internet
MNetwork T ._;;\E |

) :
= | | Local Area Connection
[5] Create e . Connected
conneckion = P S
___/a_ Realr z
£ Sk up a home or small == Disable
7 office network Status
g Change Windows Repair
Firewall settings
ej Disable this network Bridge Connections
device

% Repair this connection Create Shorteut

IjII Rename this connection | =

Rename
& Yiew status of this

connection Pronerties
Change settings of this —T%—

connection

b

Other Places

@ Control Panel
N,\] My Mebwork Places
D My Docurnents
4§ My Computer

b

Details
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3. Select “Internet Protocol (TCP/IP)” on the appearing window and click
“Properties” button.

<L Local Area Connection Properties

General | Authentication | Advanced

Connect uzing:
B8 Realek RTLE139 Family PCl Fast Et

This connection uses the following items:

gElient far Microsaft N etworks

J_EJ;FiIe and Printer Sharing for Microsoft Metworks
BQDS Packet Scheduler

¥ S Intermet Pratocol [TCPAP) §

Drezcription
Tranzmizzion Control Protocol/ntermet Protocol. The default

wide area network, pratocol that provides communication
across diverze interconnected networks.

Shiow icon in notification area when connected
[ Matify me when this connection has limited or na connectivity

[ Ok ][ Cancel ]

4. Select “Use the following IP address” or “Obtain an IP address automatically”.
a.To“Obtain an IP address automatically” simply click the corresponding button.

Internet Protocol (TCP/IP) Properties E]

General

You can get IP settings assigned autonnatically i pour network supports
thiz capability. Othemwize, you need to ask your network, administrator for
the appropriate [P settings.

(= Dbtain an P address automatically

() Use the following IF address:
IP address:
Subret mask:

Default gateway:

o
)

(7 Use the fallowing DS server addresses:
Preferred DMS server:

Alternate DMS zerver:

l Ok ][ Cancel ]
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b.“Use the following IP address”

IP address: Enter 192.168.0.xxx (xxx can be any value from 2~254).

Subnet mask: Enter 255.255.255.0.

Default gateway: Enter 192.168.0.1.

Preferred DNS server: Enter 192.168.0.1 in case that you don’t know the local DNS
server address (Or contact your ISP for help).

At last, click OK to save your settings.

Internet Protocol (TCP/IP) Properties

General

You can get [P zettings aszigned automatically if your netwark supports
thiz capability. Otherwise, you need to azk your network. administrataor for
the appropniate |P zettings.

() Obtain an IP address automatically
(2) Use the fallowing IP address:

IP address: 192 188, 0 . 2
Subnet mask: 2552585 .28 . 0
Default gateway: 192 168 . 0 .1

(5) Usze the fallowing DNS server addresses:
Preferned DNS server: 192 188 0 .1

Alternate DMS zerver

[ ]9 ][ Cancel ]

Windows7

If you are using Windows 7 operating system, do as follows:

1. Right click “Network” on your desktop and select “Properties”.
2. Click“Change adapter settings”.

3. Right click“Local Area Connection”and select “Properties”.

l —. Local Area Connection
-~
=  Broadcom_eCos_test
7 ™ &) Disable
Status
Diagnose
% Bridge Connections
Create Shortcut
Delete
“% Rename
% |Properties
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4.Select “Internet Protocol (TCP/IP)” on the appearing window and click the
“Properties” button.

;'i Local Area Connection 2 Properties ﬁ
i L

Networking | Sharing

Connectusing

l_-'." Realtek RTL3139/810x Family Fast Ethemet NIC

This connection uses the following items:

18 Clientfor Microsoft Networks

5005 Packet Scheduler

5File and Printer Sharing for Microsoft Networks

=& [nternet Protocol Version 6 (TCP/IPvE)

B8 i o Version 4 1P |

=& Link-Layer Topology Discovery Mapper IfQ Driver
=& Link-Layer Topology Discovery Responder

Install... Uninstall

Description

Transmission Control Protocol/Intermnet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

[ ok || cancel |

5. Select“Use the following IP address” or “Obtain an IP address automatically”.
a.To“Obtain an IP address automatically” simply click the corresponding button.

Internet Protocal Version 4 (TCP/IPv4) Properties M

General | plternate Configuration

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

[._é_. Obtain an IP address automatically j

) Use the following IP address:

Eé. Obtain DNS server address automaticallyj

) Use the following DNS server addresses

validate settings upen exit
“ oK UI Cancel ]
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b.“Use the following IP address”

IP address: Enter 192.168.0.xxx (xxx can be any value from 2~254).

Subnet mask: Enter 255.255.255.0.

Default gateway: Enter 192.168.0.1.

Preferred DNS server: Enter 192.168.0.1 in case that you don't know the local DNS
server address (Or contact your ISP for help).

At last, click OK to save your settings.

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

IP address: 182,168 . 0 . 2
Subnet mask: 255,255,255 . 0

Default gateway: 192 .168. 0 . 1

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server: 192,168 . 0. 1

Alternate DMS server:

[T validate settings upon exit

[ OK H Cancel ]

60



Tenda 300Mbps Concurrent Dual Band Wireless N Router

NCC Notice
KRR ARZRINERISESER , I , N8, BEEERENAEEREEER, ITATh=RE
BT SR IR,

RRGHEBH A FRA SR ERMTERBES AEE | KERERERSN , BZAER | UNER
ERIBISSEETR. IESAEE  BERECHREEEZEGSE. MIRMESHERSSAEE
R T¥. MNBERBEAESNENMEESREZRE.

5.25 ~ 5.35GHz PR=EMHER (802.11a used)

FS

FCC Statement

Operations in the 5.15-5.25GHz band are restricted to indoor usage only.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that
may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this

equipment.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.
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Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator & your body.

NOTE: (1)The manufacturer is not responsible for any radio or TV interference
caused by unauthorized modifications to this equipment.(2) To avoid unnecessary
radiation interference, it is recommended to use a shielded RJ45 cable

CeD

CE Mark Warning

Operations in the 5.15-5.25GHz band are restricted to indoor usage only.
This is a Class B product in a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures

NOTE: (1) The manufacturer is not responsible for any radio or TV interference
caused by unauthorized modifications to this equipment. (2) To avoid unnecessary
radiation interference, it is recommended to use a shielded RJ45 cable

"The product can be used without restrictions in the following countries: all EU
member states except France and Norway.

The product can be used with limitations in the following countries: France (for
indoor use only) and Norway (20 km in the center of Ny-Llesund)."

Safety Instructions

1.0peration temperature range : 0-40°C

2.For applicable power supplies see user manual
Adapter information:

Model:TEA09X-09100 (X=A orE or U or D)
Input: 100-240V,50/60Hz,0.3A

Output:DCOV-1A
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