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Item Presentation Example

Cascading enus > System> Live Users

Parameter and value Bold SetUser Namdo Tom

Variable Italic Format XXXXXXXXXXXX

Ul control Bold On thePolicypage, click th@®©Kbutton.
Message ag ThedSuccessmessage appears.
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Symbol Meaning

This format is used to highlight information of importance or special interest.
@NOTE Ignoring this type of note may result in ineffective configurations, loss of data oi
damage to device.

QTIP Thisformat is used to highlight a procedure that will save time or resources.
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Version Description Date

1. Optimized the description dhe VLAN settingdVireless

V2.2 settings MAC filterand Spectrum analysifinctions. 2024-05-30

2.  Optimizedsentence expression.

1. Added the description of thBacket filterand Management
RFunction.

V2.1 2. Optimized the description of theCTV surveillanckogin 2023-11-30

Wireless statuand Spectrum analysifeinctions.

3. Optimized sentence expression.

1. Addedthe description offransparent WDftinction.
V2.0 2021-11-25
2. Fixed some known issues

V1.0 Original publication. 202007-04
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1.1 CCT\survelillance
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1.1.1 Solution
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1.1.2 Set up the CPExample: O¥1.0
Option 1:Peerto-peerautomatic bridging fecommended)

I:J/NOTE
- 1 dz(i 2 YONBARYERR 2yt & | LI X @ISt S yos FIWIRME aSaidAay3a

- 2 KSYy LISNF2ANNMIYN aMNISRAAY AT Syadz2NB (fmdihea2 yf e (g
each other. Otherwise, the bridging may fail

- I #FSN) 0 KSsucoe@ERAKYI 51 /t ASNBAOS 2F GKS /68aara |
2T GKS /t9 ¢g2NJAy3 Ay 't Y2RS NBYlIAya dzyOKIl y3
G2NJAYy3a Ay [/ ftASYd Y2RS A& OKFYy3ISR (2 M@pHPMCy D

stepl tfF0OS MiKPSHG202 Sl OK 203G KSNID

— S
Tenda Tenda
/'t 9wm / t 9H

Step2 t2 6 SNJ 2y dAiIXKEBS NB Aa) @ S G2 NOALED S E
1. Remove the covenf the CPE.

2. Use an Ethernet cable (CAT5eabpoveis recommended) to connect the POE/LAN port of
the CPHo the PoE port of the PoE injector.

3. Use the included power cord to connect the PoE injector to a power socket. The POE/LAN
indicator of the CPE lights up.
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QTIF’

- If the CPE supports DC power supply, you can use the correct power adapter to power on the
CPE. The power parameters can be checked on the label of the CPE. If the power adaqatdr (5.5
mm) is not included in the produpiackage, you can purchase it by yourdelf

- {2YS OHdmER2 9 LR ISRNOWKBKE & 999 ynuHdol F adlk yRINRGE
666 DPESYRUBDEHNDK F2N G§KS aLISOATAO LINBPRMMMG AY2RS
2y (0KS RSGFAfA LI 3So

- ¢KS YIEAYdzY t28&80R gO8) adzllLe Bl @®RCBB) REOKAL &8 &
666 PISYRGBDEHNDK F2NI §KS &LISOAF2A0) (LANBR 820 Yy R2 R S

O1 GKS YFEAYdzZY t29 LJ326SN

R2gyf 2RRIIBKSSG G2 OK

/ t 9m ; o} t26SNJ 420"
Ax'
t Ay 2 S Qe 1
t 9 [

T 19 Y R

After the two CPEs are powered on, they stawrtlging each other with their LED1, LED2 and LED3
indicators blinking fast. When the LED1, LED2 and LED3 indicators of one CPE are lit solid and the
same indicators of the other CPE blink slowly, the gegyeer bridging succeeds

QTIF’

@N) hu | yROE#EISIS NUKBNMBBASRENE Aa Fa F2if264Y

 FASNI GKS G662 /t9a FNB LRSSNBR 2ys (KS& gAff ONJF
[950 AYRAOFG2NA 2F 2yS /t9 INB fAl a2f AR FyYR (K¢
i#ISSNJ ONARIAYI adzO0SSRa

LED1 LED2 LED3
[t 9m x ]/t 9mn
't Y2RS /| ftASyld Y2RS
[ 95 W3R HO AY [ 95 MX H Yy
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@ ® ® @®
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QTIF’

LT (MRISENINGNARIAYB FrIAfEE2 / O HWR2 | AFQAY2NE aSad

Option 2 Manual bridging

o

Stepl tf I OS MKGSE@B202 Sl OK 20 KSNII
—_——
Tenda Tenda
/'t 9m [/t 9H

Step2 [ 23 Ay G2 GMES ¢So 'L 2F /t9

1. Power on the CPHpowered by Polhjectorin this examplg
- Remove the cover dhe CPE.

- Use an Ethernet cable (CAT5ebpoveis recommended) to connect the POE/LAN port
of the CPHo the PoE port of the PoE injector.

- Use the included power cord to connect the PoE injector to a power socket. The
PoOE/LAN indicator of the CPE lights up.

QTIP

- If the CPE supports DC power supply, you can use the correct power adapter to power on the
CPE. The power parameters can be checked on the label of the CPE. If the power adaqtdr (5.5
mm) is not included in the product package, you can purchase it by yabrself

- {2YS OHdmtR2 9 LRI ROWKBKE & 999 ynuHdol F adl yRINRGE
666 PISYRGBDEHRNDK F2NJ 6KS &aLISOATAO LINRBRAzOG Y2RS
2y GKS RSGFIAfA LI 3So

- ¢KS YVYEAYHz LJ2 6 58I B dzZ08) & dzRILIZ NI ®RCB B REOKATLI &8 O
666G SYREBDEHLNBDK F2NJ (KS &LISOATALY fLANBR dz0l y R2 RS
R2gyf2FR GKS RIF{GlFraKSSi 68 AN el RSaAVI FOBAzE T
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[/t 9m*~

2. Connect the computer to the LAN port of the POE power supply using an Ethernet cable.

/ 2 YLJzi S

Q

3. Start a welbrowser on your computer, visit the IP address of the GBE.{68.2.10y
default)in the address barand press th&nter(or Return) key on your keyboard.

C @ 192.168.2.1 o a
4. Enteryour user name and password, and cliggin

04v1.0

Default user name: admin

Default password: admin et

9 English v

Forget password?
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QTIF’

LT orR&ISTIS R2Sas yiesd MAISHII2NdA YT YSGK2RAY

9y adzaNE GKFG GKS /t9 A& LRGSNBR 2y LINPLISNI &o
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9y &dzNBS (Kt (iF RKRNB&aa 2F GKS 02 YLdzi SINI o2\ 25/ &Y Lk 25
GKS Lt EGERBNB&aEA 2& MpHPMcy PHOMIE &2dz OFry asSi (K
MMPH OMOWNDPYBSAGFNRBYn ol yR Aa y2i 200dz2LASRO @

LF Y2NB GKIFIYy 2yS /t9 Aa O02yySOGSRI Y2RAFTeée GKS

RdzS (G2 Lt FRRNBaa O2yFtAOG®

step3 { St It a@RS

1. Navigate toQuick SetupSelectAPmode, and clickNext.

Select a working mode:

® AP
Client
Universal Repeater

WISP

Repeater

P2MP

Router

2. Set wireless network parameters and clidéxt.

Set anSSIDwhich isTenda_123456n this example
SetScurity Mode, whichisWPA2PSKn this example
SetEncryption Algorithm which iISAESn this example.
SetKey.
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Quick Setup==>AP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

SSID Tenda_123456

Channel v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
Kay | sesesens

prEVi ous m

3. ClickSave and wait until theCPEeboots tomake the settings take effect.

Quick Setup>>AP

pre“lious m

The device is set to AP, click "Save” to apply the settings.

Stepd [ 23 AYy G2 OGKISYRBSHS) LZ2FiKS 9ME ASYld Y2RSo
1. Refer toStep 2to log in to the web Ul of CRE

2. Navigate toQuick SetupSelectClientmode, and cliclNext.

Quick Setup

Select a working mode:

AP In this mode, the device c s a wireless network based on the current wired network

® Client In this mode, the de adapter to connect to the wireless network of upstream A

etwork for broader netw

Universal Repeater In this mode, this device extends

an existing wireles

WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides

wireless access point.

P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

Router connect to modem in wired manner, and provide network access point

3. Selectthe wireless network to bridgéom the list which isTenda_123456n this example,
and clickNext.
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LT @2dz Ol g ¥ RBIFas2RBNY & KS i 2 2 NEH. BRIWRY KIBK S
gANBf Saa TFONEOGARIYAY & KSY

Quick Setup==Client

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan () Scan again

Upstream AP Tenda_123456

Signal
Select SSID Channel MAC Address Security Mode et
Strength
. Tenda_123456 WPAZ-PSK,AES 1.]1“

4. Enter theWi-Fipasswordof the upstream wireless netwoik the Key, and clickNext.

Quick Setup>>Client

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next" to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address

Channel v
Security Mode WPA2-PSK v
Encryption Algorithm  ® AES TKIP TKIP&AES
Koy | sreesees

pr EVi ous m

5. Set thelP addres®f CPR to an unused IP addredelonging to the same subnet GPH.
St the Subnet Masko the one sameasCPH, and clickNext.

In this examplelP Addresss set t0192.168.2.10&nd Subnet Masks set to
255.255.255.0

Quick Setup>>Client

Set the IP address to an unused IP address belonging to the network segment of upstream AP.

IP Address 192.168.2.100

Subnet Mask 255.255.255.0

6. ClickSave and wait untilCPR reboots tomake the settings take effect.
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Quick Setup=>Client

The device is set to Client, click "Save" to apply the settings.

prEViOUS m

Ty R

When the two CPEs staliridging each other, all the LED1, LED2 and LED3 indicators blink fast.

When the LED1, LED2 and LED3 indicators of one CPE are lit solid and the same indicators of the
other CPE blink slowly, the bridging succe@d2 OKS O] GKS { { L Xz IGfRI | B¢ 2
02 GKS ¢Sol YR ¥¥ GiaERAmHSS &2 O

@N he YR hbINPORKRRAANENARAAKVE F2f{f26aY

2KSy GKS Gg2 /t9a alGFNI oOoNARIAY3I SIOK 20KSNE GKS
[ 95[M5H YR [950 AYRAOFG2NA 2F 2yS /t9 INB fAlG &
0t AylAy3Is GKSP 6NARIAYI &dz00SSRa
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1.1.3 Instal the CPEExample: O¥1.0)

{ St SO0 FgEi2FAVRSAOGKENRA20 0ORAPR2EYIKS Y2y Ad2l
[t9 (2 GKS O2NNBALRYRAYy3I t20FGA2Yy®
T 2 KSY (KS Y2yA(l2NAYy3 Ne2Ve®xw iKSO0Si S®I 02 A
G2 OSYI™NND A aidl ftFGA2Yy @
1 2 KSYy GKS Y2yAG2NRYy 3 NR2AVF AGEK St 253 FSIE Ri 2000 233K
{OSYITNNB Ay aidlttl A2y ®
Elevator shaft
:'.,|-'q '-I. ...... “-IP camera
Switch
i.— ------ ...CPE2 (Client mode, Camera side)
= Monitor
— . =
IE_\% ----------- *-CPE1 (AP mode, NVR side)
(

Monitoring room
Scenario 1

.- CPE1 (AP mode, NVR side)
S
-
Q‘i ---------- CPE2 (Client mode, Camera side)
I. m'. ------- fan e IP camera

Monitoring room

Elevator shaft

Scenario 2

10
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Check the LED1, LED2 and LED3 indicators GREeto confirm whether the positions are proper.
The more LED indicators light up, the better the connection quality is.

The LED indicator descriptions of the CPEs below are for reference.
[ 95 LYRAOFGz{ G {dza 5Sa0ONRLIGAZ2Y

The CPHEs connected t@ device
Solid on: The CPE may work in AP, Iéebeater': P2N
Router mode.
Blinking: The CPE may work in Client, Universal
Repeater or WISP mode.

I Each LED indicator is set with a received signal strength va
which is the threshold for the corresponding LED indicator t

[95mMs [95unx {2t A.RE R2Y9 light up. You can judge the connection quality throtig
A = A oA status of these indicators.
O0wWS OS A JERNIaY

You can change them on thireless> Advancedpage of
the web Ul of the CPE.

Different models of CPEsvedifferent LED indicators an
working modes. The actual product prevails.

No device is connected to the CPE, or theeived signal

h# strengthis less than the RSSI threshold.

11
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1.2 ISPhotspot connectiorWISP mode
¢ KS 713/6 SN;VSG I 00S&aa Ay yO2yy SIWYBYyaANYSERASNIZS N
d PK20GalLR2io
1.2.1 Solution
hnt M®A dza SR T@ NI MHE O $I78 dzWIB ¥ A RS/ NI NeRI KASANY A/ £t |- 9N3ID
OT\P

To quickly set up monitoring network, it is recommended to configure the CPEs before instalftion

1.2.2 Set up the CPE
Stepl t 26 SN 20 Li2KeS NBRYy @ 8\ Qi 2i0KA & SEF YLX S0 o
1. Remove the coveof the CPE

2. Use an Ethernet cablg€AT5e oaboveis recommended) to connect the BA.AN port of
the CPHo the PoE port of the PoE injector.

3. Use the included power coitd connect the PoE injector to a powsocket The POE/LAN
indicatorof the CPHights up.

t23SNJ 4201 S

t2 6 SNJ 02 NR

-~

I'_Iﬁl
1t29 AYc
- t Qi
.

step2 { SO0/ GRBRBL{YBRS®

1. Use an Ethernet cable to connect your computer to ltdNport of the PoE injector

12
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o

/2 Y Lddz( S NJ

2. Login to the web Wbf CPEandnavigate toQuick Setup
3. SelectWISPmode and clickNext.

Quick Setu p

Select a working mode:

D AP In this mode, the device creates a wireless network based on the current wired network

O Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
© Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

® WISP In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

O Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides
wireless access point.

QO P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide
wireless access point.

O Router connect to modem in wired manner, and provide network access point

4. Select thewirelessnetwork of your ISP hotspothich isTenda_123456n this example,
and clickNext

13
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Quick Setup>>WISP

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan () Scan again

Upstream AP Tenda_123456

Signal
Select SSID Channel MAC Address Security Mode ,m‘l )
Strength
. Tenda_123456 WPAZ-PSKAES ﬂ!ﬂ

5. Enter theWi-Fipasswordof your ISP hotspadh the Keyfield, and clickNext.

Quick Setup>>WISP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next” to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address

Channel T
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
Key | sseseses

prEVi ous m

6. Select thdnternet Connection Typef your ISP hotspotwvhich isPPPoEn thisexample
Enter the PPPoOE user name and password provided by your ISP, ahkxtick

Quick Setup>>WISP

Please select an internet connection type, and enter the internet parameters provided by your ISP.

and click "Next".

Internet Connection Type DHCP (Dynamic IP) Static [P Address ® PPPoE
PPPoE User Name

PPPoE Password

PrEViDus m

7. Customize the&sSIDandkey, andclickNext.

14
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Quick Setups>WISP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

SSID(Wireless Network Tenda

MName)
Channel v
Security Mode WPAZ-PSK v
Encryption Algorithm  ® AES TKIP TKIP&AES
Key | seeenses

Pr EVi ous m

8. Setan|P addresshat belongs to a subnet different from your ISP hotsgedr exampleif
the IP address ofour ISP hotspat 192168.2.1, youcan setthisQPE Lt | RRNB A &
192.168X.1 (Xranges fromD to 254 excluding 2. Then clickext.

Quick Setup>>WISP

Specify the device with an IP address whose network segment is different from that of IP address of ISP access point
or upstream AP.

IP Address 192.168.3.1

Subnet Mask 255255 2550

pr evi ous m

9. ClickSave and wait until theCPEeboots tomake the settings take effect.

Quick Setup>>WISP

The device is set to WISP, click "Save” to apply the settings.

pFEVious m

2KSY [95MX [RPREQIFYREE 95N off KAS/ {M&y 302y Yy SOUSR
20aL120G #dz00Saa¥dz @&
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[ 2 IANYR f 2 32 dzi

QTIF‘

¢KAA dzaSNJ I3dA RS A& F2N O2yRyHdedl @iK2yi NEKBES NBWR R0
FdzyOliAz2ya RSAONAROGSR KSNB® CdzyOiAazya F@gFAatlofsS Yl
I Ol dzt f LINBRdzOU @

2.1 Login
2.1.1 Loginwith computer

Stepl [/ 2y ySOG GKS O2YLIMziSNI 2 GKS /t9 2NJ GKS aga
Step 2 Set the IP address of the computer to an unusead within the same subnet as the GBH. T
GKS BF/ KRS /Styd of SR &1 AL GKAA aGSLY
C2NJ SEFYLX Sz AF (KS Lt FRRNBaa 2F GKS /109
O2 YLz SNJ -2 Nak dyradsnici @@ @rn ol Yy R By R/ 2a(idzo2yC8didzLIAL €
Hpp ®H p pridedotiowidgiigure is for reference only.

=
Internet Protocel Version 4 (TCP/IPv) Properties M

General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the folowing IP address:

IP address; 192,168, 2 . 10
Subnet mask: 255,255,255, 0
Default gateway:

Obtain DS server address automatically
(@) Use the following DMS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

CK

| (o e |
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NI I S0 0NEP g a&rfeNthetigfault P adbids©O thid G S NI

(192.168.2.1in AP mode 00.92.168.2.2n Client modg, | y RSB & yi¢SAWE (0 azNy/

158

ANy 185Rdz2 NR®
C @ 192.168.2.1 o a

Step4a QY BBMNI dza SNJ y I YS |y R 2 BhefalevanddRytre i$ fgr Refet®ricé O |

only.

Default user name: admin

Default password: admin et

Q English v

QTIF'

Forget password?

- LT IoR&ISAS R2Sasx yiekd HAAISI2NGAY T YSUEK2RAY

AAAAAA

9yadaNB G(GKFG GKS /t9 Aa LRoSNBR 2y LINBLISNI &od
0K 02 YUHKABSNI A aLBDRIYSDIERS /t 9 LJ

9y adzNBE GKI S

9y &dzNBS (Kt (G RRNBaa 2F (K V8 Yaldzo § Sd 608N YRR YLE
AT GKS Lt FTRRNBaa 2F GKS /t9 A& MpHPMCY PHDOMZ
MPH PMOWHYBSAGEFPRYII YR Aa y20 200dzLIASRO @

LT Y2NB/ iRd yOR2WYSOGSRY Y2RATE MEXSA R tf FRBERYNBTAIAA

G2 Lt RRNBaa O2yFftAOQGO®

wSasSid GKS /t9 wiRa S OHPINSANRRYSHI 9 A G2 1KWi2S (RS 3R 23501 Nil
Sl 6GaEKDY { 2MS HBANI  62dzi vy aSO2wKREAM &t yR (K

AOFG2NR f A3IKG  dzLJ

- ¢KS RSTlLdzZA G f23Ay dza SNDNBRWS yE FHRS (La 25Ng| 6 2aNFRO d2NBR (i
02 EKS20dHKIF y3IS @&zZESNX gBXY KWYR LI adaég2NR

T 191y IR
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I T i KafzO0S a ad2adz ORVHAYZYF A Id2NE GKS /[t 9

Current Mode: AP

A Status Quick Setup

¢ Quick Setup Select a working mode:
® AP In this mode, the device creates a wireless network based on the current wired network

wireless netwo

Network . . .
® Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.

= Wireless Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

WISP  In this meode, this device connects to an access
x Advanced wireless network.

point provided by ISP in wireless manner, and provides the
Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless
&, Tools access point.

P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

Router connect to modem in wired manner, and provide network access point

2.1.2 Login with smartphone or tablet
¢ “[)St KRASI y SEl YLX S

Step 1 yys 0KS &aYFNILK2YS (2 (KSSHFRNBMSD il pgeASA|

< Settings WLAN

WLAN @)

NETWORKS

Tenda_123456 8 =@

Step 2 Setthe IP address of the smartphone to an unused one within the same subnet as tihe CPE
OLF GKS 51/t 2F GKS dt9 A& SyloftSRT aiAaLl i

18
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C2NJ SEI YLXt ST AT GKS Lt | RRNBaa 2F GKS /t9
O2 YLz SNJ -2 Nt dyrddsnéici @ @n ol YR (AA W@2H 2d0\80k ¢

HPpPpPHPP PHPPPNO

WLAN Tenda_123456 q
< - < Back Configure IPv4 Save
Join This Network
Automatic
Private Address \s\T‘ ) Manual v
WLAN Address BootP
Using a private address helps reduce tracking of your iPhone
across different WLAN networks. ||»
MANUAL IP
IPV4 ADDRESS L L e e e
: Configure IP Automatic > - IP Address 192.168.2.10
DNS : Subnet Mask 255.255.255.0
Configure DNS Automatic
: Router 192.168.2.1
HTTP PROXY
Configure Proxy Off

Step3 [/ 2y ySOG G2 GKS /t94a apANBftSaa ySGio2N] &dzO0C

< Settings WLAN

WLAN - @

v Tenda_123456 a®Q@®

NETWORKS

Step4a {GF NI | 06 NP gaS NI angenerahdzifadlt YA abdiesdfoRthe EPE
(192.168.2.1in AP mode 0692.168.2.2n Client modep

192.168.2.1 Cancel

19



Step5 9 Y BBMNI dzASNJ yI YS
2yfeo

AA 192.168.2.1 ¢

Ty R

I Fii&as68z00S aapdaA Off 33 O Y B 3 dzNB

520dzYSy i nSNEA 2

I Y R2 RIS 6B NIREZ2 4 AyRT OF M DdzNB
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2.2 Logout

I FOSNI 82dz £ 22 7FA i KE2 NKKES GRBa SIYLiBR 20z Pdzi 2 ¥FOARB

2 LISNI (A 2yt 26RAVK AlYA YGOKESSAH | dzf/ G NPt ¥ S NIz 6 A @St ez &2d
[ 232¢z( G KS dzLILISNI NAIKG O2NYySN) G2 SEAG GKS 4S50
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2 S L

3.1 Web Ul layout

¢tKS ¢So /ltlRaz2 P2kiRk SR
YIE@AILGA2Y GNBS> (o6

An 2

AZTFTAYOMBROY I KBS (G NE S
> FYR O2yFA3IdzNI GA2Y | NBI ¢

Current Mode: AP
A Status LAN Setup e
4, Quick Setup 0 MAC Address C8:3A:35:15:87:50
@ Network IP Address Type Static IP Address v
DHCP Server

DHCP Client Subnet Mask 2552552550

ALY IR Default Gateway 0.0.0.0

T Wireless
Primary DNS Server 0.0.0.0

Advanced
X Secondary DNS Server 0.0.0.0

% Tools

A Device Name 04v10
QTIF‘
Cdzy OGA2yad 2NJ LI NHYYRAICHINEE2NigK | NS © ISWBRR EXBENI (K S
OdZNNByYy i O2y FTAIAdNI GA2yad
No. Name Description

Levell navigation tree

Used to display menu items of the CPE in the form of a navigation

Level2 navigation tree that allows you to quickly access functions

Tab

Configuration area Usedto view and modify configuration.

22



520dzYSy i nSNEA 2

3.2 Commonbuttons

¢CKS F2fft2gAy3 G o foHzIRIREYCGNAN o8 3 £ (koS SO 2YWY 21K S

Button

Refresh

Cancel

Description

Used to update the contemston the current page.

Used to save the configuration on the current page and enable the configuration
take effect.

Used to go back to the original configuration without saving the configuration on -
current page.

Used to view help information corresponding to teettings on the current page.

23
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v dzASO U dzLJ

QTIF’

- ¢ Kdzd@ 3 A RSOAAT AFINEDE SINRWOS 2 YA yER Ali B R (i FRRERKI RIZD Uy ImldzL JLI2 |
Fff TROEGONAMEROKBRIFME 6 S YI e JF NBEh 6310KS (ST §J
0§KS | Oldzr f LINRPRdzOG @

- L ¥ IX i {9 & two CPEs are preonfigured and can be installed directly

CKAA Y2RdzZ S Syl ofSa @2dz 12 dBOLY¥RB RELWAE &RrK&
YySig2N] @

Different working modes are described below. Select one to fit your needs:

i | ¥In this mode, the CPE converts a wired network into a wireless one.

1/ _f AYIftii$imode, the CPE works as a wireless adapter that can connect to other
wireless networks. The CPE does not provide wireless conngcsiortlient devices
need to be connected with an Ethernet cable.

T L VA @S NA I Yin this 00ds, lthé SPEextends an existing wireless network for
broader network coverage. The wireless information (such as SSID and password) of
the new network is the same as the upstream wireless network.

i 2 L {Mn this mode, the CPE connects to a hotspot provided by ISP in a wireless
manner, and provides the wireless netwoifthe CPE can also be connected to the LAN
port of an upstream wireless router to obtain the IP address by DHCP (Dynamic IP),
staticIP address or PPPOE for internet access.

1w S LISYnithts Mibde, the CPE connects multiple wired networks through wireless
bridging, and provides wireless access point.

T tHaky OGREE/ WASyySOGa YdZ GALE S 6ANBR ySi
ONAREI odzi R2Sa y20 LINPODOARS ¢ANBf Saa |-Oéé

T W2 M YNIGKA S/ YORGESHMRESRS Y gANE R YRy gSNY Ay
RRNB&aa o6& 51/t 658ylFYAO LtoxX adraao Lt
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4.1 AP mode
4.1.1 Overview

In AP mode, the CPE converts a wired network into a wireless one by connecting to the internet
through an Ethernet cabte

¢CKS /t9 A¥dzZttf ¥2RENIA HALHKY HYNMNVRENIH It 9 WKISALIS | (S

Sail odRBRENDS ¥ 6 {i KiPh&MPllowing figure shows how the CPE in AP mode works
with the one in Clienimode.

AP mode| ™ ))) ((( | Client mode

Router

Computer

4.1.2 Set AP mode

Stepl [23 AY (228 KStX% RN FividA O 2p{ S dzLJ

step2 { StIStWE RS | W BGt A O

Quick Setup

Select a working mode:

® AP In this mode, the device creates a wireless network based on the current wired network
Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.,

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

access point.

P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

Router connect to modem in wired manner, and provide network access point

25



520dzYSy i nSNEA 2

Step 3 Specify wireless network parameters acleckNext.
1. SetSSIDwhich isTenda_123456n this example
2. SetSecurity Mode, which isSWPA2PSKn thisexample.
3. SetEncryptionAlgorithm, which iSAESn this example
4.  SetKey, which isUmXmL9UKn this example

Current Mode: AP

Quick Setup>=>AP

You can set up your wireless network name and wireless password here.

Mote down your wireless password.

* SSID Tenda_123456

Channel Auto v
*  Security Mode WPAZ-PSK v
* Encryption Algorithm @ AES TKIP TKIP&AES
* Key | seesemes

PrEViDus m

tF N YSGSNE RSAONRLIIAZ2Y
Name Description

SSID Specifieghe Wi-Finameof this CPE

Specifies the operating channel ofdiCPESelect a less used channel in the ambier

environment to reduce interference.
Channel
Auto indicates that theCPEautomatically adjusts s operating channel based ¢me

ambient environment.

Sedfies the secuty mode of the wireless networlincludng None WPAPSKWPA2
PSKandMixed WPA/WPAPSK

Security Mode

Stepd | £ AOPSHYR 61 AUNRD/ANIE SKBKS aSidAay3aa (11

Quick Setup=>=>AP

The device is set to AP, click "Save” to apply the settings.

Ty R
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4.7 Clientmode
4.2.1 Overview

In Client mode, the CPE serves as a wireless adapter that connects to the wireless network of an
upstream AP. The CPE doe$ mmvide wireless access, saléent device needs to be connected
with an Ethernet cabl®

CKS //f ASFRIRdz £ f & BRMPYt s VGRNBIARSEINIDISAt I I yOS
YSUoRWR Zdza SV/G R E/RISE O20y/tSOQIdy B8 iSGg2N] G2L12f 2
I & o0d5f 2 &

AP mode | ™ ))) ((( “% | Client mode

- IPcamera

tompuﬁ?r
4.2.2 Setdient mode

Stepl [23 AVe8@2GKSt RN FvidA O 2p{ S dzLJ
step2 { St/SIONVSYHS | y B S@fiA O

Quick Setup

Select a working mode:

AP In this mode, the device creates a wireless network based on the current wired network
® Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.

Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the
wireless network.

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides

reless access point

RCILI'EEI' connect o moden In I —'I manner, and provide Network access point
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step3 { STBKOS gANBf Saa FNRIW 2INE B Kis2® ORNIGREHG 0 igkKch & SEIL
FyR 3% 8D
QTIF’
LT &2dz Ob ¢y RBISHAGRRBYY & KS 624 fs )@I&MGRYIUESKS
GANBEt Saa FdzyOQirazyo ¢KSy GNB | ILAY
Current Mode: Repeater

Quick Setup>>Client

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan O Scan again
Upstream AP Tenda_123456
Select SSID Channel MAC Address Security Mode STSriS:;tlh
. Tenda_123456 WPAZ-PSK,AES 1.111

Step4 9 Y U SNHICORHK S & 2 NR § K SgA NP S@EESHYRA apaimo MigeI S R

YR 3D

Quick Setup>>Client

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next" to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address

Channel v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key | seseeses

Previous m
t I N} YSGSNE RSAONALIIAZY
Name Description

Upstream AP Secifies thewi-Finame(SSID) of thevireless networko be bridged

Soecifies the operating channel of tlvdreless networko be bridged. Iwill be

Channel automaticallypopulated when you select an SSID to bridge.

Yecifies thesecurity modeof the wireless networko be bridged. Iwill be
Security Mode automaticallypopulated when you select an SSID to bridge. Ifatreless networko
be bridged has &Vi-Fipassword, you need to enter the password manually.

28
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Step 5 Specify IP addes parameters and cli¢kext.

1. Enter an unused IRddress withirthe same subnet as the peer CRich is
192.168.2100in this example

2. Enter the subnet mask of the peer CRihichis 255.255.255.0n this example

Quick Setup > =Client

Set the IP address to an unused IP address belonging to the network segment of upstream AP.

IP Address 192.168.2.100

Subnet Mask 55.255.255.0

PrEViDus m

- - RN

Step6 /£ AOBSEYR 61 AR/ A0S 26065 wE a

Quick Setup>=>Client

The device is set to Client, click "Save" to apply the settings.

PFEViOUE m

T YR

I F34 SN (NG @Rty yduasettings as follows.

[ 20y (2 IKBKS ORI SAES ii1SH ¢za & K 8Bt S 4¥a2 R diftstiraitsat
Working Modeis set to Client mode andlP's MAC Addresshanges to th@ne same as thpeer
CPE's WLAN MAC addmess
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4.3 UniversalRepeater mode

4.3.1 Overview

y'!' vASBSNEL V2 RE&EIS I9E SNy RaA NBEEeRANNI 0 NBF RSNJ ySi g2
CKS GANBISZE Ay ERAMRRVAER GFAVRENRYR2T (GKS ySg 6ANB
alYyS a GKz2asS 2F GKS dz2JaiNBIY gANBfSaa ySiag2N
¢CKS /ItyOh AASNE I ¥ 2 RS LIGzE dzB NI & gRN &Y @& SIKA (IAKeSS ® & KO |
AdINDSYBCUubgQF P ¢KS ySig2N] (2LRf23& Aa akKz2gy |

) )

_— ))) ((( _—

It Y2 ' YADGSNAELF V2 R

{ 6AG

L ERE &0
b+w

/ 2 Y LJdz
4.3.2 Set Universal Bpeater mode

Stepl [23 AY G2 Fi KK SoJBRR Flv @A O 2p{ S G dzLJ

A .z o Z,A P R )

Quick Setup

Select a working mode:
AP In this mode, the device creates a
Client In this mode, the device works as a
® Universal Repeater In this mode, this device extends an existing

WISP In this mode, this device connects to an access point provided by ISP in
Repeater In this mode, the device connects to multiple
P2ZMP In this mode, the device connects to multiple

RC}LItEI' CONNECT To MOodem In

30



520dzYSy i nSNEA 2

step3 { SEHBOFT sANBE Saa FNRIW 2INE B Kif2® YoRNTGEREHS MKk & SEI
YR HO$RD]
Quick Setup>>Universal Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "MNext".

Scan () Scan again

Upstream AP Tenda_123456

Select SSID Channel MAC Address Security Mode Signal
Strength
. Tenda_123456 WPAZ2-PSK AES 1.“1
QTIF’
LT &2dz O ¢y RB/ SHasRRB Y y &K S AHR LB H. Saday Ry | 6 K S
GANBt Saa FdzyOlrazyod ¢KSy GNEB | 3ILAYyO®

Step4 9y i SNKONS N 4 8 F NERIKSH KB INBt S&a yyBFES 2[R 1OF @ D ]

Quick Setup>>Universal Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Mext” to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address

Channel v
Security Mode WPA2-PSK v
Encryption Algorithm  ® AES TKIP TKIP&AES
* Koy | sesseees

Previous m
tF N YSGSNB RSAONRLIGAZY
Name Description

Upstream AP Secifies thewi-Finame(SSID) of thevireless networko be bridged

Channel Soecifies the operating channel of tlvdreless networko be bridged. Iwill be
automaticallypopulated when you select an SSID to bridge.

Secifies thesecurity modeof the wirelessnetworkto be bridged. Iwill be automatically
Security Mode populated when you select an SSID to bridge. Ifthieless networko be bridged has a
Wi-Fipassword, you need to enter the password manually.
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steps5 { LISOATFTE Lt | RRNBHS®WI N YSGSNE yR Of A 0}

1. Enter an unused IP address within the same subnet as the peer CPE, which is
192.168.2100in this example

2. Enter the subnet mask of the peer CPE, wis@b5.255.255.0n this example.

Quick Setup=> >Universal Repeater

Set the IP address to an unused IP address belonging to the network segment of upstream AP.

IP Address 192.168.2.100

Subnet Mask 255.255.255.0

Pre“;ious m

step6 | £t AOBSEYR 4 AUNRyAI2VA & KB KS HLSFHELAOHLIa G 1S

Quick Setup=>>Universal Repeater

The device is set to Universal Repeater, click "Save" to apply the settings.

T YR
' FGSNI GKS /t9 A& NB022GSRY OSNRATFe e2dz2NJ aSUGAY:
[23 Ay (22 6KKSE 9 oyBHguRAES i 1Sh ¢za & K 8Bt S 4¥a2 R ditk SitkkeS
22NJAYyRaa2R83 (2 | YADSNBISO2WSEHSIHKENIAYYBS T a{ (I KD
I YIRKIS&G a! / IOKRNESSESYER YSIKSE LISSNI /t9Udad2[! b al/

QTIF’

' FGSNI GKS /t9 Aa ONARISRIPAG dzasSa (GKS ary$S 1Se 1
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4.4 WISP mode
4.4.1 Overview

In WISP mode, thhCPEconnectto ahotspotprovided by ISk awireless manner, and allasthe
wired andWi-Fienableddevices to connedhe CPE for internet access

¢KS /toli2hnaSEHuasSyR KBS LY $0 K2NB LRA D2 fa2z 38 A &

) (((?

WISP mode

Switch

PoE/LAN

ISP hotspot

Computer

4.4.2 Set WISP mode

Stepl [ 2 A VIKS2 B SOHES LWRD v A
step2 { StSOM2 RS | y R S@fiA O

q20{ S G dzLJ

Quick SetuE

Select a working mode:

2 AP In this mode, the device creates a wireless network based on the current wired network
2 Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP,
2 Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

® WISP In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

0 Repeater In this mede, the device connects to multiple wired networks through wireless bridge, and provides

wireless access point.

D P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point,

_ Router connect to modem in wired manner, and provide network access point
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step3 { SEHBOF oANBE Saa FNRIW 2B\ @623 ybkAoREYSc G KA a SEI
YR ©O$&RD]
Quick Setup>>WISP

Click "Scan”, and select the wireless network you want to connect,

and click "Mext".

Scan (j Scan again

Upstream AP Tenda_123456

Signal
Select SSID Channel MAC Address Security Mode S
Strength
C Tenda_123456 WPA2-PSK AES 1._“1
QTIF’

F 2 Byt S WN\B[P(yéKS,ﬁzam.ﬁﬁ).)@-lém@flﬁ@f(é
A NB € 2yd ¢KSYy GNB 3FLAYyO

93< O

I gy
T dzy

o]
Step4 9y U SNKONHK N a 88 KIS dzZLENNWS &3 4 vy BFES2NY[RS 1OF @ D |

(SN
&j) (0Z
(j)) O.

Quick Setup=>>WISP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next” to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address

Channel v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Kay | eeevenes

t I NI ARG ERNR LIGA 2 Y
Name Description
Upstream AP Fecifies thewWi-Finame(SSID) of thevireless networko be bridged

Channel Secifies the operating channel of tiwdrelessnetwork to be bridged. Iwill be
automaticallypopulated when you select an SSID to bridge.

Fecifies thesecurity modeof the wirelessnetwork to be bridged. Itvill be

Security Mode automaticallypopulated when you select an SSID to bridge. Ifahrelessnetwork

to be bridged has ®i-Fipassword, you need to enter the password manually.
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steps5 { St SQY BN S ¢ 2 SO dzRIYIs KA QR tiNRd JZEKIA VELIE S
9YGSNI GKS ttt29 dzASNI YyIYS | yR H3&@E 62 NR LINE

Quick Setup>>WISP

Please select an internet connection type, and enter the internet parameters provided by your ISP.

and click "Next".

Internet Connection Type DHCP (Dynamic IP) Static IP Address ® PPPoE
PPPoE User Name

PPPoE Password

Previous m
t N YSGSNI RSAONRLIGAZ2Y
Name Description

Specifies the internet connection type.

DHCP (Dynami®)} TheCPEbbtains an IP address and other paramete
form the upstream DHCP server internet access.

Static IP AddressTheCPEaccesssthe internet by setting the IP
address, subnet mask, default gateway and DNS server IP addresse

Internet Connection Type
manually.

PPPoETheCPEaccesssthe internet using the PPPoE user name and
password provided by the ISP.

The above required internet access parameters are provided by your ISP. If y«
not sure, consult your ISP for help.

steps { LISOATE 6ANBfSaa ySosgeiNg LI N YSGSNA FyR Of
1. SetSSIOWi-Finame).
2. SetSecurity Mode whichisWPA2PSKin this example.

3. SetEncryption Algorithm which isAESn this example.
4.  SetKey(Wi-Fipassword).
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Quick Setup=>=WISP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

SSID(WiFi Name) Tenda_F11020

Channel v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
Key | sesssens

PrEViDus m

step7 { St | OENRyRAYAY S8 RAFTF&ENBY (0 TE2NOaARPAIY LI S
Lt | RRNBZ2NE LAR aKepaRGy S 0B dzadzl RRNB&HE & (2
MbHOMOWPY ISal FNREFO!t av@ KK DK ah2a (GKS f23A% Lt |
/ td® ¢ KSlyS&®i A O]

Quick Setup > >WISP

Specify the device with an IP address whose network segment is different from that of IP address of ISP access point

or upstream AP.

IP Address 192.168.5.1

Subnet Mask 55.255.255.0

4

stepg [ £ A OBSIYR ¢ AUNRBp/AI2VTEIEKS 260 85WHa

Quick Setup>>WISP

The device is set to WISP, click "Save” to apply the settings.

Ty R

I TOSNIARKBH /B ®I A ¥ SH2 Fi/MBBNRE SA 3] {10 dep
T 9OYAdINBKE8K3 b Lt FRRNBaAaa>-aBRWBENT Ay HR NBB L & :
0KS 21 b LI32NI {IeNaKi SRAYapL&ozedsaR 2y G KS

A~ A

R:

T hy #GKBBf Sava2 Rd#kSiX22 KIBA Yy A dKBREFR RS {XL 50 KS
Aa
I R

2B Y2 dz a S GBLY R 'K Sa! / ARRRNIKESE 2[!'b al!/
RNGFa & KBS ISEBKS O2y FAIdzNI GA2y A& &dz00Sac:
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I FKsGHz00SaaFdz O2y FAIdz2NI GA2y S RS@PAO0Sa 02yySOi
GANBR 2N ¢ AINBNISGEA Q1 HWEASINGR N2 NEF SO Y W3 § GHRNBE S 4 a
NRBdzGiSNJ G2 GKS /t9 F2NJ 2YYARANBOGAZ2YIf 6ANBf Sa:

QTIF'

2 )X YS 2 g/ A & b ABRE FRSBS § (A D205 @

))) ((( EEncia

L{t Kz 2 L{t Y2 2 ANB R 8 5
-l||-| |\|
| || z

|
:

{YFNILK2YySS

/2YLszu"
==
¢2 | 00Saa GUKS AYyUuUSNYySiGszs e2dz ySSR G2 O2y TA3IdNB
Qrp
@NJ RSUGIFIAET SR O2y TAIdzNI GARNSG 2192 ViKASY N2 WA I SNE T deSH S NI

Step 1 [23 Aysg8RL KB GKS NERdzi SNb

step2 { 6SdIY I YR D LLyKBS/NGVSISOG X 2 My BSILIEKS aSidAay3ao
19 1Y TR

¢2 | 00Saa GUKS AyuSNySid oAldKY

- 2By ORSI OSayY 2Py S ORSSARKSGS &> &adzOK & | &YIEN

A w2 4 oA x

g ANDIESEGE2 N ANB { BRE NB dzi SN g KAMDK Aa O2yySOiGSR

TSN s (ST

- 2ANBR RSOAOSaY / 2yados8Xi BKS ONE R2ZENENDERT B X 5
NER dzi SNJ 6 KA OK A & ®OGRJIMERIESS R ti 2 RRNB a/at 2 F G KS O
Fdzi2YFGAOIM & 200F Ay SR
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4.5 Repeater mode
4.5.1 Overview

Ly wSLISIimlMOry
LINE A RS&a odNEf

U K«

SD( 4 s AzNBR2 v BF dzBINNB NSAFER AdgAR

wSLISYaR®IydzaSR G2 |

AS@S O02YYdzy A ORail &22F/ 16ySG 5SS
SYGSNLIQR & 8 Ay |

¢
(0p))
O«

¢CKS /t9 Ay wSLISIFGSN Y2

4.5.2 Set Repeater mode

(

ltyiag2 N2 RBA 0K GKS /t

QTIF'

y 02 y ATdZNAY 3 GKS w$IKS ISR YY2yRSEY . Sl yyariaNaBR (KK © &
al

U
U))

2 K
i K
Peer to peer brigjing

/t AWMSLISKE BEI| oo ))) ((( o |1t 9 W SAIBY G BA

Q)

hTT)\O y hF¥AOS VY

L) L) ==== 0 LD &2

/ 2 Y Lidzii SNJ b £ w 2 Y Ladzi BNJ OF Y § NI

[ 2y FA3dzNF A2y LINER OSRdAzNB
QTIF'

¢ 2
I &

> O

SO1 GKS {{L5 IfyRI 1% LFTUHEKESHE @I 3B MREMDS 34

K
O
Stepl { SWOK/Stvl 2 vaKLIS v @ 8NJ

1. Login to the web Liof CPH, andnavigate toWireless> Basic

2. Modify theChanneland Channel Bandwidttas required and clickSave
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3.

Basic

Enable Wireless

Country/Region

SSID

Broadcast 551D

MNetwork Mode

* Channel

Channel Shift

Transmit Power

*  Channel Bandwidth

Transmit Rate

Security Mode

lsolate Client

Max. Number of Clients

O

| China ¥
Tenda_654321
® Enable () Disable
| 11ain v
| v
() Enable @ Disable
1dBm 26dBm
| 20MHz v
| Auto ¥
| None v
() Enable  ® Disable
43 (Range: 1 to 128)

Save | Cancel

Navigate toQuick SetupSelectRepeaterand thenclickNext

Quick Setup

Select a working mode:

@ AP In this mode, the device creates a wireless network based on the current wired network.

© Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
© Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

O WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

@® Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

access point.

O P2MP  In this mode, the device connects te multiple wired networks through wireless bridge, but does not provide

wireless access point.

© Router connect to modem in wired manner, and provide network access point

520dzYSy i HASNEA 2
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4. Selectthe wireless network to bridg&om the list,which isTenda_123456n this example,
and clickNext

Quick Setup> >Repeater

Click "Scan", and select the wireless network you want to connect,

and click "Next".

Scan D Scan again

Peer AP1
Peer AP2
Peer AP3
Peer AP4
Select SsID Channel MAC Address Security Mode Sfrig:;lh
v Tenda_123456 WEP M

QTIF‘
- FoANBE Sa a0 ywaigiaNg vay P SREXESH. 3Ry F 6KS sANBt $a3
Fdzy OliA2y® @ KSy GNB | 3FAY
- hyf s iNStISSiaga2 NJ & 6K2aS &S oazNbRBIONVFRES RNBLEBES
GKS ftAraldo
5. SetAuthentication TypeandDefault Key enter theKey 1, and clickNext.

Quick Setup>>Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP,

Enter the key of peer APL, and click "Next".

Peer AP1 Tenda_123456

MAC Address of Peer AP1

Channel v
Security Mode WEP v
Authentication Type Shared Y
Default Key Key 1 v

Keyl | =ee- ASCII v

Key 2 ASCII v

Key 3 ASCII ¥

Key 4 ASCII v

pre".ious m
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tF N YSGSNB RSAONRLIGAZY
Name Description
PeerAPL Fecifies thewWi-Finame(SSID) of thavirelessnetworkto be bridged

MAC Address of Pee

AP1 Secifies theMAC address of the wirelesgtwork to be bridged

Fecifies the operating channel of thdrelessnetwork to be bridged. lwill be

Channel automaticallypopulated whernyou select an SSID to bridge.

Fecifies thesecurity modeof the wirelessnetwork to be bridged. will be
automaticallypopulated when you select an SSID to bridfthe wirelessnetwork to
be bridged has &Vi-Fipassword, you need torger the password manually.

Security Mode
QT\F’

The Repeater mode only suppok¢EPand Nonesecurity modes

6. Setthe IP address tmainused IP addresgithin the same subneasthe peer CPE, which
i$192.168.2.100n this example. Then set tigubnet Masko the one same aghe peer
CPE, and clidkext.

Quick Setup> >Repeater

Set the [P address to an unused IP address belonging to the network segment of peer AP,

IP Address 192.168.2.100

Subnet Mask 255255 2550

7. ClickSave and wait until theCPEeboots tomakethe settingstake effect.

Quick Setup=>Repeater

The device is set to Repeater, click "Save" to apply the settings.
Previous m

Step2 WS THINI &2 &8 indiBKNRA RIS wBLIS Ma BRI
T 191y IR
¢t2 OKSO|l ¢KSUKENMOUKSBA PNARIAY I A A

>

c

Stepl [ 23 Ay (G2 Fit4es 6So ! L
Step 2 Navigate tocAdvanced>Diagnose
Step 3 SelectPingT N2 Y5 X IKSBREERR s yd f A 4
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steps { St BIOENER YL ti KISRREEBEAYD € A & 0

Step5 Y USNI GKS LtM | BRMIDE &P @AFRK A 4

Diagnose

* Diagnose

* |P Address

* |P Address/Domain Name
Ping Packet

Packet Size

T 19 Y R
¢KS ONARIAYIA Aa

Ping W
Manual A
192 1682 10

4

32

ddz00S & a ¥ d
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(Range: 1 to 10000)

L

Byte (Range: 1 to 60000
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Peerto four peersbridging

| 3adzYAy3 GKEG FEf /t9a dada GKS wSLISFGSNI Y2RS

t NA YItNE Ay wSLIS /'t 9H

A SREFAOS Y S
w2 dzi SN PAAA

i ill] e

: 'H'T”f}\“é'ém“){f /'t 90 AYy wSIH
[0 [0 e=m

((( .....
[ tnhy wSLISIE
{ oAU
hTFTAO0S "ySi
0 0 &

Assume thathe parametersof the primary CPRre as follows:
T Lt | RRRNEBEHEPMCYy OH DM
T {dzoySiHpp@hpp PHPppP PN
T {{WBYRIUyM
T/ Kl Y. YISYER gYRR( K
T {SOdaNRYSE b2y S
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A 7

| 88d2vyS GKFG GKS { { L/StA0E kngBRio%x ! I iR RNNEE 3 288 5F 22 K 2 6 &

CPE SSID MACAddress

CPE1 Tenda_2 C8:3A:35:FE:F6:69
CPE2 Tenda_3 C8:3A:35:35:BA:01
CPE3 Tenda_4 C8:3A:35:FD:8D:Al
CPE4 Tenda 5 C8:3A:35:09:93:51

[ 2y FAIdzNI GA2Y LINR OSRdAzNB
stepl { SiG/ M2 ViKISS ¥ g BRI

1. Login to the web Liof CPH, andnavigate toWireless>Basic

2. Modify the Channeland Channel Bandwidtras required and clickSave

Basic

Enable Wireless ()

Country/Region China v

SSID Tenda_2

Broadcast SS5ID (@ Enable Disable
Network Mode Taln v
* Channel v

Channel Shift Enable ® Dizable

Transmit Power

* Channel Bandwidth 20MHz v
Transmit Rate Auto v
Security Mode Mona v

Isclate Client Enable ® Disable

Max. Number of Clients 43

Save Cancel

3. Navigate toQuick SetupSelectRepeaterand thenclickNext.
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Quick Setup

Select a working mode: a

AP In this mode, the device creates a wireless network based on the current wired network

Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.

less network for broader network con

Universal Repeater In this mode, this device extends an existing

WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

® Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

oint.

P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access

point.

Router connect to modem in wired manner, and provide network access point

Selectthe wirelessnetwork to bridgefrom the list which isTenda_1lin this example, and
clickNext.

QTIF‘

- IF oANBfSaa ySiag2N| DABE NEERE S @by SRyO HoykySS RisA NBt S &
Fdzy OQlA2yd® ® KSy GNB F3FAY

- hyf o NINBISSiagai2 N] & oK2aS a26D@MMIGE yY 20RSS 3R Aaaq.df i SR
fArAado

Quick Setup = >Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Next".
Scan C Scan again

Peer AP1
Peer AP2 Select an SSID or enter a MAC
Peer AP3 Select an SSID or enter a MAC

Peer AP4 Select an SSID or enter a MAC

Select SsID Channel MAC Address Security Mode Sl
Strength
] Tenda 1 None ,,!ﬂ
ClickNext.
Quick Setup=>Repeater
Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP,
Enter the key of peer APL, and click "Mext".
Peer AP1 Tenda_1
MAC Address of Peer AP1
Channel v
Security Mode MNone v
Previous Next
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6. Setthe IP address tmainused IP address within the same subnethaspeer CPE, which
iI$192.168.2.100n this example. Then set tifeubnet Masko the one sameasthe peer
CPE, and clidkext.

Quick Setup>>Repeater

Set the IP address to an unused IP address belonging to the network segment of peer AP,

IP Address 192.168.2.100

Subnet Mask 255 255.255.0

7. ClickSave and wait until theCPEeboots tomakethe settingstake effect.

Quick Setup>>Repeater

The device is set to Repeater, click "Save" to apply the settings.

Step2 WO FBHAL SG2 va8HtAdty®Rtndl 2 NA RIS {1 KSPyLINBISYM ANEBRJ
Step3 { SWIKS LINAGNSEBISYE@ &R | YR oWAtRA $090 12yt Ret 9
1. Log in to the web Liof the primaryCPEandnavigate toQuick Setup

2. SelectRepeatermode, and cliciNext.

3. Select SSIDs 6fPE, CPE2CPB andCPE, and clickNext.
QTIF’

- IF oANBf Saa ySigz2 N DABE NNER S aBy &Ry 10yKySS R5SA NBf Sa &
Fdzy OGA2yd® ®KSy GNB | 3L AY

- hytf o NINBISSiagai2 N] & 6K24aS aRGENGRE yY 20RSS 3R Aaaq.df 2SR
fAalG®
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5.

Quick Setup=>Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Mext".

520dzYSy i HASNEA 2

a

Scan () Scan again
Peer AP1 C8:3A36:FEF6:69
Peer AP2 C8:3A35:35:BA01
Peer AP3 C8:3A-35:FD:8D:A1
Peer AP4 C8:3A:35:09:93:51
. Signal
Select SSID Channel MAC Address Security Mode
Strength
7] " Tenda_2 165 C8:3A:35:FE:F6:69 None !!!!
] " Tenda_3 165 C8:3A:35:35:BA:01 None !!!!
7] Tenda_4 165 C8:3A:35FD:8D:AL None o
¥l Tenda_5 165 C8:3A:35:09:93:51 None !!!!
ClickNext
Quick Setup>>Repeater
Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.
Enter the key of peer APL, and click "Next".
Peer AP1  Tenda_2
MAC Address of Peer AP1  C8:3A:35:FE:F6:69
Channel ‘ v
Security Mode ‘ None v
Previous Next
ClickNext
Quick Setup > >Repeater
Set the IP address to an unused IP address belonging to the network segment of peer AP,
IP Address 192.168.2.1
Subnet Mask 255.255.255.0
Previous Next

47



520dzYSy i nSNEA 2

6. ClickSave and wait until theCPEeboots tomakethe settingstake effect.

Quick Setup>=>Repeater

The device is set to Repeater, click "Save” to apply the settings.

Previous m
Ty R
¢t2 OKSO|l 9KSOUKSNJ GKS ONARIAYIT Aa &adz00SaatdAz Yy
2dzyOLIAY 3 /(itRG A Et T2HENRNE S 2 EAA Y2 NEBKEOP .02ty & Oii 1A 1

/'t My SE® YL S

Stepl [23 AV (2 GKKSS LANROY B NB

Step 2 Navigate toAdvanced> Diagnose

Step 3 SelectPingT N2 Y5 X IKSBREERR s yd f A 4

Stepa { StHRIONIENE YL ti KISRRREBBEGYD A &

Step5 9y G SNJ (G KS L tvsl KRARMED aA&Em eAFYD Hikennd y &H [ AYOBiNT® !

Diagnose

* Diagnose  Ping v
* |P Address ~ Manual v
* |P Address/Domain Name 192.168.2.10
Ping Packet 4

Packet Size 32

T 19 Y R
¢tKS ONARIAYI A& adz00SaafdZ 6KSy GKS LAYy3I &dz00

SO1 GKS {{L5 IyR 1S@S@7! i K&EF/Ri &/ FEREHSS 32 2
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4.6 P2ZMP mode
4.6.1 Overview

LY tuat Y2RSI GKS /t9S08¢ NP OIEKNMRIRRES 38 NHNH A JNP
GANBE Saa | 0O0Saad | aAy3d tHwat Y2RSI @&2dz Oy Syl
LI NIa 2F I OAdeo

¢KS /ttHoaXRB RS OF yi Ko 2N Sy & IAIS (AT Y2 R S
4.6.2 Set P2ZMP mode

¢KS O2yFAIdzNI GA2Y LINPOSRIZNE 2F twHat Y2
a A |

RS A
SEFYLX ST GKS /t9 62NJ Yy tuat Y2RSZ YR

T

a
NA

(@]]

CKYGSUg2N)] (2L12t23& Aa akKz2gy | a 0St2¢9
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[ tMAy wSLISIE
{BAdQ
. R & o [ :
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QTIF’

N

Sy O2yTAHEONAREL (K58 dz2¥kH
alySo

Assume thaparametersof the primary CPRre as follows:

T Lt | RRRNBpHEPMCyYy OH DM
T {dzoySivwpp @fpp PHpp dn
F {{BBYRI M

T KEY.¥FFRSXHRG Kl T

P { 8O0daBRIRE b2y S

l 38dzYS GKFG GKS { { L/StE0E kHgBR 09T ! M itk R FNNES

CPE SSID

CPE1 Tenda 2
CPE2 Tenda_3
CPE3 Tenda_4
CPE4 Tenda_5

[ 2y FAIdzNT GA2Y LINE OSRdzNB

QTIP

2 KSy aSdd@gItEE B wSYHERIS

520dzYSy i

YIYYORKI yiyKSt 21Ty REXRUT K 9 &

MACAddress

C8:3A:35:FE:F6:69

C8:3A:35:35:BA:01

C8:3A:35:FD:8D:Al

C8:3A:35:09:93:51

N3y &adzNB GKI

Stepl { SutmMl ¥SLISVEBRNI | YR ONRIRWISHE 2 (KS

1. Login to the web Liof CPHE, andnavigate toWireless> Basic

2. Modify theChanneland Channel Bandwidttas required, and clickave
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Basic |

Enable Wireless D

Country/Region ‘ China v

SSID | Tenda 2

Broadcast SSID @ Enable ) Disable

Network Mode ‘ E v

*  Channel ‘ v

Channel Shift ) Enable @ Disable

Transmit Power

1dBm 23dBm

* Channel Bandwidth ‘ 20MHz v
Transmit Rate ‘ Auto v

Security Mode ‘ MNone v

3. Navigate toQuick SetupSelectRepeatermode, and clickext

Quick Setup d

Select a working mode:

@ AP In this mode, the device creates a wireless network based on the current wired network.
© Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
© Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

O WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

® Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

access point.

@ P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

O Router connect to modem in wired manner, and provide network access point
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4. Selectthe wireless network to bridgérom the list which isTenda_1lin this example, and
clickNext

Quick Setup=>=Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan () Scan again

Peer AP1
Peer AP2
Peer AP3
Peer AP4
Select SSID Channel MAC Address Security Mode StE:'iSr?;h
7 Tenda_1 Mone 1.}1“
QTIP
- IF gANBfSaa ySio2wN| DA ¥NEEE S @By RO 10yKySS A NBt Saa
Fdzy OQlA2yd® ® KSy GNEB F3FAY
- hyfes NINBISSIaga2 N & 6K2aS aSOBNINEONVZRES RNBLBEES
GKS tAralto
5. ClickNext

Quick Setup==Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP,

Enter the key of peer APL, and click "Naxt".

Peer AP1 Tenda_l
MAC Address of Peer AP1
Channel v

Security Mode Nene v

previous m
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6. Setthe IP address tmainused IP address withihe samesubnet aghe peer CPE, which
iI$192.168.2.100n this example. Then set tifeubnet Masko the one same athe peer
CPE, and clidkext.

Quick Setup>=>Repeater

Set the [P address to an unused IP address belenging to the network segment of peer AP.

IP Address 192.168.2.100

Subnet Mask 2552552550

Previous Next

7. ClickSave and wait until theCPEeboots tomakethe settingstake effect.

Quick Setup > >Repeater

pre\‘lious m

The device is set to PZMP, click "Save” to apply the settings.

Step2 WS FBAL Sh2 va § inyiGtkSy/Rtndi 2 NRA R I SLINRK2Y HIFEESS LIS I (G S NJ
Y2RS®
step3 { SHKISNA YItNB Ha¥2 RS | YR/ @vihtRA $03iy2Rt n®
1. Log into the web Liof the primary CPEandnavigate toQuick Setup

2. SelectP2MPmode, and clickext

3. Select the SSHof CPH, CPR, CPB andCPH, which areTenda_2Tenda 3, Tenda 4 and
Tenda 5 in this example, and cliditext

Quick Setup==P2MP

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan (} Scan again
Peer AP1 | CB:3A-35:FE:F6:69
Peer AP2 | C8:3A:35:35:BA01
Peer AP3 | CB8:3A35FD:8D:A1

Peer AP4 | CB8:3A:35:09:93:51

Select SSID Channel MAC Address Security Mode Si-ijr:;tlh
" Tenda 2 C8:3A:35:FEF6:69 None M
v Tenda_3 C8:3A:35:35:BA:01 None 1._1“_
v Tenda_4 C8:3A:35FD:8D:AL None M
v Tenda_5 C8:3A:35:09:93:51 None 1._1“_
4.  ClickNext
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Quick Setup>>P2MP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.

Enter the key of peer APL, and click "Next".

Peer AP1 Tenda_2
MAC Address of Peer AP1  C8:3A:35:FE:F6:69
Channel A

Security Mode Mone v

Previous Next
tF N YSGSNE RSAONRLIIAZ2Y
Name Description
PeerAPL Secifies thewi-Finame(SSID) of thavirelessnetwork to be bridged

MAC Address of Pee

AP1 Fecifies theMAC address of the wirelesgtwork to be bridged

Fecifies the operating channel of thdrelessnetwork to be bridged. Iwill be

Channel automaticallypopulated when you select an SSID to bridge.

Secifies thesecurity modeof the wirelessnetwork to be bridged. will be
automaticallypopulated when you select an SSID to bridfthe wirelessnetwork to
be bridged has #&Vi-Fipassword, you need to enter the password manually.

Security Mode
QTIF’

TheP2MPmode only support®WEPandNonesecurity males

5. ClickNext.

Quick Setup>>P2\MP

Set the [P address to an unused IP address belonging to the network segment of peer AP,

IP Address 192.168.2.1

Subnet Mask 255.255.255.0
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6. ClickSave and wait until theCPEeboots tomakethe settingstake effect.

Quick Setup>>P2MP

The device is set to PZMP, click "Save” to apply the settings.

Ty R
¢t2 OKSO|l 9KSOUKSNJ GKS ONARIAYIT Aa adz00SaatdAz Yy
,2dz Oy LIAY3 (KSa2yT AN /LINREYU OEBY V IS BEONIERAECEES D § a
/t9v |y SBEl YLIE S

Stepl [23 AV (2 GKKSS LANROY B NB

Step 2 Navigate toAdvanced> Diagnose

Step 3 SelectPingT N2 Y5 X IKSBRRERR s yd f A a

Sstepa { SESRIOMNIENE YL ti KISRRREBBEGYD A &

Steps5 Y UBKBE Lt | RERNB K& QK D& Ay yD HidKvAna! y &H |- £ YO NSId

Diagnose

* Diagnose  Ping v
* |P Address Manual v
* |P Address/Domain Name 192.168.2.10
Ping Packet 4 Range: 1 to 10000

Packet Size 32 Byte (Range: 1 to

Start

T 19 Y R
¢CKS ONARIAYI A& adz00SaaFdd 6KSy GKS LAYy3I &dz00
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4.7 Routermode

4.7.1 Overview
Ly w2dzi@#it®SRESMAzZEENILINE A RS | dgANBt Saa ySiag2N

¢CKS /t902h ALINBABARRS | gANBE Saa ySaséaollyHoyiRSR aaA 3
RSOAMGKSS dySGg2N] G2LRfd®@3e Aa aK2gy | a o0St24

.

w2 dzi SNJ Y

¥

/ﬁ
o all
[ T {YFNILK2Yy S5

4.7.2 Set Buter mode

Seepl [23 AY 02 Fi MK SoHFIGERASN B ] @

step2 { SEBDAIY S RIS T hyFB IOt A O]

Quick SETUE

Select a working mode:

AP In this mode, the device creates a wireless network based on the current wired network
Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP

Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage

WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

Repeater In this mede, the device connects to multiple wired networks through wireless bridge, and provides wireless
P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

L RC-LItEI' connect to modem In red manner, and provide netWwork access point

G &82dz2NJ AYISRY B dRARY VISYKR2IFLBEKS NBf |
2® |y SEFYLIES KSNB®
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1. SelectPPPoE
2. Enter thePPPoBRJser Name and Passwordprovided by youtSP
3. ClickNext.

Quick Setup==Router

Please select an intarnet connection type, and enter the internet parameters provided by your ISP.

and click "Mext".

Internet Connection Type DHCP (Dynamic IP) Static IP Address ® PPPoE
PPPoE User Name

PPPoE Password

tF N YSGSNE RSAONRLIIAZ2Y
Name Description

Selectthe appropriateinternet connection type

DHCP (Dynamic IPyheCPBbtains the IP address and other parameters

from the upstreamDHCP server for internet access.
Internet Connection
Type - Static IP AddressTheCPEaccesses the internet using the IP address, subn

mask, default gateway and DNS server IP addresses providbd ISP.

PPPoETheCPEaccesses the internet using the PPPoE user name and
password provided by the ISP.

7 oA

Stepsd { SHA NBf Saa LI NI SHIySRVE@®@2AFOWKS /t9
1. Customize a SSIQWi-Finame) which isTenda_12345én this example.
2. SetChannel
3. SetSecurity Mode, which isSWPA2PSKin this example.
4. Set Encryption Algorithm, which iSAESn this example.

5. SetKey(Wi-Fipassword)or the wireless network
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Quick Setup>>Router

You can set up your wireless network name and wireless password here.

Note down your wireless password.

SSID Tenda_123456

Channel v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
Key | ssessene

tF N YSGSNE RSAONRLIIAZ2Y
Name Description
SSID Secifies thewi-Finameof the CPE

Secifies the channdhat the wirelessnetwork operates.

Channel Auto indicates that theCPEautomatically adjusts § operatingchannel based othe
ambient environment.

Security Mode Fecifies thesecurity modeof the wirelessnetwork of theCPEincludngNone WPA
PSKWPA2PSKandMixed WPA/WPAPSK

step5 / £ A OBSIBYR G dzytidsio 22WISHIK 8 a86083[A0

Quick Setup>>Router

The device is set to Router, click "Save” to apply the settings.

T 19 Y R
I FOSNIANMBH ZBIONA T GKS aStdAy3aa a F2tt206a0
(23 AVo 8RR T KEGHSBNRI SAES 01199 ¢za dzNS (K i GKS 21 b Lt
JFGSselLe YR 5b{ &SNIBSNI AYTF2NNI GA2Yy {280500 S\ S{RI |6
Y2 Rdzt S
I FAi&sGHz00Saatdz O2yFAIdzNI A2y S RSOAOSarAP2yy SO0
& A N2 NBYE | SyayasS Np

N

c
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QTIF'

- F GKSNB [Aldb 292N 22YS (G KS [ t205E76 ¥ B et SSRYO SG2 yily2S QilK S

gANBtSaa ySig2N] 2F GKS /t9 G2 00Saa GKS Ayl
f

- ¢KS YIFEYS YR LI da¢2NR {7 JOREBS G ANNFBI Saa ySis2N]
L¥ G4KS /t9>f lyaS Y[2INS LI2KNII = @ 2dz Oy O2yySOiG | gA
2ZYYARANBONS2 $AB ySEKSNy SGXEINY FideRtfd®Ie Aa aK2,

-1

w2dzi SNIJ|Y2RS

@ /2 Y LJdz( SN

¢2 | O00Saa GKS AYyOGSNYySaG>x e2dz ySSR G2 O2y TA3Idz2NB

o)
Qe

@GN RSUGIFIAf SR O2y TAIdzNI GARNS 2182 ViKASY NP SNNE I B H S ®J
Stepl [23 AyeS@RL KB GKS N dzi SNp
step2 { BSEIY | YRDKE2AYYSOGX 2Ry BSILIEKS aSaaAay3aaoe
T 19 Y R
¢2 | 00Saa GUKS AyuSNySi oAlGKY
2 ey oORSSAR 0SayY 2 Py S ORISSIKGSas adzOK & F avYlN
g ANDIESEE2 N ANB { BRS NRB dzGSNJ s KAOK Aa O2yySOiGSR
2 ANBR RSOAOSAY / 2 yadXi BK S oONE RIZIFSINEA G%Ra X K S
u

VRPN LA A

NER dzi SNJ 6 KA OK A& 9GRdyWRII@ISS Rt (I 2 RIRKNS a/at RdF
Fdzi2YlF GAOIM £t & 206G AYySR
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QTIF‘

¢ Kdzd S 8h R SO )\AT AFIMEDE SINRWO S 2 yA yER Al B & K 22-R380 iy 2(dzLILI2 NI &
FdzyOlUAz2ya REf OUNRBIPRE IKSINS YI & @I NBh 63 10&KS (ST SR Rz
I Ol dzl £ LINR RdzOG @

CKAA Y2RdzZ S fft2ga &2dz 12 OASe (KSYy GiydRNNS A 2
Al l>a i85t S5 aladiRIGdh dzdl A O &

5.1 Systemstatus

2 | 00Saa (KS @23 FAAV3A daNg 20BARRSY 19 R0T B DL AUT 8iidEa (i 2

A

a
, 202y OASg GKS anepaMisssdy dzdhd R dEeiNS NB @y

LF¥S/dima ada80 YRRST /ftASYyld Y2RSSE | YyAODSNAEI fY20R833S|
0KS adeadsSy adliddilkKBa9 aKRay YUz GXRX 6268 KS8MY 8 KSL:
OdzNNBy i O2yySOGA2y NIGS 2F SIOK [!'b LRNIO®

System Status

Device Name  OB8V1.0 LAN Speed 100 Mbps Full-d...
Uptime 2d17m33s LAM IP Address  192.168.2.1
System Time  2021-11-11 10:23:35 Transparent Bridge  Disabled
Firmware Version  WV1.0.0.10(7975) Hardware Version V1.0
CPU 4% RAM  54%
LAN MAC Address WLAN MAC Address

A VRPN

LT /dm8d 23{2tMRdz¥8RE>X (KS ad2aGSY adliddza Aa aKz2g)
QTIF‘

2 KSy (KS /wdZgRRBES Ay29 LIR2NI aSNBSa a F 21 b LI2N.
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System Status

Device Name

Uptime

System Time

Firmware Version

Hardware Version

CPU

RAM

LAN MAC Address

WLAN MAC Address

A

I N YS{SNA

Name

DeviceName

08v1.0

2mdl s

2021-11-11 10:47:03

LAN Speed

LAN IP Address

Connection Type

520dzYSy i nSNEA 2

100 Mbps Full-d...
192.168.2.1

DHCP (Dynamic IF)

V1.0.0.10(7975) Connection Status  Connected
V1.0 WAN IP Address
9% Default Gateway
53% Primary DNS Server

Description

RSAONRLIIAZ2Y

Secondary DNS Server

Secifies thename of thisCPEDiIfferent device names help yadentify CPE n

LAN easily.

You can change the name of t@®Eon the LAN Setupagewhen the device
works n AP, Client, Universal Repeater, Repeater,R2/MP modeswhen the
device works in WISP or Routeode, it displays the model of the device, and

Uptime

System Time
Firmware Version
Hardware Version
CPU

RAM

[V b al/

WLAN MAC Address

Il RRN

cannot be changed.

Secifies the time that has elapsed since tbEBvas started last time.

Fecifies thecurrent system time of thiSPE

Fecifies the systerfirmware version number of thi€CPE
Soecifies the hardware versiamumberof thisCPE
Secifies theCentral Processing UfiEPY usage of thiCPE

Fecifies the memory usage of tHPE

A{LISOAFASA GKS a!/ | RPF®Baa 27

Secifies the MAC address of thereless interfacef this CPE

61

[ b L



520dzYSy i HASNEA 2

Name Description
Transparent Bridge Specifieghe status of transparent bridge.
LAN Speed Secifies theEthernet portnegotiationspeed and duplex mode of th&PE

Jecifies the IP addresd this CPEwhich isalsothe management IP address of

this CPE
LAN IP Address
A LAN user caaccess the web Ul of thidPRusing this IP addss.You can

modify this IP addressn the LAN Setupage

Fecifies theinternet connection type of thi€PEn WISP or Routenode.

DHCP (Dynamic IPYhe CPE obtains IP address from the upstream

DHCP servdor internet access.
Connection Type
Static IP AddressThe CPE uses a fixed IP address, subnet mask, dt

gateway, and DNS server info for internet access.

PPPoOEThe CPE uses a user name and password for internet acces

Connection Status Secifies theconnection satus of WAN port of thi€PEn WISP or Router mode.
WAN IP Address Secifies thelP address of WAN port of thHizPEn WISP or Router mode.
Default Gateway Fecifies thedefault gateway address of thiSPEn WISP or Router mode.

Fecifies thelP address of primary DNS server of @igEn WISP or Router

Primary DNS Server
mode.

Fecifies thelP address of secondary DNS server of@f&n WISP or Router

Secondary DNS Server
mode.
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5.2 Wirelessstatus

2 I O00Saa GKS @23y FAAVT daNg 20BAKRSY 199/ RoT B BIZ AlT Mbiidga G 2
,2dz Oy @AS6 o5h NS BtadiR Aaylid GaZNJKASYNS Y 2 R@nvde of{ i 5 >
Ad dzaASR F2NJ AffdzZAGNI GAZ2Y KSNBO®

5.2.1 View operating RFstatus

¢KS 2LIBERBAXWOFIT 0 A& YIAyte dzaSR (2 OoNWR®S (KS
hy BIKSNIWG yEYR®RdzE S e2dz Oy @ASs (KS oBNBf Saa
2LIS NIy I y Of dZR2 S { § $ SOty R2 ¥

Operating RF Status

Working Mode AP AP's MAC Address

SSID  Tenda 123456 Signal Strength 57dBm
Security Mode  None Background Moise -85dBm
Channel/Radio TX/RX Link 2X2

Band

Channel Bandwidth  40MHz Transmit/Receive Speed 72Mbps/292Mbps
TX Power 27dBm TD-MAX  Disabled

Wireless Client 0 Distance  N/Akm

tF N YRESERRRA LIWGA2Y

Name Description

Working Mode Fecifies theworking modein whichthe CPEoperates.

SSID Secifies thewi-Finameofthe/ t LoperatingRFE

Security Mode Jecifies thesecurity mode of the wireless network thfe / t LogeratingRE

Channel/Radio Band Fecifies thechannel and radio band used by t@®Ho transmit radio signals.
Channel Bandwidth Secifies the channel bandwidth die/ t fogeratingRF
TX Power Secifies the transmitted power dhe/ t LogeratingRF

Fecifies thenumber of wireless clients connected ttoe wirelessnetwork of the

WirelesClient /'t QoferatingRF
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Name Description

Foecifiesthe MAC address of theeviceto be bridged

In AP, Router, Repeater, or P2MP mode, it displays the WLAN MAC a

APR MAC Address of this CPE

In Client, Universal Repeater or WISP medw®en the bridging succeeds,
displaysghe WLAN MAC address of the upstream ARelthe bridging
fails, it displays N/A.

Jecifiesthe wireless signal strength tie peerdevice

In AP or Router modet displays the signal strength of the fidient
Signal Strength connected to the wireless network of ifICPE

In Client, Universal Repeater, WISP, Repeater or P2MP, hditeplays
the received signal strengitf the peer CPE

Foecifiesthe strength of radio interference signals in the ambient environment th,
Background Noise interfereswith the wireless signadf this CPEN the same channelLarger absolute
valueindicates less interference.

Fecifies thenumber of spatial streasof wireless datahe CPHs transmitting or

TXRXLink receiving.The more linkéndicatethe more traffic.

Jecifiesthe wirelesgransmiting/receiving rate.

In AP or Router modét displayshe transmitting/receivingrate of the first
Transmit/Receive Speel clientconnected to the wireless network of th&PE

In Client, Universal Repeater, WISP, Repeater, or P2MP ,lihalileplays
the transmitting/receiving rate of thisCPE

TDMAX Joecifies the status of the FRIAX functionFor details, refer tad DMAX

Jecifies the distance between the two CPEs dherbridging succeeds.

Distance If there are more than two CPHsspecifies thebridging distance between this CPE
and the fathest CPE.
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5.2.2 View management RBtatus

¢KS YIylFrasSYSyid wC o6uwdn DITO A& YI &y KNBFSEERIG 2
2F GKS /t9 (2 YlIylFr3aS GKS /t9 dzyRSN) aLISOAlE OA
AVEAYSYRISE @2dz Oy 23 Ay (G2 (KS gANS €!S1a 227 SikksR |
[ t@Y | Yy 3SYasSsy i wcC

hy ®KS I ISYCEWivdaMdA S5 e2dz Oly @ASs (KS /aBNBf S3&:
YIEyYyF3aASYsSyAly WMadzRA Yy 3 ¢ 8 Nk I13y a3 SWidizh b { S RE BAIDYy 2 v

A

FyR29 wSt SO yi O2y FAIdaNIVi AXWHEBNESD 65 588G 2y

Management RF Status

Status  Enable Enabled upon Power on  Enable
551D Tenda 03CB&0_MG Duration  15mins

Channel/Frequency Band

t I N YSGSNA SAONR LIGIAZ2Y

Name Description

Status Specifieghe working statusof the/ t @management RF
SSID Specifies th&Vi-Finame sent byhe/ t $nfanagement RF.
Channel/Frequency

Band Specifieghe channel and frequency bammdthe/ t 9m@anagement RF

Yoecifies thestatus ofthe/ t €nf@anagement RRuto-start function. With this
Enabled upon Power on function enabled, the management RF will be automatically enabled afteC s
powered off and then powered on again

Soecifies thedurationof the/ t ®n@anagement RF enablelflyoudo not delay
Duration duration of management RF's wireless netwdhe management RF will be
automatically disabled aftahe auto-start duration is exceeded
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5.3 Statistics

Saa GKS @2y TAA/3 daNd 20ARRSY 19 IR6T B FLA AGT KbilidSa (i 2
2dz OFy £ SIFNYy ail GiANPAdE@sK NEF 2y [ GBS Ol & Rdzd
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Statistics

WLAN LAN
® RX 0.00 Kbps ® RX 2.27 Kbps
+ TX 2.45 Kbps + TX 2.54 Kbps
6 300
*
4 - 200 1
» Py i o
2 100
.r!\ \
_r"r ‘\.
! by
__.,;’ \
® @ & o & 9 o “; —a—0——a o

5.3.1 Throughput

hy {(&BGXaRdzO &K NP dkiPK IO S & & KK St ALy I SOK I NI
NBri A Y8 yAYNVRINBDSAGAYIT GNIFTFAQ t®F 2

JAad
['b FYR [!

ax

Statistics
Throughput Wireless Client Interface ARP Table Routing Table
WLAN LAN
®- RX 0.00 Kbps @ RX 2.27 Kbps
+ TX 2.45 Kbps + TX 2.54 Kbps
& 300
*
4 - 200 %
* 4". : *
2 100
.r,‘x \
VAN
I/ N\
o o ¢ oo o % 9o oo o & e o9 o

66



520dzYSy i nSNEA 2

5.3.2 Wirelessclient

hy (HEBGXARAZO&SIA NEIAHE 1 DG
¢ KXARRBRIAFFSNE RSLISYRAy3 2
LYt > wt2idaitS NENI WSRET G/SINI R A

s A

SyH GKS LI 3S
Ftd KS g2NJAy3 Y2RS

Statistics
Throughput Wireless Client Interface ARP Table Routing Table
IP &ddress MAC Address Signal/Noise Transmit/Receive CCca Connection Duration
192.168.1.15 -37/-104dBm 120/351Mbps 100% 7s

tF N YRESERBRA LIWGA2Y

Name
IP Address

MAC Address

Signal/Noise

Transmit/Receive

CCQ

Connection Duration

Description
Jecifies the IP address of the wireless client.
Foecifies the MAC address of the wireless client.

Signal Yoecifies thewi-Fisignal strengttof the client.

Noise Joecifies theambientinterference signastrengthand electromagnet
interference signal strength of the client.

Jecifies the transmitting and receiving rate of tv@eless client

Yoecifies the connection quality of theireless clientA higher percetage indicates
better connection quality.

Jecifies the time that has elapsed since the wireless client is connected to the
wireless network of th&€PE
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5.3.3 Upstream AP
hy (HEBOXARAZOSSLIBAENBR| Y| OOSa®» (KS LJ 3AS
¢ KXARRBRIAFFSNE RSLISYRAYy3I 2t KS g2NJAy3a Y2RS 27

y /ftASyiz

Statistics

A LA~ s oA

Throughput Upstream AP Interface ARF Table Routing Table

IP Address MAC Address Signal/MNoise Transmit/Receive CCQ Connection Duration
N/A -56/-103dBm 292/325Mbps 97% 19mi3s

t N YSGSNA

Name
IP Address

MAC Address

Signal/Noise

Transmit/Receive

CCQ

ConnectiorDuration

RSAONRLIIAZ2Y

Description
Jecifies the IP address of the upstream device.
Fecifies the MAC address of the upstream device.

Signal $ecifies theWi-Fisignal strengttof the upstream device

Noise Soecifies theambientinterference signastrength and electromagnet
interference signal strength of thepstream device

Foecifies the transmitting and receiving rate of the upstream device.

Sedfies the connection quality between this CPE #mlupstream deviceA hgher
percentage indicatebetter connection quality.

Foecifies the time that has elapsed since tGBEbridges the upstream device.
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5.3.4 Interface

hy (EBiXxaRaDisy iCE@FMO®DSa®» KS LI IS

LRAaALIX Fea GKS Lt | RRN )2 N
Statistics

Throughput Wireless Client ARP Table Routing Table

Interface |P Address MAC Address Received Packets Receive Error Transmitted Packets Transmit Error

LAN 0.0.0.0 22776 0 7750 0
Bridge 192.168.2.1 22678 0 5134 0
WLAN 0.0.0.0 175 0 60341 0

tF N YSGSNB RSAONRLIGAZY
Name Description
Interface Jecifiesthe wired interface, bridge interface, and WLAN interface of @i

Jecifiesthe IP addresses tifie wired interface, bridge interface, and WLAN

IP Address )
interface.

Jecifiesthe MAC addresses ttie wired interface, bridge interface, and WLAN

MAC Address )
interface.

Received Packets
Fecify the number ofreceivedor transmitted packet®f the interface.

Transmitted Packets
Receive Error

Foecify the number ofreceivedor transmitted error packets of the interface.
Transmit Error
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5.3.5 ARP table

hy (HEBOXARAZOS>WwtOfoR DI GOSa®» GKS LI 3S
|l RRNB&aa wSaz2d defi ARy St B2 N Off & SNJ LINRS 2 O FRRNBHSR |
RSAUANSORPF2 | LIKPIAXEAIST | wWRRNBEHE S RAaLI da GKS
I RRNB&da GKS RSGOAOS grardao
Statistics
Throughput Wireless Client Interface Routing Table
IP Address MAC Address Interface
192.168.2.170 Bridge
192.168.2.130 Bridge
192.168.2.125 Bridge

tF N YSGSNB RSAONRLIGAZY

Name Description

IP Address Yoecifies the IP address of the host in the APR table.

MAC Address Yoecifies the MAC addressrresponding to the IP addresfthe host
Interface Jecifies the interface used to communicate with the host.
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5.3.6 Routingtable

~ 7

hy (HKBUXARAZOEWE2 df MyGH, ¢ 10DSE &» G KS LI 3
LG aLSOATASE (KS RYaDrxyodd&2yoySisa2Nla (KI
Statistics
Throughput Upstream AP Interface ARF Table

Destination Network Subnet Mask Next Hop Interface

0.0.0.0 0.0.0.0 192.168.0.1 WLAN

192.168.0.0 255.255.255.0 0.0.0.0 WLAN

192.168.2.0 255.255.255.0 0.0.0.0 Bridge

239.255.255.250 255.255.255.255 0.0.0.0 Bridge

A

tF N} YSGSNE RSAONRLIIAZ2Y
Name Description
Destination Network Foecifies thedestination network address of the IP packet
Subnet Mask Yoecifies the subnet mask of the destination network.

Jecifies the IP address thfe entrance of the next hop route when the packets

NextHop egress from the interface of thePE

Interface Jecifies the interface that the packets egress.
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QTIF‘

¢ Kdzd S 8h R SO )\AT AFIMEDE SINRWO S 2 yA yER Al B R (I RERRIZD (Y IRiIdzl JLI2 NI &
TdzyOlAz2ya REOURBIEMRE IKSINS YI & I NBr 53 10KS (I KST SR Ral.
LINE RdzO G @

6.1 LANsetup

6.1.1 Overview

hy [KB {L$(H8I e&2dz Oy @AS¢ (KS a!/ I RRNBaa 27
FYR G@LIS 2F 2001 NBXLH SIRY BHSNERMEBNS 24 | v R

O0Saa GKS @2y HAVI daNa 20l 19 R0 B HigAAS | sBEN b

{S
LYt /MfyMBDSINEIIWSWSEFRBNIMNERISES (KS LI IS Aa RAALIM

MAC Address
IP Address Type Static IP Address v
IP Address 19216821
Subnet Mask 255.255255.0
Default Gateway 0000
Primary DNS Server 0.0.00
Secondary DNS Server 0.0.00

Device Name 04v10
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I N} YSGSNB RSAONRLIGAZY
Name Description

Fecifies the MAC address of LAN port.

MAC Address By default,the SSID dhe CPE iFenda XXXXXXandXXXXX36 the last six
characters of the MAC address.

Secifies the type of obtaining an IP address. The defaBitasc IP Address

Static IP AddressSpecify the IP address, subnet mask, default gateway,
DNS server |&ddresses manually.

DHCP (Dynamic IP Addres§he device obtains an #éldress subnet
mask, default gateway and DNS server IP address from the DHCP sen
IP Address Type the network.

<?TIP

If the IP Address Typis set toDHCP (Dynamic IP Addresgdu need to check the
CPR IP address on the clients list of tingstreamDHCP serveand use this IP
address to log ito the web Ul of theCPE

Secifies thelP address of th€EPEA LAN user camsethis IPaddress tdog in tothe
web Ul of theCPE

IP Address
Toconnect the CPE tihe internet, change this IP adekss to the same subnef the
LAN IP address of tlegress router

Subnet Mask Secifiesthe subnet maslkf the CPEThe default i255.255.255.0

Fecifiesthe default gateway of th€FE
Default Gateway You can set it to theANIP address of the egress router to enable @eHo access

the internet.

Secifiesthe primary DNS server IP address of @E

If the egress router has the DNS agency function, it can be set to the laéibréRs

Primary DNS Server of the egressouter. Otherwise, specify a DNS server IP address manually.

If there is only on@NS server IP addresster it in this box.

Secifiesthe secondary DNS server IP addresthefCPE
Secondary DNS Servel
If there are twoDNSserver IP addresses, enter one in this box.

Secifies the name of th€PEThe default namés the productmodel and version.
Device Name You arerecommended to change the nante indicate the location of th€PEso

that you can easily identify the targ€PEnN the network
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2 KSYy U HSNHSEO2INR dZ¥3RE ( KIRMBEER I BRad oSt 29

LAN Setup

MAC Address
IP Address Type Static |P Address v
IP Address 192.1658.2.1

Subnet Mask 255 2552550

NRA LIGA2Y

O«

tF N} YSGSNR RSa
Name Description

Fecifies the MAC address of LAN port.
MAC Address By default, the SSID of the CPEdada XXXXXXandXXXXX36 the last six
characters of the MAC address.
Secifies the type of obtaining an IP address. The defaBitasc IP Address
Static IP AddressSpecify the IP address and subnet mask manually.

DHCP (Dynamic IP Addresghe device obtains an #dressand subnet
mask from the upstream DHCP server in the network.

IP Address Type
@TIP
If the IP Address Typis set toDHCP (Dynamic IP Addresgpu need to check the
CPR IP address on the clients list of tygstream DHCP semeand use tfs IP
address to log ito the web Ul of theCPE
IP Address Fecifies theLANIP address of th€PEA LAN user can visit this addressdg in to
the web Ul of theCPE
Secifies the subnet mask corresponding to the LAN IP address 6fREd he
Subnet Mask default is255.255.255.0
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6.1.2 Modify LAN IP address

St the LANIP addressmanually

F @2dz ySSR
I RRNB&asz
[ 2y FAIdzNI GA2Y

Stepl [23 AV
Step2 bl GA3dIb 8 SoBHRID
step3 { St

Stepa { St

( D2y FTHEITENBA ( | PREB ¥ I BB K

Step5 |/ T A OWS

LAN Setup
MAC Address
* 1P Address Type
* IP Address
*  Subnet Mask
Default Gateway
Primary DNS Server
Secondary DNS Server

Device Name

8dz0 Y S

| RRNEg&Gl ¢ 2QSot ! Baa
| RRRYNRRIZoay/ S (diF a @ 2 tz G2 WiSk@Ri/2t T KSNY S > & 2dz
5HQ2 [ SINITS NJ

2/ REEY S8 62 NE NRRY & $BA Pzt { &
YI &1 33 INBI N Bttt KERNSREHRS & YR

LINE OS RdzNB
G22@ KSta® So | L

{®S (i dzLJ
RRN

Static IP Address v
152.168.2.100
255.255.255.0

0.0.0.0

0.0.0.0

0.0.0.0

04v1.0

Cancel
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asSi 0K

[
<

AVBENY L GA2Y S

O«

Step6 / FFXONKS LINE Y LI I YR

Mote pd

Please click OK to confirm to change IP address.

After IP address changed, please login with new IP address 192.168.2.100.

Cancel

Ty R
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2 ~oan

I FOKNAWWEKS [!'b Lt | RRINRIGKAS 2yTS g0 K SE R HEBER2WAT/ 2 LK
' YS &Zdz@&@ddl OF y f 23 Ayt @2 ICKOSS agaShoy 3 L K2SF yUSKeS L t

a

hiKSNBAAST aairdy & 2N ORSriLagiBaNd (i &/a (LK K $ RYRWNES ad
| RRNBAAt@FTANBAGKINRS yBSTIONIAIRRNBIEAHA A TY | FAE
&2 dzNJ OAVILHAISSFRONE RSGIF Af ao

Obtain a LAN IP addresautomatically

58yl YIRERNS#BOt SEO®A KISdzi2 Yl GAOFtEte 200GFAY Fy Lt |
Lt | RRNBaasz 5b/{l Z3SNISHA BB RENIDESNPE NI { | /NES YV dz
I NE RSLJX 28SRX &2dz Oy |R2LII GKAA Y2RS &2dzNINB O
G2N]f2FRD

[ 2y FAIdzNI GA2Y LINR OSRdAzNB
Stepl [23 AY (1226 KStd®So | L
Step2 bl A IAb BESBRIAb {PS { dzLJ

step3 { Wit ! RRNbB&B/ tealeyl YAO Lt |
Stepa | T A OWS

P
pull
p

&
Qx
ax
C

LAN Setup

MAC Address
*1P Address Type DHCP (Dynamic IP Add ¥
IP Address 192.168.2.1
Subnet Mask 255 2852550
Default Gateway 0.0.0.0
Primary DNS Server 0.0.0.0
Secondary DNS Server 0.0.0.0

Device Name o410

T 191y IR

I FO2NILX BKS yA@2 y FAIANY O xig2gD NBYT (822 da KtS9 dOKSYyOR_ B 1XKTS
Lt I RRNBFaa 2y (KSRBDAOLOK2FaakK3y dzLXa &8 & tZNB R R NJ
GKFG GKS LtYHyRRNSYASY (i RORIVKMEA SNI /It @®BRNB YA #P2 iKS
adzo®SFyR | O0Saa /Kt Lt | RRNBaa 2F GKS
wSTSNDSIga 1G2keS G2 | aaA3ay | FAESRILNIG |GRPR NBaa&aA Jy2 |8y
G2 GKS O02YLMziSNI YIydz fteod
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6.2 Packet filter

LF GKSNB IINB I €FNBS ydzYoSNI 2F oNRIFROIFad LI O
0KS /t9 gAftft 200dzLle I I NBS FY2dzyd 2F /t} NJSé
/[ t9d ! FGSNI GKS LJ O1Si ?Aﬂ&SNJ&JyH)“[a;dzyréﬁmé)QAm S§RO
AAAAA IS

QUKSNY SO L} NIFSHIBINIKESS LINSG@B&Ga gAftf 0SS FAE
ONRI ROIFIad LIO1Sda GKIFIG GKS /t9 ySSRa G2 LINROS:

2 I OO0 TARENIZEA 2y LI22FK/St 199 R0 Y I LDASHI 6igBNJ D2 S

QA fd SNJ

hy GKA&a LI 3AST e2dz OFy aSd LI N YSGSNAR NBfI GSR i
LJ2 NEISP / t 9 M{&éB Rh M{2fNdzabi NI G A 2y

Packet Filter

Wired port network packet Enable
filtering

Filter Rule Indicates the () Enable @ Disable
packet filtering mode

Adding a filtering policy

_ Regular Filter _
Filter rule Rule details - Dperation
itch state mode

VLAN ID 555
1 VLAN&ARP 222 Enable Prohibit  Delete Edit
ARP packst

t I N} YSGSNE RSAONALIIAZY
Name Description

Wired port network packet Fecifieswhether to enable the wired port network packet filtering function.

filtering
Filter Rule Indicates the Fecifieswhether to allow packetsvithout filtering rules configured to pass
packet filtering mode through.

Adding a filtering policy Used to ad a rule for filtering packets.
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Name

Filter rule

Rule details

Regular switch state

Filter mode

Operation

Source MAC

Destination MAC

Source IP

Destination IP

IP protocoltype

VLAN ID

Source port

Destination port

Custom

520dzYSy i HAS NE A 2

Description

Fecifies thdfiltering rule of packets that need to be filtered.

MAC addressUsed to configure the packets corresponding to the
MAC address to be filtede

IP. Packets whose protocol type is IP protoedll be filtered

VLAN Packets whose protocol type is IEEE 802.1q protailbbe
filtered.

ARP Packetswhose protocol type is\RPorotocol will be filtered

Port No: Used to configure the packets corresponding to the port
number to befiltered.

Custom Customize the protocol type field of the packets to be
filtered.

Jecifies theparametersettingsrequired for filtering rules to filtethe packets
Specifies thestatusof the filtering rule. ValuesEnableand Disable
Specifies whether to filter thpackets ValuesPermitand Prohibit.

Used to edit odelete the packet filter policy.

Edit Used to edit the packet filter policy.
Delete Used to delete the packet filter policy.

Jecifiesthe data frames from this MAC addresdl be filtered.

Jecifiesthe data frameswith this MAC address as the destination addnegk
be filtered.

Specifies the packets from this IP address will be filtered.

Specifies the packets with this IP address as the destination address will be
filtered.

Specifies the type of transport layer protocol used by the data segments tha
need to be filtered All means filtering botif CRand UDPprotocols.

Specifies the VLAN ID of the packets to be filtered.
Specifies the packets corresponding to swurceport numberwill be filtered

Specifies the packets corresponding to thestination port numbewill be
filtered.

Used to astomize the protocol type field of the packets thrated to be filtered
(2 bytes, hexadecimal, such as 0x8010).
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6.3 MAC clone

CKAA TFdzyOlA2y Aa/lt @2 NE2BEL0{AtS ZNIPWRSIHIKSNG (G KS

6.3.1 Overview

LF GKS /t9 Olyy2i | 00Saa (KS AyiSNySd FFGSNI &:
&2 O0AFGSR @2dz2NJ AYGSNYySi aSNBx»OS | 002dzyd 6AGK |
Ly GKA&a OFI&asSz a!/ Otz2yxy3a Oy 3ASySNrtfeée FTAE G
I?INOTE
.ST2NB @&2dz Oft2yS GKS a!/ FTRRNBaa 2F (GKS O2YLlziSNn
dzZA SR LINBOA2 &zZKEe A QL ENY OOSa A

0KS AYGSNYySi (KNREIKDR2 @&NJIR R

LF &2dz Oly aa
S AYGSNY S alSKiNRDZI K1 & 2 dzNJ LINB G A 2 dzi

Oy | 00Saa Iu
Method 1

Stepl [ 2y y SO0l GKS OfdwLlziSNI G2 GKS

Step2 [23 AY (2286 KSI3%EYR Vb BAABANRE (/26 2y S
Step3 [t AORYS [201Ifd al/ | RRNBaa

Steps | £t A OWS

MAC Clone
MAC Address

i Clone Local MAC Address : Restore io Default MAC Address

T 19 Y R

79



Method 2

Stepl [ 23 Ay G2
Step2 [23d AY
step3 9YGSNI GKS
Stepa [ £ A OWBS

MAC Clone
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GKS 5SNBOANR Ti KK Sa INER dri ERES & ¥ R
1228 KSt>% EFYR, yb A dBally (/2 2y S
a!/ | RIRUNG AiBK/ISRR NIbR&EE RO@ Y LJdzi S

Clone Local MAC Address

y U
2

G2 NBad
5S Tk dzy R |

2 NJ
aats
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Restore to Default MAC Address
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6.4 DHCPserver

6.4.1 Overview

¢ K/St IONE ORMSS & t &SNS NUziilzx O B @yh 2t |
RSTldz 6§ GKS 513y aSN®SNI Fdzy OliA2y Aa

QTIF’

L¥ @Kgldi Aé KS [ ! b Lty R RIFKISE &/ 62 T y(RK@NRZIRAY/ 2 LRA T h
adzo FSu&KS | ézﬁlﬁl‘xmmfy’éHSé GKS Lt F RRNXHi&aS L2§|2y2fuf<2$+' ail KY?
adzoySid a GKS ySg ot FRRNBaa 2F GKS [!b LRNI

6.4.2 Configue the DHCPerver

Stepl [23 AY (226 KStd®So | L

Step2 bl GAIAb BESoERY/ t {DPSNIISNJ

Step3 9 Y I 0 t55 /HEKNEASINOGH A 2 Y

Step4 | ?'MK? LI NF YSGSNE® DSy SN it SRR NEGEBNIY BISRE (i2b &
{ SNaS NJ

Step5 / T A OWS

DHCP Server

% DHCP Server c

Start [P Address 192.165.2.100
End [P Address 192.166.2.200
Subnet Mask 2552552550
* Gateway Address 192.166.2.254
% Primary DNS Server 8.8.88
Secondary DNS Server 5844

Lease Time 1 day v

T 191y IR

E’yNOTE

LTF2GKSNI 51/t
2 @S NMIAKIIKSt |

t & SYNIBSNIZNU &[ ! bgst )\ yF &0dz &NB AdKItR2B/KS yRIG R
RRNBaa Lk2f 2F GKIGd 51/t ASNISN®D hiKS
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tF N YSGSNB RSAONRLIGAZY
Name Description
DHCP Server Fecifies whether to enable the DHCP server function ofGR&E

Fecifies the start IP address of the address pool of the DHCP server. The defau

Start IPAddress value is192.1682.100.

Fecifies the end IP address of the IP address pool of the DHCP server. The def
value is192.1682.200.

End IPAddress QT‘P

The start and end IP addresses must belontpéosame subet as the LAN port of
the CPE

Foecifies the subnet mask assigned by the DHCP server to clients. The default v

Subnet Mask 255.255.255.0

Soecifies the IP addresd defaultgateway assigned by the DHCP server to clients
Generally, it is the IP address of the LAN pothefrouter in LAN.The default value
i5192.1682.254.

GatewayAddress Qi

A client can access a server or host not in the local network segment only throug
gateway.

Soecifies the primary DNS server IP address assigned by the DHCP server to cli
The default value i8.8.8.8

Primary DNS Server Vrie

To enable clients to access the internet, set this parameter to a correct DNS sen
address or DNS proxy IP address.

Fecifies the secondary DNS server IP address assigned by the DHCP server to

Secondary DNS Server This parameter is optional.

Jecifies the validity periothat a client holds an IP address assigned by the DHC
server

When the IRPaddress expires:

_ If the client is still connected to the CPE, the client will automatically rer
Lease Time and continue to occupy the IP address.

If the client is not connecteflue to shutdown or wireless disconnection)
the CPE will release the IP address.HEotlientssend a request for an IP
address the CPE can assign this IP address to other clients.

You are recommended to keep the default value.
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6.5 DHCRlient
2 A0K GKS 51/t aSNBSNI Sylof SR &2dz Oy @AYSg RS
0KS 51/t aSNBSNEX AyOfdZRRAYy3I K2ad ylySasz Lt IR
2 I 00Saa GKS @23y FAAVA daNg 20BAK2SY 194/ IR0 B BIbASTIF alBSNI & 2

u

ID Host Name IP Address MAC Address Lease Time

1 iPhone 192.168.2.133 23h 59m 44s

10 = | Datas/Page

tF N YSGSNE RSAONRLIIAZ2Y

Name Description

HostName Foecifies the name of th®OHCRlient.

IPAddress Foecifies the IP addresssigned by the DHCP server to clients
MACAddress Fecifies the MAC addresssigned by the DHCP server to clients

Specifies the validity peridthat a client holds an IP address assigned by the Dk

Lease Time
server
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6.6 VLANsettings

6.6.1 Overview

2 KSY ynuodmv [ ! b ADIYYloByHs SBRNMYKS VA [9!1Zb® (. & F
FdyOGA2y Ad RAALGE SR

hy @XKySnH omva Sy 34 16 IESRSTFODQEL a oAttt 0SS FT2NIBI
= [ !

F43aA3ySR o6lFlasSR 2y (KS LI O01S8id4Ua [!'b L5% |yR dz
+[!'b AdaA3dYySR 6FaSR 2y G(GKS LR2NIUa t+L50
CKB2f f ZHNY IK KB g RATFFESNEYEINE OWBOEADSR LI 01 SdGay
Received Packets

Port Type Transmitted Packets

Tagged Packets Untagged Packets
ACCESS Strip the' tag in the packet and ther

forward it

Forward data to the ports ¢ Forward data to the ports B i th i th

the corresponding VLAN  of the corresponding VIDk_ Port P}Ylm]['p the te_lg In the
Trunk based on the tag's VID VLAN based on the PVID Packet and then forward it

VID > port PVIDretainthe tag in
the packet and then forward it

6.6.2 Configure VLANExample: 0S31.0

@ | QOGS 402 Yy T A JfAMI £ ¥ 2 72 236 S IR0 v LOOAST o BIN G D

(SO yEEY 16K S $dar O A2y ® {SG GKS LI NIWGSISNE |

Qx

VLAN Settings

VLAN settings (@)

PVID 1

Management VLAN 1
WLAN VLAN ID 1000

LAN2Z 1

LAN3Z 1

LANS 1
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tF N YSGSNB RSAONRLIGAZY

Name Description
VLANSettings Specifiesvhetherto enable802.1QVLAN orthis CPEBy default, it is disabled.
PVID Fecifiesthe default native VLAND of the trunk port. The default i%.

Fecifiesthe management VLAND of this CPEThe default ID i&.

Management VLAN  afier changing the management VLAN, you can manag€®nly after connecting
your computer to the new management VLAN.

Specifies the wed LAN pd as this CPEtsunk port. A trunk portallowsall VLANS to

pass through.
Q
Trunk Port e
After 802.1QVLAN is enabled on the CPE ttlats not supportustom trunk ports
the LAN port that can be used for POE power sufglgh asPoE/LAN) works as the
CPE'$runk port.
Usedto set a VLAN ID for the wireless network a6tBPEBY default, it is set ta000,
WLAN VLAN ID After the VLANunctionis enabled, the WLAN interface functidgesquivalent taan
access port, whose PVID is the same as VLAN ID.
LAN2
Used to sea VLA ID of the Ethernet port of thiSPE. By default, it is set1o
LAN3 After the VLAN function is enabled, the Ethernet porédgiivalent toan access port
whose PVID is the same as VLAN ID.
LAN4

6.6.3 Exampleof configuringVLANon O4V1.0

Networking requirements

Cg2 O2YYdzyAUASHERSAN WS Liib2 NDNBRGKE Ho2 /t94& FyR O
GKNRdzZAK GKS al YS NZdziSNp

Solution

2dz QS MFI2ANNF 2 f 264aY
T laaArdy /t9wm G2 [ !'BMAaX FYR /t9H G2 *[! bH

T/ 2y FTAITdzNE 82 &aSLI NI 51/t aSNIBSNAR FT2NJ

ddzLILI2 NLia LI9®® ynHDMI

+ U»
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Network topology

. e e ¢
/'t 9mY i[L[tél%%NJézn{LﬂAu( "W2d2u~
|

L eoonon |

.

¢tKS O2yySOGA¥ya 2F GKS agiidoOK
T ¢KS NRdzi SNJ 6 KS Odzly 5Pl SR2 NEB

A > 4 A ~

T /t9mM A& O2yySOUGSR (2 LERNI wm

A > 4 A ~

T /t9H A& O2yo/SOGSR (2 L¥NI
Configuration procedure

Stepl { SO0 KAP m D
1. Log in to the web Lof CPEL, andavigate toNetwork >VLAN Settings
2. Enable theV/LAN Setting$unction.
3. ConfigureWLAN VLAN IDwhich isl0in this example

4. ClickSave
VLAN Settinqs

* VLAN Settings (}

PVID 1 (Range: 1 to 4094)
Management VLAN 1 (Range: 1 to 4094)
* WLAN VLAN ID 10 (Range: 1 to 4094)

5. dickOK and wait until CPE1 completes reboot.
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Step2 { SG2HKSE =[2'FbtHOL @B &0 S ™
Step3 { SdAlIKS AgAGOK A akKz2gy Ay GKS F2tt2¢6Ay3a Gl
Port Type VLANID @Allow Packetg PVID

Uplink port
Trunk 1,10,20 1
(Connected tdhe router)

Port 1

Trunk 1,10 1
(Connected to CPE1)
Port3

Trunk 1,20 1

(Connected to CPE2)
Keep the default settings for other ports not mentioned here. For details, see theyusis
for the switch
Step 4 { Sdili) KNSR daii S NJ

1. Enable two DHCP servers on the router, and assign them to VLAN10 and VLAN20
respectively.

2. Configure the QVLAN on the router as shown in the following table.

Port ConnectedTo Type VLAN ID (AllowPackets) PVID

Switch Trunk 10, 20 1

For details, see the user guide for the router

T 19 Y R

Verification
LT GKS NRdzi SNI Sy FaNBd ming 2 ysRI /+t[ ! SO NEHWIS Ot S B S

GKS /t9m 200FAya Yy Lt FRRNB&aa FyR NBfFISR LI |

FyR Of &&Wiy SOGSR (2 /t9n 2060l Aya GKS&S LI NI} YSG
[ ' bHno
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@TIF’

¢ Kdza S 8h R SO AT AF IMEE SINRYO S 2y)\t3@:1)\|u$Rufm’:ﬁgﬁ“)qum‘gzupzmgé
FdzyOlUAz2ya REf OUNRBIPRE IKSINS YI & @I NBh 63 10&KS (ST SR Rz
I Ol dzk £ LINRBRdzO0G @

7.1 Basicconfiguration
7.1.1 Overview

¢ KX&Rdzf S Syl ofSa &2dz G2

aSi oFarld 6ANBtSaa asi
YySG62N] Y2RSYI OKFIyySx I | yR

0N yaYAGOSR L3226 SNJ
BroadcastSSID

LT ONRBIROIFIad {{L5 A& SylLofSRX ySINbeé& ¢ANBtSaa
6 /t9 R2Sa y24 oNRFROlFald GKS {{L5 YR ySINbe
@2dz YSSR (2 SyGSNJ GKS {{L5 YlydzZtte 2y &2dzNJ 4.
YySGiGg2N] 2F GKS {{L5d ¢KAdNIRe a2¥% Si SE i SNVNS SFK&

| 26 SOSNE KIF O1SNR YlIeé aidAaftf TAFRNESGayy 68 6200 BA)
Isolateclient
{AYAELFNI G2 F +[ ! bKA&P I (RGPS SaBSNp= Aaztl GSa

AL AL A

Of ASYR2 yy KA1 SSR Yy f{& LIGKS GANBR ySUaDNy| OBPHE0G S
LG A& adzAidlrofS FT2NJ GKS SadloftAakKYSyd 2F Llzof A

A 2 4 oA x

GANBIISNQTVIISOGSR Ol y o608K§ SANNIaARE 3 OYE3R0 8 WY LIS O¢

2dz O KSABIWEAYdzY ydzYoSNJ 2F Of ASyda GKFG OFy Oz
O2NNBALRYRAYKESYI 20 KS YL DOIPNISF Y VSONESRS &2 (GKS { {1
g tESS s ANBf Sdaa ySig2N] NB2SOGa ySg O02yySOlGAzy

f2FR FY2y3d RSOAOSa®

Securitymode

I gANBfSaa ySGieo2N] dzaSa NIRA2I gKAOK Aa 2LISy
gANBt Saa ySioRJ0 &\ ay /@14 a3 ONeR) SYOSiF a dzNBasx +ye Of A
Sa

dza S GKS NB&az2dzNDOSa 2F GKS ySig2N] 2N+ O a dzy
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7.1.2 Basic wireless settings

¢2 | 00Saa GUKS fO2¥ TAVAAMNREARKSAT @S> ¥y REFY S&AT (S
hy GIKASZ L&d2dz Oy Y2RATFTE GKS o0lFlaAaA0 gANBEtSaa aSsSi

hy + Midan &z8 RRA £ f dz& KNSl A2KYS K G NS @ 2 NJ at Hia2t ND tw2 d20LS{NU =
Y2RSE GKS o0lFlaraoO ¢ANBtSaaooaStiday3Ia LI IS Aa RAA

Current Mode: AP
Basic

Enable Wireless

Country/Region

| @

China

551D Tenda_FaCDo00
Transparent WDS O Enable @ Disable
Broadcast SSID @ Enable O Dhisakle
Metwork Mode 11ac ~
Channel Bandwidth Auto b

Channel

Channel Shift O

DFS Function O

Transmit Power

Transmit Rate

Security Mode

Isclate Client ¢

Max. Mumber of Clients

161(2805MHz)

Enakle @ Disable

Enable @ Disable

Auto

MNone

J Enakle  ® Disakle

43

Save Cancel
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Name Description
EnableWireless Fecifies whether to enable theireless function

Fecifiesthe country or region where thi€PEs located.
Country/Region You can select the country or region to ensure that @Eomplies with the
channel regulations of the country or regidy default, it iset toChina

Jecifiesthe nameof the wireless networ SSID)By default, it is set to
sSSID Tenda XXXXXXXXXXX¥hdicates the last six digits of theAN MAC addreks

You can modify ias required

It is available when the CRorks in ABmodeor Client mode.

With this function enabledthe CPE can bridge to CPEs from othanufacturers
Devicesconnected to he CPE working in Client mode will be displayed on the AF
Transparent WDS table of the CPE working in AP mode.

QT\P

Transparent WD@&nd Transpaent Bridgecannot be enabledt the sane time.

Fecifieswhether to broadcast the SSID.

Broadcast SSID - Enable When an SSID is broadcast, wireless clients can detect the SS
Disable When an SSID is not broadcast, you need to manually enter tr
SSID to connect to the wireless netwaiithe CPE

Jecifiesthe wirelessnetwork mode of tie CPEONIy wireless clients supporting the

Network Mode listed network mode can connect to the CPE.

Yoecifies the bandwidth of the operating channeltoé CPE'svirelessnetwork.

Channel Bandwidth The channel bandwidth variegth different network modeslect it based on your
actual operating environmenfuto indicatesthat the CPEcan switch its channel
bandwidthbased on the ambient environment.

Jecifiesthe channel in whiclthe CPEperates.
Channel Auto indicates thathe CPEautomatically changes to the least usethnnel in the

ambient environment to prevent interference.
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Name Description

Foecifieswhether to enable or disable Channel Shift

With this function enabled, the channel center frequendlf shift based on the
frequency defined by the IEEE 802.11 standard, sotitiee€CPEcan exchange data
on less interference channels.

Channel Shift
DfNOTE
When theChannel Shifiunctionis enabledpther CPEthat bridge with it should
also enable this function, and the offset value must be consis@herwise, the
bridgingwill fail.

Offset Value Specifies the offset value of the channel center frequemtysparameter is

available only when th€hannel Bift function is enabled

Specifies whether to enable or disalidgnamic Frequency SelectigDFS)

i With this functionenabled, theCPEautomatically detectthe frequency of the radar
DFS Function system. Wherthe CPE detects radar signals in the sémegquencyasthe CPE itself,
the CPRuvill automatically switch to another frequency to avoid interference with
the radar system.

Foecifiesthe transmit power ofthe CPE

Transmit Power A highemumber indicates widewi-Ficoverage. Setting a proper transmit power

helps improve theperformanceand security of the wireless network.

Fecifieswireless transmission rate tiie CPEAuto is recommended.

) The maximum negotiation rate variasth different channel andwidths and
Transmit Rate network modes. Refer to the web Ul of ti#Hor details.WhenAuto is selected,
the CPBwill be adjusted tdhe maximumtransmit rate under the corresponding
network mode.

Therearevarious security modes for network encryption, includitone, WER

Security Mode WPAPSKWPA2PSKMixed WPA/WPAPSKWPA andWPA2

Enable Clients connected to thisireless networkcannot communicate with each

) other, which improves the wireless network security.
Isolate Client

Disable Clients connected to thisireless networkcan communicate with each
other. It is Disableby default

Fecifies the maximum number of clients that can connect to the wireless netwc

corresponding to an SSID.
Max. Number oflients
If the number is reached, the wireless network rejects new connection requests

clients.
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A b2y S
Ly (KA&a Y2RSZI 0KS0 sLINSE SGES R Salies 21N & 3AB2 NR P ¢ |
A 2094
Security Mode =~ WEP v
Authentication Type Open v
Default Key  Key 1 v
Key 1 12345 ASCIl v
Key 2 12345 ASCIl »
Key 3 12345 ASCIl ~
Key 4 12345 ASCIl v

A 7

tF N YSGSNB RSAONRLIGAZY
Name Description

Specifies the encryption type for the WEP security mode. Values:

Open A wireless client can connect to the wireless network of the sele:
SSID without being authenticated, and data exchanged between the cl
Encryption Type and the network is encrypted using WEP.

Shared A shared key is used for authentication and data is encrypsedjt
WEP. In this case, a wireless client must use a preset WEP key to con
to the wireless network of the selected SSID. The wireless client can b
connected to the wireless network only if they use the same WEP key.

Specifies the WEP kéyr the Open or Shared encryption type.

Default Key For example, iDefault Keyis set toKey 2 a wireless client can connect to the
wireless network of the selected SSID only with the password specifigdyb2
Specifies the WEP key. You can enter f@ys, but only the one specified as Defal
Key takes effect

Key 1/2/3/4 Supported formats:

ASClIEnter 5 or 13 ASCII characters for the key.
Hex Enter 10 or 26 hexadecimal character®(@&f, and AF) for the key.
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2t {YZ EYE YR aAbBSRY?2t! k2t! H

Security Mode | WPA-PSK V|

MNone

Encryption Algorithm ... WEP........cccoveevrerrrrenrrnnes KIP&AES

# WPA-PSK ]
: WPA2-PSK
Key:  pixed WPA/WPA2-PSK

Key Update Interval = WPA2

Isolate Client O Enable @® Disable

Max. Mumber of Clients 48

A 7

I N} YS{SNA

Name

Security Mode

Encryption Algorithm

Key

Key Update Interval

RSAONARLIIAZ2Y
Description

Specifies the security mechanism that protects the wireless network. Values:

WPAPSKThe wireless network of the selected SSID is encryjdad)
WPAPSK.

WPA2PSK The wireless network of theelected SSIB encrypted using
WPA2PSK.

Mixed WPA/WPAZ2PSK Wireless clients can connect to the wireless
network of the selected SSIBing either WPASK or WPARSK

Specifies the encryption algorithm corresponding to the selkstecurity mode.
Values:
AES Advanced Encryption Standard.

TKIP Temporal Key Integrity Protocol. If TKIP is used, the maximum
wirelessspeedof the CPEs limited to 54 Mbps.

TKIP&AESBoth TKIP and AES encryption algorithms are supported.
Wireless cliefs can connect to the wireless network of the selected SSI
using TKIP or AES.

QT\P

If Security Modeis set toWPAPSK this parameter can be set #®ESor TKIP If it is
set toWPA2PSKor Mixed WPA/WPAZPSK this parameter can be set ®ESTKIR
or TKIP&AES

Specifies a prshared WPA key. A WPA key can contain 8 to 63 ASCII charactel
to 64 hexadecimal characters.

Specifies the automatic update interval of a WPA key for data encryption. A sho
interval results irhigher data security.

The valud indicates that a WAP key is not updated.
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A 2t!1 Z 2t!H

Security Mode WPA v
MNone
RADIUS Server WEP
WPA-PSK
 WPA2PSK
RADIUS Port _ pixed WRAMMPAZ-RSK - 1,
Encryption Algorithm ‘ WPA2 KIP&AES
RADIUS Password Prect

Key Update Interval 0
Isolate Client O Enable @ Disable

Max. Number of Clients 48

tF N YSGSNE RSAONRLIIAZ2Y
Name Description

Specifies the security mechanism that protects the wireless network. Values:

- WPA The wireless network of the selected SSID is encrypted using WI
Security Mode PSK.

WPAZ2 The wireless network of the selected SSID is encrypted using-\!
PSK.
RADIUS Server Specifies the IP address of the RADIUS server for client authentication.
RADIUS Port Specifies the port number of the RADIUS server for client authentication.
RADIUS Password Specifies the shared key of the RADIUS server for client authentication.

Specifies the encryption algorithm corresponding to the selected #gounde.
Values:

AES Advanced Encryption Standard.

TKIP Temporal Key Integrity Protocol. If TKIP is used, the maximum
wirelessspeedof the CPEs limited to 54 Mbps.

TKIP&AESBoth TKIP and AES encryption algorithms are supported.
Wireless clients canonnect to the wireless network of the selected SSII
using TKIP or AES.

Encryption Algorithm

Specifies the automatic update interval of a WPA key for data encryption. A sho
Key Update Interval interval results in higher data security.

The valud) indicates that a WAP kég not updated.
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A LA A

[t 9 2HMNYNIZS NBY /2 @SIISASH SNJaA O g ANBE Saa &
Ryk&@daasS2aes dzaSR F2NJ AffdzaAGNI A2y @

N

> R
(0p))

<

@t

A

v w

aLJx e

Basic
d
Enable Wireless (.
Country/Region | China v
Broadcast 551D Enable Disable
Network Mode Mac v
Channel Bandwidth Auto e
Channel 161(5805MHz) -
Channel Shift () Enakle @ Disable
DFS Function O Enable @ Disable
Transmit Power .
Transmit Rate Auto v
Primary Upstream SSID MOVA_SJKI_AAAAA Site Survey
Primary AP BSSID 50 2B T3 FE:FO:8A O Lock

Transparent WDS (O Enable @ Disable

Security Mode | WPA2-PSK v
Encryption Algorithm @ AES O TKIP O TKIP&AES
Key | sessenss et
Key Update Interval 0 s (Range: 60 to 99999)

Secondary Upstream SSID O Enable @ Disable

Secondary Upstream SSID Tenda Site: Survey
Secondary Upstream BSSID 00:90:4C:88:88:88 Lock
Transparent WDS Enable Disable
Security Mode None v
Reconnect Primary Upstream Enable Disable
SsID
Reconnection Interval 90 (Range: 1~720minutes)

Isolate Client Enable Disable

Max. Number of Clients 48

Save Cancel

th NI YS (O SNE dyaIDE KERGTATISNS K S YR RG dzB K| 5 5@ LINB O A €

CKS2 F f 2(5IAARI9% GANK 615 YBAIKNER //tf A Syyd €2RIS2 0 KSNJ LI NI Y S
t I NJ YS{GSNI2ZRS a @ NRIZRSZDY
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t I N YEBYRBNB BEDWA LIGA 2y
Name Description

Fecifies the SSID of the primary upstream wireless network that the CPE conne
Primary Upstream
SSID After bridging succeeds, the SSID of the primary upstream wireless network will

automatically pgulate.

SJecifies the MAC address of the primary upstreaireless network.

Primary AP BSSID  agter bridging succeeds, the MAC address of the primary upstream wireless netw
will automatically populate.

Used to lockthe upstream wireless network.

Lock With this function enabled, the CPE can only connect to the wireless newtrkhe
current MAC addresgndcannot connect to other upstream APs with the saVdieFi
name

Fecifies the SSID of the secondary upstream wirelesgark that the CPE connects

Secondary Upstream 0

SSID With this function enabled, if the CPE fadsconnect to the primary upstream SSID,
will automatically connect to the secondary upstream SSID.

Secondary Upstream

BSSID Foecifies the wireless MAC address of tke@nday upstream wireless network.

Used toreconnect to the primary upstream wireless network

Reconnect Primary it this function enabled, after connecting the secondary upstream SSID, the C
Upstream SSID tries to reconnect to the primary upstream SSID at intervals of the reconnection
interval that you configure.

Jecifies the interval at which the CPE tries to reconnect to the primary upstream

Reconnectia Interval when it is connectedb the secondary upstream SSID.

Used to refresh the available wireless networks and select the one for connection
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7.1.3 Setup anon-encryptedwirelessnetwork

Networking requiremens

~ a7 A 7

102YYdayza 8§ & tGoR@S RS WS ® 2 N GQEHANWSAT f I yOSd LG NI dzA
Cw99 | YR 2(€EBINSa A AN @

Network topology

e ))) {{L5Y

/ 2 Y Ldzi
Configuration procedure

Stepl [23 Ay (22@KStawSo | L
Step2 bl GA AR KINEH. Sa®BA O

Step3 {SHE{ LEWDO

step4 { YUS OdzNA {i&d 2a05R S

Steps [ ft A OWS
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Enable Wireless
Country/Region
* SSID
Broadcast SSID
Network Mode
Channel
Channel Shift

Transmit Power

Channel Bandwidth
Transmit Rate

* Security Mode
Isolate Client

Max. Number of Clients

Ty R
Verification

A~ L

2 xeiby I oRSIAN OS5 &

«©

China v
FREE

® Enable (O Disable
1aln v

) Enable ® Disable

1dBm 23dBm
20MHz v
Auto v
MNone v

) Enable ® Disable

43 (Range: 1 to 128)

~
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7.1.4 Set up awirelessnetwork encryptedusingWPA2PSK

Networking requiremens

I FIOG2NE dzaSagANBESE2 ¥ SikdianD @ ANG f NGBHjadySSKIEd 24V
t SOSt 207 LyS CPRNMIH{DE RS A aSKWBOR¥FY

Network topology

Yenda 89{{1_5Y ch O

YSBY- - Y[ ¢! Y

/ 2 Y Ldzi
Configuration procedure

Stepl [23A Y (02 (X®BKS® | L

Step2 bl OA HRKNSH. Sawn O

step3 { §O{ 0@ Ol® NB

Step4d { JUSOdzNRA (i@ tdMREBYRY ONBLIGA 2V 219G 32 NA G KY
Step5 { SYUS@®2 Y- Y[ ! Y

Steps [ £t A OWS
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Basic

Enable Wireless
Country/Region
* ssD
Broadcast SSID
Network Mode
Channel
Channel Shift

Transmit Power

Channel Bandwidth
Transmit Rate

* Security Mode

* Encryption Algorithm
* Key

Key Update Interval
Isclate Client

Max. Number of Clients

Ty R
Verification

A~ L

2 xeiby I oRSIAN OS5 &

«©

China
Factory
® Enable

1ain

) Enable

1dBm
20MHz
Auto
WPAZ-PSK

® AES

O TKIP

) Enable

48

) Disable

® Disable

23d

520dzYSy i nSNEA 2

Bm

O TKIP&AES

Py

® Disable

)

s (Range: B0 to 99999)

(Range: 1 to 128)

Cancel
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7.1.5 Set up awirelessnetwork encryptedusing WPA or WPA2

Networking requiremens

| KIABBKOdzNBE 6 ANBf Saa ySig2N] Aa4 NEWJdAKBR OYRSE
2t 1Yi2RS A4 NBO2YYSYRSR®
Network topology

w! 5L { {S

LtY mdH O w2 dzi St

[ | b Mo

AY / 2 Y Lddzi

S

Configuration procedure
I. CGonfigure theCPE
l aadzy8 GKIFQ
T Lt FRRNXaa 27FYwkaSravelyisml | { & SNIISNJ
Tw! 5UHI{EaY2NR[ ! Y
T dzO0 KSy (2 NMiyivii2 Yy LI
T {{ L5 /2tWM AKa LI G
1 {SOdzNX Gv&t YR RS
T 9y ONE LIGAZ2NM 8 KY
Stepl [23 Ay (22 W KStBSRE gAEZ XiSBH. Sawn O
Step2 { JO{ O K28 LI G
step3 { UGS OdzNA i@ td®R S
Step4 { Sall 5L ! { N{!SENZASINI Iwy B L ! { t{ 8@ WRMY mdH YR
Y. Y[ NBRLISOGA GBSt e
Step5 { O ONBLIGA2yi210d 32NAGKY
Steps [ £t A OWS
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Enable Wireless CI

Country/Region China v

* SSID hot_spot

Broadcast SSID @ Enable Disable
MNetwork Mode Tain v
Channel Auto v

Channel Shift Enable ® Disable

Transmit Power

Channel Bandwidth 20MHz v
Transmit Rate Auto v
*  Security Mode | WPAZ v

*  RADIUS Server

*  RADIUS Port

*  Encryption Algorithm

*  RADIUS Password

Key Update Interval

Isolate Client

Max. Number of Clients

192.168.2.200

1812
® AES TKIP TKIP&AES
et
0
Enable ® Disable
48

T 19 Y R
II. Configure the RADIUS server

7

2 AyR2mm& andzaSR &4 Iy SEFYLXS G2 RSaONROS K2g
Stepl LYy &aUOEXSS S5ANBOG2NE YIRSNG A NP Ot ZiSA @& NIDIRYFA OO
RSLX 28 GKS OSNIAFTAOFIGSO®
1. Onthe Start>Server Managep Dashboardpage navigateto Addroles andfeatures>
Server Selectio Server Rolesandtick the Active Directory Certificate Services

2. According to the operation wizarahstall theCertification Authorityof Active Directory
Certificate ServiceandNetwork Policy and Access Services
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3. After the service installation is completed, cIic|i in the upper right corner and follow
the prompts to deploy the certificate.

Step2 [/ 2YFAIdZNBE ynHodOmM- ®

1. bl gAER i IBNB NS NI BS Hyal KIGSNIAERRADYE (0 K S  dzLILIS NORNR 3 K
Ot ABUs2N] t 2f A0& { SNBSNJ

e Server Manager

4 Daghboard - | Manage Tools View Help
Certification Authority

Component Services

i Dashboard WELCOME TO SERVER MANAGER Computer Management

B Local Server Defragment and Optimize Drives
ii All Servers . . Disk Cleanup

8 ADCS 0 Configure this|  gentviewer
iﬁ File and Storage Services P IICK START

P4 NPAS 2 Add roles and

iSCSI Initiator

Local Security Policy
R A R A

Network Policy Server g
"t ODBE DAt oS 32
4 Create a serve QODEC Data Sources (B4-bit)
Performance Monitor
5 Connect this s Recovery Drive
Registry Editor

Resource Monitor

(7S]

Add other sery
AAT'S NEW

ARN MORE

Services

System Configuration
ROLES AND SERVER GROUPS SsEnlcionnanon
Roles: 3 Servers total: 1 Task Scheduler

Windows Defender Firewall with Advanced Security

Server groups: 1

Windows Memory Diagnostic
Windows PowerShell
‘Windows PowerShell (xB&)

Windows Server Backup

2. SelectRADIUS server for 802.1X Wireless or Wired Connedtiom Standard
Configurationand clickConfigure 802.1X

€ Network Policy Server - O x
File Action View Help
== H
€ NPS (Local) NPS (Local)
§-irehaan| coungstared |
y I_gbr Policies Getl]ng Started
'h Accounting Metwaork Policy Server (WPS) allows you to create and enforce organization-wide network access policies for
v ! Templates Management connection request authentication, and connection request authorization.

Standard Configuration —

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

RADIUS server for 80Z2. 1X Wireless or Wired Conmections v|

RADTUS zerver for Dial-
EADTN erver fo

or VPN Conmections
re. or Wired Co s

‘When you configure MPS as a RADIUS server for 802.1X connections, you create network policies that allow
MPS to authenticate and authorize connections from wireless access points and authenticating switches (also
called RADIUS clierts).

n Learn more

Advanced Configuration 7

Templates Configuration 7
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3. SelectSecure Wireless Connectiofer Type of 802.1X connectionModify the nameas
required,which isSecure Wireless Connectiomnsthisexample and dick Next.

Configure 802.1X X

. Select 802.1X Connections Type

—

Type of 802_1X connections:
@Secure Wirelezs Commections

When wou deplow 802 1¥ wireless access points on vour network, HFS can authenticate
and authorize conmection requests made by wireless clients connecting through the
access points.

(O Secure Wired (Ethernet) Commections

When wou deplov 502, 1Y authenticating switches on wour network, FFS can authenticate
and authorize conmection requests made by Ethernet clients comnecting through the
switches.

Name:
Thiz default text iz used az part of the name for each of the policies created with this
wizard. You can use the default text or modify it .

Secure Wireless Connections

Previous E E Finish Cancel

4. On theSpecify 802.1X Switchgmge, clickAdd.

5. Seta RADIUS client nanpehich can be the name of the CPE) and the IP address of the
CPEEnterUmXmL9UKnN the Shared secreand Confirm shared secreext boxes and
clickOK

MNew RADIUS Client x
Settings

Seleot an existing template:

Hame and Address

Friendly name:

|root
Addzess. (IF. o DWS): Lt FRRNbBaa
192.165.0.754 - & | e By

Shared Seoret
Select an existing Shared Seeretz template:

Fone w

To marmally type a shared seeret, elick Manual. To automatieally
generate a shared seeret, elick Generate. YTou must configure the
RADIVUS client with the same shared secret entered here. Shared

secrets are case—sensitive. { I Y_ S | la]é @ K_-F A
s Ml Qbemerete w1 5L { (S8 3

: Shared secret: :
. vessesee |
Confirm shared secret: :
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SelectMicrosoft: Protected EAP (PEARPOM Type andclickConfigure Slect the
certificate deployed in the certificate authority in the previous step, dDé&kand click

Nextafter the configuration is complete
Configure 802,1X

Configure an Authentication Method
*»d

Select the EAP twpe for this poliecw.

Type (based on methed of access and network configuration): RLCRLLELLELLEELEEEE 1
. Frotected EAF (FEAF) v Configure. .. |-

Frevious Finish Canzel

U

Edit Protected EAP Properties

Select the certificate the server should use to prove its identity to the dient.
A certificate that is configured for Protected EAP in Connection Request
Paolicy will override this certificate.

Certificate issued to: WIN-DI0D4Q257LD-CA v
Friendly name: WIN-DIOD4Q257LD-CA
Tssuer: WIN-DIOD4Q257LD-CA

Expiration date: 2/20/2029 1:59:04FM

Enable Fast Reconnect
[ isconnect Clients without Cryptobinding
Eap Types

Mowe Up

Move Down

Add Edit Remove : Cancel
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7. QickNexton the Specify User Groupsage.

Configure 802.1X

l Specify User Groups

e, Users that are members of the selected group or groups will be allowed or denied access
based onthe network policy Access Permission setting.

UZers.

To select User Groups, click Add. If no groups are selected, this policy applies to all

Groups hdd. ..

Remore

Previous EE Finizh Cancel

8. On theConfigure Traffic Controlpage, configure the parameters as required, chiekt,
and clickFinish

Configure 302.1X

l Configure Traffic Controls

., U=e virtual LANs (VLANs) and access control lists (ACLs)to control network traffic.

If your RADIUS clients (authenticating switches or wireless access points) support the
assigoment of traffic controls using RADIUS tunnel attributes, wou can configure these
attributes here. If wou configure these attributes, HPS instructs RADIUS clients to apply
these settings for conmection requests that are authenticated and authorized

If wou do not use traffic controls or wom want to configure them later, eolick Hext.

Traffic contrel configuration
To configure traffic control attributes, elick Configure.

Frevious |- Hext : Finish Cancel
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Configure 802.1X x

Completing New IEEE 802.1X Secure Wired and
J Wireless Connections and RADIUS clients

—

You have successfully created the following pelicies and configured the following RADIUS
clients.

' To view the configuration details in wour default browser. click Configuration Details.
' To change the configuration, click Previous.
' To save the configuration and close this wizard, click Finish

Connection Request Policy:

Secure Wireless Comnections
Network Policies:

Secure Wirelezs Connections

Confizuration Details

Previous Hext : Finizh : Cancel
Step3 [ 2Y FAIdZNE GKS dzaSNJ | YR dzid SNJ I NP dzLJ

1.

Create a user.

Navigateto Start> Server Managep Dashboard clickToolsin the upper right corner,

clickComputer Managementand doubleclickLocal Users and Groups

HBS NA A 2

RightclickUsers and selecNew User Enter the user name and password, which are

Admin (user name) andohnDoel23password) in this example. And clickeate

Mew User ? *

User name: |Ac|min |

Full name: | |

Description: | |

PaSSWDrd: |.......... |

Contfirm password: |"00000000| |

User must change password at next logon
User cannot change password
Password never expires

] Account is disabled

Help Close
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2. Create a user group

RightclickGroups and séect New Group SetGroup name which isAdminlin this
example, and clicRdd. In theEnter the object names to seleciolumn, enter the created
user name clickCheck Namesand clickOK In theNew Groupwindow, clickCreate

MNew Group ? *

Group name: |P«:Imin‘|| |

Description: | |

Members:

Help Create Close

Select Users >

Select this object type:

|Users or Built-in security principals | Object Types...

Fram this location:

|WIN-DJ1}D-1Q25?LD | Locations...

Enterthe object names to select (examplesk:

WIN-DJ0D4G 2571 DY Admin Check Mames
Advanced... Cancel

Step4 |/ 2y FAITdzZNBE GKS LRt AOASaA®

1. Navigateto Start> Server Managepr Dashboard clickToolsin the upper right corner,
clickNetwork Policy Serverand doubleclickPolides.

2. ClickConnection Request Polesand doubleclickSecure Wireless ConnectierOn the

ScureWirelessCGonnectionsProperties window, clickSettingsandtick Overridenetwork

policy authentication settings ClickAdd, addMicrosoft: Protected EAP (PEARJEAP
Types, and clickApply.
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€ Network Policy Server — O bt
File Action View Help

L ol ARl el 7

> [] RADIUS Clients and Servers

“ E‘Jﬁ Policies * Connection request policies allow you to designate whether connection requests are processed
locally or forwarded to remote RADIUS servers.

|~ Connection Request Policies

[7] Network Policies -

B, Accounting v Name

> Wl Templates Management

Conditions — If the following conditions are met:

Condition ¥alue

Settings — Then the following settings are applied:

Setting ¥alue

U

Secure Wireless Connections Properties x

Overview Condtions ~Settings

Configure the settings for thiz network poliew.
If conditions and constraints match the connection request and the policy zrants access, settings are applied.

Settings:

Required Anthentication

Override network polioyw authentication zettings
Nethods .

These authentication settings are used rather than the constraints
and authentication settings in netwerk poliew

tion Meth

Forwarding Connection
Request
. .. EAF types are negotiated between HPS and the client in the
e duthentiecation order in which thevw are listed

'ﬁ Accounting EAF Types:

Specify aRealm Hame Microsoft: Protected EAF (PEAR) E Mave Up
2] Attribute 7 3 Move Down
BADTIUS Attributes

P Add. .. Edit... Remove

@ Standard

Vendor Specific

Less secure suthentication methods:
DMicrosoft Enorypted Authentication verzien 2 (ME—CHAP—Z)
User can change paszword after it has expired
Dh{icrosoft Encrypted Authentication (MS—CHAR)
User can chanze password after it has expired
DEncry'pted authentication (CHAP)
DUnencry'pted authentication (PAF, SEAP)
Dﬂllow clients to comnect without megotiating an authentication meth

Ppply

oK Cancel

3. ClickNetwork Policiesanddouble-clickSecure Wireless Connectiondn the Secure
WirelessGonnectionsProperties window, clickConditions and clickAdd.

Addthe Windows Groupsenter the creatediser group clickCheck NamesclickOK then
clickOK and clickApply.
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Select Group x

Select this object type:
‘Gmup | | Object Types... |

From this location:
[WIN-DJOD4G257L.D || Locations... |

Enterthe object name to select (examplesy:

WIN-DJOD4Q257L D\Admin 1 }| Check Names |}

5 o

Windows Groups et

Specify the zroup memberszhip required to match thiz policw.

Groups
WIN-DJOD4R25 71D W Admind

I hdd Groups. . I Eemove

T 19 Y R

111



520dzYSy i nSNEA 2

[ll. Configure your wireless device

QTIF’

2 AyR268 T A& GF1Sy +Fa Ly ®EFYLES G2

)]
=
(0p))
=

‘ﬁ
<N

B

A

\% puf

»
=
Z
2]

<

L
Idaly

Stepl bl GARRGINIA y i N2 Bb &G o/25N] |
(KOY aDYF IS sANB®Saa ySis2N] a

G-

Control Panel Home . . . . . -
View your basic network information and set up connections

%= » Control Panel » Metwork and Internet » Metwark and Sharing Center - |¢,| | Search Contral Panst §el [

Manage wireless networks = f i See full map
ek ... o ; A o w Y
Ch dapter setti -
B ADMIN-PC Network 4 Internet
Change advanced sharing (This computer)
settings
View your active networks Connect or disconnect
l T ; Network 4 Access type: Me Internet access
17 Work netwerk Connections: [ Local Area Connection 5

Change your networking settings

eﬁ;. Set up a new connection or network
=

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Connect to a netwaork

i

Connect or reconnect to a wireless, wired, dial-up, or YPN network connection,

Choose homegroup and sharing optiens

&

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

See also
Diagnose and repair network problems, or get troubleshoeting information,
HomeGroup

Internet Options

Windows Firewall

Step2 / £ ABRY/RE OYdzk ft 8 ONBILGI® I ySig2N] LINBFACLS

= e =
@vvhﬂﬂ » Control Panel » Mebwork and Internet » Manage Wireless Networks - | +y | | Search Manage Wireless Metworks Fe |
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.
:__ﬂi_d_: Adapter properties  Profiletypes  Network and Sharing Center '9'
0 items
/
B
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&7, ! Manually connect to a wireless network

How do you want to add a network?

AL« Manually create a network profile :
"= This creates a new network profile or locates an existing network and saves a profile:
for the network on your computer. You need to know the network name (55ID) and:
security key (if applicable). :

& Create an ad hoc network
Y This creates a ternporary network for sharing files or an Internet connection

Cancel

Sstep3 9YUSNI gANBt Saa ySieyNIS Oy T2 (AAT2 yiisK S3 S/ SRl
o0 NB I RAl & iyMySBfiA O

lo] & ]

@ ! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwark name: hot_spat
Security type: lWPAE-Enterprise 'l = e
: {1 YS 1a3LISICKIT
Encryption fype: AES .| .'. A
’ ) : UKS /t9
Security Key: Hide characters

Connect even if the network is not broadcasting
rrmneee farning: If you select this option, your complter's' privacy might be at risk,

;Next; [ Cancel
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S
0t 9X t WY R SQR ¥ &

&) 1! Manually connect to a wireless network

Successfully added hot_spot

% Change connection settings

Open the connection properties so that I can change the settings.

(=] & (=

Close

U

hot_spot Wireless Metwork Properties

Security bype: ['-.-'u'F'.ﬁ.z-Enterprise

Erncryplion bype: [.ﬁ.ES

Chonse a netwark, authentication method;

iMicru:usu:uFt: Protected EAP (PEAF])

- ] [ Settings

kime I'm logged on

Advanced setkings

Remember my credentials for this connection each

il ] [ Cancel
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2 AyR2ga t232Yy yIYS

a4 SINY B NS RESISTENTIO DB Y I G A O £ f
I Y R

Protected EAP Properties

When connecting:

Connect to these servers;

Trusted Roat Certification Authorities:

[l

Baltimore CyberTrusk Rook

Class 3 Public Primary Certification Authority
Globalsign Rook CA

Microsoft oot suthority

Microsoft Root Certificate Authority
Microsoft Root Certificate Authority 2011

Thawte Timestamping CA
a4 I

m

Do not prompt user ko authorize new servers or trusted
certification autharities,

Select Authentication Method:

Secured password (EAP-MSCHAP +2)

- || Configure. ..

| Enable Fast Reconnect
Enforce Metwork Access Protection
Disconnect if server does not present cryptobinding TLY

Enable Identity Privacy

o |

Cancel

U

EAP M SCHAPYY Properties

When connecting:

Automatically uze my Windaws logon name and
pazsward [and domain if any). =
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hot_spot Wireless Metwork Properties @

Security bype: [WPAZ-Enterprise ']

Encryption type: [F\ES - ]

Choose a network, authentication method:
[Micraseft: Pratected Eap (PEAP) | FSettings

Remember my credentials for this connection each
time I'm lagged on

[ kK, ] ’ Caneel

U

Advanced settings IEI

802.1¥ settinds | 502,11 settings

Specify authentication mode:

Dielete credentials For all users

] Enable single sign on for this network

(@ Perform immediately before user logon
Perform immediately after user logon
10

Allows additional dialogs to be displaved during single
sign on

This network uses separate virtual LAMs For machine
and user aukhentication
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Step7 | £ A ORAS

Successfully added hot_spot

% Change connection settings
Open the connection properties so that I can change the settings.

i

« 5 Qﬂ v Control Panel » Mebwork and Internet » Manage Wireless Networks - || Seorch Manege Wireless Metworks ,O

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  MNetwork and Sharing Center °

Metworks you can view, modify, and reorder (1) ~ |

g hot_spot Security: WEP Type: Any supported

.I 0 iterns
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step8 [/ T A0l GKS ySig¢aW3aKNO2D2 N&YS NI RS fIXKBS NS a1 G2LI
ySis2NY t BROXKKRELIR § (KA &/t /B ywyd Sip

Currently connected to: 5 =
I"h Network 4 E
E Internet access A
Wireless Metwork Connection ~
haot_spot ﬁqﬂ

Connect autormatically

Open Network and Sharing Center

Step9 Ly 20AKySR2 648 RASIOWANA (@2E (KI dz2a BEMLIE I NB 5 485G SINE ¢
2y GKS w!5L! {h®SNIBBSNJ I yR Of A 0]

Network Authentication

Please enter user credentials

b | |

ey’ R

Verification
2 )eiby | oORSSAN OS4aS Ol yi D2y KS KepdrEaa ySisezN]
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7.2 Advancedsettings

¢ KA& Y2Rdz

O2y TAIdzNB Al

2 | 00Saa
| Rl wOSR
Advanced
WMM
APSD

Minimum RS5SI Threshold

Preamble

Transparent Bridge

TD-MAX

Signal Transmission

TPC

Signal Reception Level

Transmission Distance

Beacon Interval

Fragment Threshold

RTS Threshold

DTIM Interval

Signal LED1 Threshold

Signal LED2 Threshold

Signal LED3 Threshold

Name

WMM

S SylofSa &2dz (27T | RRIZAAUAI KNS s NBIBZ B¥

dzy RSNJ 4G KS 3dzARS 2F | LINRPFSaarzyl |

0 KS @23y FAAV3 daN2 20BAK2SY 19 JREABAHZ i BRI &4 &
(@ Enable (O Disable
() Enable (@ Disable
) Enable @ Disable

(O Short Preamble ® Long Preamble

(@) Enable () Disable
() Enable

(@ Disable

(@) Coverage-oriented () Capacity-oriented

@ Enable (O Disable
Auto ﬂ
5 JAute km (Range: 0.1 to 20, default: 5)
100 ms (Range: 40 to 999, default: 10
2346 Range: 256 to 2346, default: 2346
2347 (Range: 1 to 2347, default: 234
1 (Range: 1 to 255, defa
-0 Bm (Range: -99 to 0, default: -90)
-80 Bm (Range: -99 to 0, default: -80)
-70 dBm (Range: -99 to 0, default: -70)
Cancel

RSAONALIGIAZY
Description

Wi-FiMulti-media(WMM) is a wirelesQuality of ServicéQo9 protocol making
packets with higher prioritie® betransmitted earlier. This ensures better QofS
voice and video applications over wireless networks.
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APSD

Minimum RSSThreshold

Preamble

Transparent Bridge

TDMAX
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Description
Automatic Power Save DelivgPSDis a WMM power saving protocol created b
Wi-FiAlliance.

Enabling APSD helps reduce power consumption. By default, this mode is disa

Secifies the minimum strength of received signals acceptable taXRE

If the strength of the signals transmitted by a wireless device is weaker than thi
threshold, the wireless device cannot connect to tARE

If there are multipleCPE# a network, setting a proper value helé-Firenabled
devices connect tawirelessnetwork with a better wirelesssignal.
Secifies agroup of bits located at the beginning of a packet to enable a receive

the packet to perform synchronitian and prepare for receiving data.

By default, the Long Preamble option is selected for compatibility with old netw:
adapters installed on wireless clients.

To achieve better synchronization performance of networks, you can select the
Short Preambleption.

The Transparent Bridge function enables the WLAN interface ofito forward
all packets. It is used to solve the problem that some NVRs cannot detect IP
cameras, or cannot change the IP addresses of cameras in differmrirks.

<?TIP

This function is applicablenly when the CPE works in AP, Client or Universe
Repeater mode.

Transparent WD@&nd Transparent Bridge cannot be enabled at the same til

TDMAX is Tenda's proprietary Time DivisMultiple Access (TDMA) polling
technology. lallows multiple clients to share the same channel for accessing to
network. With theTDMAXenabled, theCPEassigns time slots to each client, and
transmits data according to the assigned time slots, achigRointAtoAMultiPoint
(P2MP)connections.

After the TDMAXis enabled, theCPE
Avoidsi KS & KA RRS Y ,whizioScérs iliBiPamdd&iy visible
from a wireless AP, but not from other nodes communicating with the
originating AP.
Reduces latency
Improvesthroughput andanti-interferenceperformance.
Improves overall performance in PafbAMultiPoint (RMP) installations

and ncreases the maximum possible number of users that can associ
with an AP that uses TRIAX.

<?TIP

L¥Tm¢s5 A& Syl oS SRISNIKSARKXIRE S5 YR 2y
O2yySOiAz2ea TRBARSZ O yy2i 02 oREM®IMR (
4dzOK Fa fFL2Laz GF oft®Gax 2N avYl NIL
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Name Description

Specifies the CPE's signal travel through wall capability.

Coverageoriented: With less interference nearby, this mode enables tr

Signal Transmission CPHo cover wider area.

Capacityoriented: With strong interference nearby, thisade improves
the CPE'ainti-interference capability

The Transmit Power Control (TPC) functiecreases the TX power of ttGPE
automatically to improve the negotiation rate whéime two devices are too close

TPC By defaulf when thereceived signal strengtis greater than25 dBm, theCPE

decreases its TX power.

Used toadjust the signal reception levef this CPEAhigher leveleads to better
signal reception capabilignd more wireless networks can be searchiedt lower

Signal Reception Level | e e
throughput. Adjust the level based on your actual situation.

Secifies thewireless transmission distance of tiG®EYou can set it based on the
actual installation distance.

QTIP

Transmission Distance
Modifying this distance will affect wireless transmission performance, and it is

recommended to keep the default setting. If you want to is@hanually,you should
enter a value that is greater than the actual distance between the@QR&.

Jecifies theinterval at which thiCPEends Beacon frames.

Beacon frames are sent at the interval to announce the existence of a wireless
network. Generally, a smaller interval allows wireless clients to connect tCBHEs
sooner, while a larger interval allows the wireless network to transmit data quicl

Beacon Interval

Fecifies thethreshold of a fragment. The unit is byte.

Fragmenting is a process that divides a frame into several fragments, which are
transmitted and acknowledged separately. If the size of a frame exceeds this
threshold, the frame is figmented.

Fragnent Threshold In case of a high error rate, you can reduce the threshblithe transmission fails,
this deviceresend only the fragments that have not been sent successfully, so ¢
increase the frame throughput.

In an environment with littlenterference, you can increase the threshold to redu
the number of frgments so as to increase the frame throughput.
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Name Description

Fecifies theframe length threshold for triggering the RTS/CTS mechanism. If a
frame exceeds this threshold, the RTS/@EShanism is triggered to reduce
conflicts. The unit is byte.

Set the RTS threshold based on the actual situation. An excessively small valu
increases the RTS frame transmission frequency and bandwidth requirement. /

RTS Threshold higher RTS frame transmission frequg enables a wireless network to recover
from conflicts quicker. For a wireless network with high user density, you can
reduce this threshold for reducing conflicts.

The RTS mechanism requires some network bandwidth. Therefore, it is trigger:
only whenframes exceed this threshold.

Fecifies thecountdown before this device transmits broadcast and multicast

frames in its cach The unit is Beacon interval.
DTIM Interval
For example, iDelivery Traffic Indication Mai®@TIM Interval is set to 1, thi€PE

transmits all cached frames at one Beacon interval.

Signal LED1 Threshold
Specifieghe receivedsignal strength of this CPE's LED indicators. Yoousinmize
Signal LEDThreshold the threshold for triggering each signal LED indicator to light up.

The default threshold for LED1, LED2, and LED®@re30, and-70 respectively.
Signal LEBThreshold
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7.3 Accesgontrol

7.3.1 Overview

CKS !/Q@EANRE TFTdzy OlA2y Syl ol KRSKCHERY2IdoR $FRII IR B PSE 52 NJ
] ANBt SRS STAW2NESHHNI a! / F RRNBaasSa
2 00Saa GKS @23y FAAVA daNg 20BAK2SY 194/ IR0 B B1A AATINBHSSCHEES &

| 2y GNRAEE T BRAGT DE VORS B | dzt Siydt FTIFHRS R IWAKE a2t 2648 @

x

Access Control

SSID Tenda_123456

Access Control (}

Mode @ Disallow O Allow
MAC Address 12:12:12:12:12:12 Add Add online devices
SN MAC Address Status Operation
1 12:12:12:12:12:12 Enable W

Access Control List m Cancel

t I N} YSGSNE RSAONALIIAZY
Name Description

Yoecifies the SSIBS this deviceWith the rule enabled, clients connected to the

SSID network with this SSID will mntrolledby the rule.
Acces<ontrol Soecifieswhether to enableor disablethe Access Control function.
Soecifies the mode for filtering MAC addresses.
Allow: Indicates that only the wireless clients on the access control list ci
Mode connect to thewirelessnetwork of theCPE

Disallow Indicates that only the wireless clients on the access control lis!
cannot connect tdhe wirelessnetwork of theCPE
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7.3.2 Example ofconfiguring accesscontrol

Networking requiremens

102 YYdayza 6 &St P2 NJ 6 A NB { St g2y 3 BHBONIFHOy@ENE G KW ¥dzy A G &
I NB Ffft26SR G2 O2yySOG G2 GKS gANBfSaa ySig2N

Solution

¢tKS ! 00Saa /2yiN®A KRBz DV BIYNA IR Gk &KEHIE 20 NS S
Syl oRSSAA 0Sa ¢6K2aS a!/ | RRNBaAaaSaYhNBAHEYOYRopYnN
l'yYo! YopYnnYnnYno®

Configuration procedure

Stepl [23 AY (G22@KStd®So | L
Step2 bl A A+ ABBMIERGS a4 d/ 2y (I NB €
step3 9y of § ODKRE & F/da/Oili MRty ©
step4 { Sall2 RB2 t fdR &

step5 9YGSNI GKS a!/ /lyRRNDDDHY hadyEidLang R R&E A O

QTIP

f SRRR Ny O3/ SFORIBARO S

LT 2@y I oS3 O £ X
AdG ljdA Ot eo

T 20my + o $a 2 08 Gayine
UKSY 02 0KS | O0OSaa 2V f

Step6 WS F®AISHI2 | RR GKS 20KSNJ Gg2 a!/ FRRNBaaSao
Step7 | t A OWS
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Access Control

SSID  Tenda_123456

* Access Control ()

*Mode O Disallow ® Allow

* MAC Address C83A:35:00:00:03

520dzYSy i HASNEA 2

Add Add online devices

SN MAC Address Status Operation
1 C8:3A:35:00:00:01 D Enable w
2 C8:3A:35:00:00:02 O Enable w
3 C8:3A:35:00:00:03 O Enable w

T 19 Y IR

Verification

hye 3By | oRSSRYEY A A 2y SR yI O2FS & ONHBTaske Ny t®F
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/.4 Management RF

7.4.1 Overview

al ylI3Sw&ydindn DITO A& YIAyteée dzaSR (2 FlFOAtAGE
GKS /t9 G2 YIyFr3S GKS /t9 dzyRSNJ aLISOALIE OANDdz
/| tASYyG Y2RS:I @&2dz Oty 23 Ay (2 GKS 46So 'L 2F |

/t94a alylF3aSYSyid wco

2 | 00Saa (KS @23y FAAV3 daNg 208AK2SY 199/ R0T B LA AMINBHSS aliaz
al yFrasSyéyid wcC
hy (GKA&a LI 3Sz &2dz Oy &asSi uKs oFaArAlO AYF2NNI {A:
NBEO2YYSYRSR (F LEFERY ONBRI AR S S§KBINI RSTFF dzAf G aSada
Management RF
Management RF D
Enabled upon Power on D
Duration 10
SSID  Tenda_123456_MG
Network Mode 11big/in v
Channel Auto v
Encryption None v
tF N YSGSNB RSAONRLIGAZY
Name Description
Specifies whether to enable disablethe ManagementRFunction of the CPE
QT\P
Management RF When you manually enable &hagenent RF'swireless networkit will not disable

automatically. Since thBlanagenent RF'aVi-Fi is notprotected by passworty
default, it is recommended to disable the function when not in use so as to ensure
network security.

Enabled upon Power Specifiesvhether to enableor disablethe Enabled pon Power onfunction.
on
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Name Description

With this function enabledManagementRF'swireless networkwill be automatically
enabled when the CPE is powered off and on again.

Specifies the duration of the &hagemeniRF'swireless networlenabled.

With ManagemenRFenabled, if theDurationis exceeded and the available time of
the ManagementRF is notelayed, theManagementRF's Wiwill be automatically
disabled.

QT\P

Duration

You can use a wireless client to connect the wireless network dfitreagementRF.
Log in to the web Ul of the CPE, you dataythe available time for the wireless
network of theManagemeniRFas required.

Specifies thmameof the CPBManagementRF'swireless networkYou can modify it

SSID i
as required.

Specifies the network mode tie CPEB anagementRF'swireless networkOnly

Network Mode wireless clients supporting the listed network mode can connect to the CPE.

Specifies th@peratingchannel of the CPE managem®&f#'swirelessnetwork. When
Channel Auto is selected, the CPE will automatically adjusbiperating channel based time
surrounding environment.

Specifies the security mode of the wireless network of the @&tagementRF. Refer

Encryption to the Security Modédor details.

7.4.2 Delay duration oflmanagementRF's wireless network

2 Ak yl 3SwSySiyl 6t SR AT GKS 5dzN} A2y Aa SEOSSRY
al yl 3SWw@yiia y2iaR$F BEBBRYAAKS 65 I+ dzieREUGROL 6 K S

F @ AT Fo0fS GAYS F2N adlKSH ISIWE B2az YOS Vo NBF SNF 12K
LINE O SdR dzNB &

[ 2y FAIMNOESRENS LI
stepl [ 2y ySOG GKS ANBtSaa OahRgyaSWSy dKS gANBf Sa

Step2 {GF NI F ONBGASNI 2yiRSEdNI & A NB¥ORIRNERSES o, (8 RZ
Lt Y#MHEWME f ASH v PR20RiEY PHYR 23 Ay (2 (0KS 4

Step3 / f BOfAYe (KS dzLJLISNJ NAIKG O2NYySNI 2F GKS LJ 3S
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enc,a Left until the page closed:6m 10s Delay Logout

A Status Quick Setup Current Mode: AP

4 Quick Setup Select a working mode:
@ AP In this mode, the device creates a wireless network based or

& Network
() Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP

F Wi =

P Wiieiss (O Universal Repeater In this mode, ti

¥ Advanced QO WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the wireles

1etwork

@‘ Togs () Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wiraless
(O P2MP  In this mode, the device connects to multiple wired networks through wireless bridge. but does not provide wireles
(O Router connect to

T 19 Y R

QTIP

¢2 RStl e GKS &y ISNESYE MNBE S aak §/Sig2N)] 2 e2d
al yr3sSySyid wC FdzyOlAzyod !'a t2y3 & @2dz RSt @&

GANBt Saa ySHYRANIWSRYNEAI KSIzG2Y (A QO RRH2 RVdgEa 88 SR
0KS gANBfSaamlywdobcasy (2F (GKS

91 OK GAYSS8BRErKSt YOEAYdzy RStF& G4AYS A& p YAydz
CKB2RISE e GAYS OBbyiaA2d \GHMISSRISHKBE R 20T TR §dzii S& .
Y$ya e2dz Oty 2yteé RStle (2 | YFIEAYdZY 2F wmn YA

128



520dzYSy i nSNEA 2

R

A
X
<
o
p

QTIF’
¢CKA& dzaASNJ 3dzZA RS Aa T2N O2 yWyHArE (K2 NEBS NBWR RSzO3
FdzyOliA2yad RSEAONAOGSR KSNB & KSdzLINR R3O |'YRIRASEE 0o tt § SY I
I Ol dzl £ LINBRdzOG @
8.1 LANrate
2 I 00Sa 0 KS @23y FAAVT daNg 20BAK2SY 194/ IR0 B B121 AREA | (ySD Sk
wl &S
¢CKA& Y2RdzZ S SyliokSS s az2i&SRkR2 | GRI&GRIBIN FHAW2RT (KS
RAAGFYOS 0SUoSEBYRYIRSLIEBNIRS@FOS KBa 622 f2y3as ¢

2F /GtHS/ R LISHENJI A y O NI & & WReGi 2//0 S

2 KSy @&2dz OKIFIy3dS (KS aSGiAy3IsSBE RENERRH KiKES LN
Aa GKS al YS/ td RKIRSTATzZLWUSSNIKS [!'b BUUSSR aSida
bS3I2(ahl{foM®PE dzASR F2NJ AffdzZAGNI A2y D

LAN Rate
PoE/LAN Speed Auto Negotiation A
LANZ Spead Auto Negotiation v
LAN3S Speed Auto Negotiation v
LAN4 Speed Auto Negotiation v

I TOSNI &IKSSR | YR RE8AIN SEREPREROK &0y GKSGISY {41 G d:
LJ 3S o

t I N} YSGSNE RSAONALIIAZY
Name Description

_ Specifiestie spee and duplex mode of the podre determined by he negotiation
Auto Negotiation between theCPE angeer CPE
Specifiestie portworking at1000 Mbps, and cartransmitand receive packets at the

1000Mbps FulDuplex .
same time.
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Name

100MbpsFullDuplex
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Description

Specifiestie portworking at100 Mbps, and catransmitor receive packets at the
same time.

100MbpsHalfDuplex  Specifieshie portworking at100 Mbps, and can ontyansmitor receive packets

10MbpsFullDuplex

Specifiestie portworking at1l0 Mbps, and catransmitand receive packets at the
same time.

10Mbps Halbuplex Specifiestie portworking at10 Mbps, and can onlyansmitor receive packets

QTIF’

IF &2dz 4SS0 GKS &LISSR | yR RdzL SE Y2RS 2F (KS LR
Y2RS 2F (KS LIS SN2l NIRPNINBKERA Y Yi2 Fa (KA a L2 NI«
[2BHIISSR Y2RS OFy AYLINRGS (GKS GNIXyavYAaairzy RA:
t29 LI26SN) adzllLf @ RAAGEYOSILISSRz V2 RSDODKagzahR K KS
RdzLJX SE® ! yR Sy adzNH2 NuKS &8I0 IKDAWAR LIGE8Ef e R (i 2
bSA20 K, GA2Y
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8.2 Diagnhose

2 | 00Saa (KS @23y TAlV3 duNa208AK2SY 199/ IR6T B b1 AR | (iyS0 SiR2
5AF3¢g2aS

z

2dz Oy dza&S (GKS RAF3Iy22ara G22fa&a F2N) GNRdzof SaK;:
T {AGS VTH8@SOKSO]l ySINbe gANBfSaa ardaylfad
Tt AYaASR2 OKSO|l GKS yBUB2RRBYOSOUSOUA Pazi @ A (¢
T ¢ NI OSMERSIRZS OKSO1 GKS ySig2N] NRdziSao
T { LSS &SRR OKS Ol GKS O2yySOlAz2y aLlSS
YySig2N] @

5

¢
(@]
(0p))
[

T LISOGNHZY & iRt OKBD] GKS ySINbe 6ANBRIAL VY
OlaySt FOB jldASyBesdi K f Saa sANBE Saa y2r1as ¥

8.2.1 Sitesurvey

{A0S adzNYSe 3IAPSa @2dz Iy AYaAIKG. AKASRKEKS Ay T;
RAI ANBadAde>0l ¥ OKE $P6E GKIFG/x®2f BY BINMINGZE &R A NJ:
SFFAOASYyOeo

[ 2y FA IO SR EZNS

Stepl [23 AY (226 KStd®So | L

Step2 bt GA3+RB HASRIF24S

step3 { SE{SKOMS X yiz\GiAR &3 RERIRP 6y D £ A &
T 19 Y R

CKS RAFIYy28A4 NBadA (i 6AYE (St REDIU BESRKBY TR T

Diagnose [ Site Survey v
ID SSID MAC Address Channel Security Signal Strength
1 Tenda_6A1672 48 WPA2-PSK,AES M
2 Tenda_859D21 40 WPA2-PSK AES M
3 Tenda_34E625 48 Mixed WPA/WPA2-PSK... N
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8.2.2 Ping

,2dz Oy dzaS LIAyYy3 G2 RSGSOG GKS O2yySoOuargrade |
| 84dzyS GKIFIG @2dz 6 yia®liyg N A@yeR &# KSGKSN

/| 2y FAIdzNI GA2Y LINR OSRdzNB

Stepl [23 KWK SO ISOK St ®

Step2 btk @A3+RB HASRIF24S

step3 { SttSIONIFA SiAKIST RERBRR 6 yd f A &

step4 { St ! RIRENISyA I f

Step5 9YGSNI GKS GFNBSG Lt | RRONGosA yo3N0 GXKWR2 Y RIYY Lyl
Step6 { STAYy 3T @ | €
Step7 {SbG Ay 3w KSI
Ssteps [ £ A OB NI

s s oA oA X

RSFlLdz G aSdidAy3a A& NBO2YYSYRSRO®

Diagnose

Diagnose Ping v
IP Address Manual v
IP Address/Domain Name cn.bing.com
Ping Packet 4

Packet Size 32

T 19 Y R

~
g

¢KS RAIF3Iy2ara NBadA G orfff o6k RBOLIEKESR2AB {25 A F!

IP Address Time TIL
204.79.197.200 14.761ms 112
204.79.197.200 14.627ms 112

cn.bing.com Timeout
204.79.197.200 14.523ms 112

10 v | Datas/Page

3 of 4 packets received, 25.00% loss25.00%

Min. 14.523 ms Average 14.64 ms Max. 14761 ms
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8.2.3 Traceroute

,2dz Ol'y dza$S GKS ¢N}Y OSNHdzi S KiS2 2.8 O 5 (kS B G bBRS
RSadGAylLGA2y K2ado

ldadzyS GKFG @2dz ¢yl @ 20 RS (190G Sk DNREER S8 © GNP
[ 2y FAIdzNI GA2Y LINR OSRdAzNB

—

Stepl [23 AY (226KStd®So |
Step2 bt GA3+RB HWASRIF24S
step3 { St SNIGOSNP EHINGST RePRE s yd £ A 4

Step4 9y G SN GIKS HRANESEIa 2N | RepyvoAFIYOEKSEE B8 KA QKX
Sstep5 / £ A OB NI

Diagnose

Diagnose Traceroute v

IP Address/Domain Name cn.bing.com

T YR

CKS RAIFIy28A4 NBadA G oA 0B ¥a3B2 @SS /A ITAE

Diagnose

Diagnose Traceroute v

IP Address/Domain Name cn.bing.com

SN IP Address Time
1 192.168.11.1 5.541 ms 2.371 ms 2.088 ms
2 172.16.200.1 2.133 ms 1.775 ms 8.384 ms
3 192.168.20.1 6.643 ms 3.543 ms 2.774 ms
- 192.168.21.254 1.885 ms 4.249 ms 2.758 ms
5 100.64.0.1 50.352 ms 3.056 ms 3.428 ms
6 202.105.159.149 4.340 ms 8.592 ms 7.126 ms
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8.2.4 Speedtest

Overview

, 2dz O y{ Ld&SRU ERSSE iD 2 iy K/ES/0 (areIS & R SBo/NIIRFTEY 35 KA OK KSf

SAGAYIHKNRPORK LWARSE/ t 8¢ KS

¢CSAadzy G AZ2Y

23 AY

(226 KStSHISHA JHRBH HAS RIY 218 BR{

S5ALF IREBRE gy f A A

Diagnose
Diagnose

AVG RX

0 Mbps

IP Address of Peer AP
IP Address

HTTP Port

User Name

Password

Test Group

Direction

Time

t I N} YSGSNAE
Name
AVG RX

AVG TX

AVG Total

Speed Test v

J AVG TX JT AVG Total
0 Mbps 0 Mbps

® Client Server

Manual ¥

80

10

Bidirectional v

30

RSAONALIGIAZY
Description
Soecifies the average receive rate.

Soecifies theaverage transmit rate.

Secifies the average total rate.
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Name Description

Cliert
This version is not supported yet.

Server

Jecifies the LANP address ahe peer CPEYou carenter it manually orselect the
IP Address of Peer AP IPaddress of the peer AP from the drolown list if there are peer CPEs connecte(
to the CPE

If the IP Address of Peer AR set toManual, you need to enter the LAN IP addres:
IP Address

of peer CPEere.
Fecifies theHTTP serviceort number ofpeer CPEwhich is used testablishspeed
HTTP Port test connectios based on TCP/IFhe cfaultvalue is80. You are recommended to
keep the default value.

User Name
Secify the login user namend passworaf the peer CPE
Password
Test Group SYecifies thenumber of test connectiom established
Fecifiesthe test direction.
RX(Receive)Only test the speed thatis CPE receives data from the pe
Direction CPE.
TX(Transmi}: Only test the speed that thi€PHransmits data to pee€CPE
Bidirectionat Test both transmit and receive speed between the two CP
Time Secifies the duratiorof the speed testwhich is 30s by default.

Exampleof configuring thespeedtest

dzY 3 t ®mal @ 2 NJ A YAy /Rty 2 NJ| WRREF #SF S 06 NA RI DR & dzC
2¢g aK2ga oFaArAl AYF2N¥YIGA2Y | o2dzi Go2 [/t

T Lt | RANDM&OHDWcyYy DHDMAnN

T Lt F RRNBY& $H DFcy tba dwm

T [23AY  dz@BEINE F EB2FEKRS /G @I2RY A Y

¢2 (0Sad GKS SgANBt Saa alLISSR LINRIOSRIINSBG KSS YK SINS Ny
[ 2y FA3IdzNT GA2Y LINRE OSRdzNB

Stepl [23 AY (12EKSE®ESo | L

Step2 bl GAIL BB HASRIAF2 S
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step3 { S{SLOSIS RA ¢ SEKI ST RERRE s yd £ A A
stepda { St ! RRNBaaaz2yd $SNI !t

Step5 9Y G SNI GKS /Uwvh i RR NB FRERANESBRK M QK OMA R 1 D A &
SEI YiLJ S

Step6 9YGSNI GKS f23AYy dzZASNI yIYS | yRAGNNESYRNR 27T
taaFANR BXA OKI RYWBY oleKika SEIF YLIX So

Step7 { SBIANB 0@ A RK NRBOGA 2y I €

step8 /[ £ A OB NI

Diagnose

* Diagnose Speed Test v
AVG RX $ AVG TX .j,‘f' AVG Total
0 Mbps 0 Mbps 0 Mbps
® Client Server
* P Address of Peer AP Manual v

* P Address 192.168.2.100
HTTP Port 80
* User Name admin
* Password admin
Test Group 10
* Direction Bidirectional v

Time 30

| st
T 19 Y R

¢ KEBSMIBadz 0 gAftf 0SS RAALY NSER PIFSIIRSoPASO2HFRET

Diagnose

Diagnose Speed Test v
AVG RX b AVGTX J,T AVG Total
103.28 Mbps 105.17 Mbps 208.45 Mbps
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8.2.5 Spectrumanalysis
¢ KSLISOU NHzYT dzy Ol RAaYK al f f 264 &2dz 42 OKSO1l GKS OKI
SIFOK OKIyySts a2 GKIFIG &2dz Oly S OKI yy S
F2NJ GKS /t9 o0llaSR 2y GUKS RALF3Y {

QPTWP

-/t g2 0SS YNMARISHSKNS (5 WY OKI yySt o
- {2YS¥Y2RSt DIFHBPIKS 6 A NB
FTNBIljdzSyOe olyR ¢gA0K fSa
G§KS LINRRdzOG @& 2 dz LIzNOK I

Example of configuringpectrum analysison O4V1.0

[ 2y FAIdzNI GA2Y LINR OSRdAzNB

Stepl [ 23 Ay (2 GKKSE® oS0 ! L

Step2 bl GAILRBF HASRIAF24S

step3 { SE{SIOKIOG NHzYT NF Y5 RIRBAPRE gy £ A &

stepa { ST SO0 GKS FNBIjdSyOezob(ROMDHABAFBHH anyd i i
Ay GKA& SEFYLX So

Steps5 [ £ A OB NI

Diagnose
Diagnose Spectrum Analysis v
Frequency Band 36(5180MHz) v 48(5240MHz) v m
Step6 | 2V FANNEFKIS AYTEMNRMDI2Y]
Note X
All wireless connections will be terminated when the spectrum analysis is launching on the device! Please click COK to Start.
101y mR

¢KS RAFIy2ara NBadzZ G oAy I0MEER HISH | IBKSR FAyT 2 GTA

(ORI

. FaSR 2y (KSIRANKS 268808 RRE SSt ny F20 2LIGA Y §
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Diagnose
Diagnose Spectrum Analysis v
Frequency Band 36(5180MHz) v 43(5240MHz) v
Peak —— Current —— Average

0

-25
£
[sa]
g o —
5 \[V\/
=
L
bt
= 75
[
n
=

100 A/ ﬂvﬂ\"/\/—\‘/ x\/\/\\f\//\\/\r\//\//\,\/\/\ \/\V\VM

36 40 44 48

Example of configuring spectrum analysis @6V3.0

Test channelutilization

Stepl [ 23 Ay (2 GKKSE® oS0 | L

Step2 bl GA3+rRB HWASRIF24S

step3 { ST{SIOKIO G NUzYT NB Y5 BIRRAMLPRE s yd f A &

stepa { SE/ISKOYy Yy St ®UGATATIFGAZY

step5 { St SO0 GKS FNBIljdzSyOe olyRcopyagBagpzoalndid 1 b
Ay (GKA& SEI YLX So

Ssteps [ £ A OB NI

Diagnose
Diagnose Spectrum Analysis v
® Channel Utilization O Noise Intensity
Frequency Band 36(5180MHz) v~ —— 48(5240MHz) v

Step7 [ 2Y FANMNRYKIS AYT2NRNMODE2Y]
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Note 4

All wireless connections will be terminated when the spectrum analysis is launching on the device! Please click OK to Start.

hasAEE 08 RMILISER AFSIIRSsTASO2 R
Al Jy289@8 NREYZEE AYHKETEHND yANK 343

Diagnose
Diagnose Spectrum Analysis v
@ Channel Utilization O Noise Intensity
Frequency Band 36(5180MHz) v —— 48(5240MHz) v

100 %

80 %

60 %
40%
20%
0%
36 40 44

Channel Number

Channel Utilization

48

Test noiseintensity

Stepl [23 AY (2 OKSE9 ®So ! L

Step2 bl GAILRGBLI MBS RIFP24S

Sstep3 { SE{SIOKO G NHzYT N ¥5 RIRBRIARDI sy f Aal o

Step4s { STBEONEAS Wy ldSyarie

steps5 { St BOS G fHd836 Rizz HOESHIE I8y + lifKde® SEF YLIX So

stepe { St SO0 GKS FNBI|jdzSyoOe ol yRcypmyaGawddznalndd T b
Ay GKA& SEI YLX So

Step7 [ £ A OB NI
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Diagnose
Diagnose Spectrum Analysis v
(O Channel Utilization =~ @ Noise Intensity Average Value v
Frequency Band 36(56180MHz) v —— 48(5240MHz) v

Stepg / 2y FANNRYKIB AYT2MNRNMOE2Y]

Note X

All wireless connections will be terminated when the spectrum analysis is launching on the device! Please click OK to Start.

“ | Cance'

T 19 Y 1R
¢KS RAFIy2aArAa NBadzZ 0 oA 8GR HaS K eKSR TAyt 12 4FA
FASR 2y GKS RALl 3yHa AL INBRIZOKE yiyKESE /mthE @y 2 NJ

Diagnose

Diagnose  Spectrum Analysis v
O Channel Utilization @ Noise Intensity Average Value v

Frequency Band 36(5180MHz) v —— 48(5240MHz)

=75

-100

-125

-150
36 40 44 48

Channel Number

Signal Strength{dBm)
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8.3 Bandwidth control

8.3.1 Overview
¢CKSFYRGARUGK [/ 2YUNRPRYBESOINKXKE MPBLYPtEER e B &S S

N S R

LF Yt BSOS aa GKS AMIESRY FRoA RNR QDR YHHRRERE & 4 ¢
KAEKISSR FTAGCSHR cROAGRSHYEA Ry 23 NBRdAzOS GKS AyuSNysSa |

Remark

IP Address Range 192.168.2. ~ 192.168.2.
Max. Upload Rate Mbps v
Max. Download Rate Mbps v
ID Remark IP Address Range Max. Upload Rate Max. Download Rate Status  Action

tF N YSGSNB RSAONRLIGAZY
Name Description

Fecifies thedescriptionof the bandwidth control rule.

Remark This field ioptional For convenient management, y@better specify different
remarks for different rules.

Secifiesthe IP addressr IP addressange ofclientsthat this rule applies to.

If you want to control only onelient, enter the same IP address in the two boxes.

IP Address Range . . . .
If you want tocontrol multiple clients enter an IP address range including start IP

address anénd IP address. The end IP address should be greater than the star
address.

Max. Upload Rate , _ _ o
Fecify the maximum uploadr download rate ofa clientwhose IP address is withir

the specifiediPaddress range
Max. Download Rate

Status Joecifies thecurrent status of the rule. You can enable or disable it as required.

Action Click 77 to delete the rule.

141



520dzYSy i nSNEA 2

8.3.2 Exampleof configuring bandwidth control

Networking requiremens

L'y SYGSNIINARAS dzaSa GKS /t9 (2 aSia oenlylSOoyiSikg 18
Ay G SNg/ SSiypa dzNBE G KF G SOSNE RSGOAOS IOFly O 0@EEISO NIKEE
YIFEAYdzY |zl & iy N2 K@ aNJ S| OK RS @OAOS®

| 3 a%zYWWKKS8 YIFEAYdzY dzLJ 2F R N} 4GS % NEIEBRBREG A0 (€
RSOAERS 194 | YR R2 g ynfm0ol @y M 61K SAadt | RRNBaa NI y3aS
02 ARND/ISSiacE2vilH Tdio i @ hH Db @ B

Configuration procedure
Stepl [ 23 Ay (2R OGKSE9DSo ! L

Step2 bl GAIAL BB WHWEERROARIE® / 2y (NRC

Step3 6 h LJG 29/\(ISINU |6 KNISCBKS MDD S8 ¥ TOIKXEZROBMY LI S

Step4 {SUtRRNB&EAIS o KM PK HP FdhH D i ¢ (KA ®» SEF YLX S
Step5 { BIKYSF EAYZN 21 R YR R2 6 KADKMIANS GiSKA a8 SEI YLX S
Ssteps [ f A AR

Bandwidth Control

Remark Devices of Office

IP Address Range 192.168.2. 100 ~ 192.168.2. 200

Max. Upload Rate 5 Mbps v
Max. Download Rate 10 Mbps v

T 19 Y R
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A

SRAAUIOODESRTHAET BK26Y 0St260

sug

LT GKS NMHzZ S AAGIFR

Max. Upload Max. Download

1D Remark IP Address Range Rata Rate

Status  Action

. v
1 PeVICS 19 168.2.100~192.168.2.200 5Mbps 10Mbps ®
of . Enable

10 v Datas/Page

Verification

C2 NDf IAeXy20a S Lt | RRN & Ad HOMIMKA Y 2ibiaSpmEMEF @ 2rF En
dzLJ R} B oALEAY R A G a YIEAYdzWmmRoaAdyd 2 R NI GS A A
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8.4 Portforwarding

CKAA TFdzyOlA2y Aa/lt @2 NESAL{PIRR BB BS 6 KSy (G KS

8.4.1 Overview

LT O2YLMzi SNB | NE®D2FFRBOGISR[ iR KRR | OQStas:wm GKS )
AYGSNYySiy2dea $NEOSGlay 1 KS Kz2ata 2y (GKS [!bd ¢KSNB
SYIAf &ASNBSNEX FyR C¢t ASNBSNEXAE®Y (GKS [!b I NJ
¢2 SylLofS AYyUSNYySG dza SNE L2 AT @ oBdryh QIIRM 3/ DB 2R SINEIS
YIL 2yS ABAPAKOS LR NIORRNBaa 2F UUK®D2[ FB NGB BSNRS N®K
NEBljdzSada FNNAGAY3I |G GKS LENEWRNRYGKESS| Nyl ONHE
21 bo

00Saa (KS @23y FAlvA daNa 20BAK2SY 194/ IR0 B B AR | (iyS0 KRR
2NB | NRAY 3

¢2
C

Port Forwarding

Internal IP Address

Internal Port 23

External Port 23
Protocol TCP&UDP v
Application Telnet v

ID Internal IP Address Internal Port  External Port  Protocol  Application  Status  Action

t I N} YSGSNE RSAONALIIAZY
Name Description

Internal IP Address Secifies thelP address of the hosthat establishes server in LAN.

Jecifies thesewice port of the server in LAN.

Internal Port After you select a\pplication, this option will be auto populated. You can also
customize it.
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Name Description

Fecifies theports which areenabled for WAN usetts visit thecorresponding

servers in LAN
External Port
After you select aipplication, this option will be auto populated. You can also

customize it.

Fecifies theprotocol type of the selected applicatiorSelectTCP&UDRhen you

Protocol
are not sure.
I Fecifies theapplication services estabhed in LANAfter you select an application,
Application . .
the internal and external ports will be populated.
Satus Fecifies thestatus of the rule. You can enable or disablgcitording toyour need.
Action Click 77 to delete the rule.

8.4.2 Example ofconfiguring port forwarding

Networking requiremens

lySy (S NIZANGREESE DA S Gl dafB doreNY/ t 9 A& Ay 2L{t Y2RS |y
Ay G SNFEED Ay G N y S NBgj Ion NBRIGHENUaSaE y i SNy S dza SNE
I 00Saa UKSYKBYNIKSE (KEES Sa/drSaNARNS a4 S o

Solution

, 2dz OF yLIOMIS TixdEzyf iRM2y3a 2 SylrotS AyadSNyYySi dza SN
I & alzZYdvK I G

T 21 b Lt ! RRNB&Z&H oMT pdHas ©H H

i Lt ! RRNBaa 2wmopiaodcyg ®a dm8 NS NY
T { S NJaR Gififthd

QTIP

- .ST2NB 028y kHmsKiE) A20RIE /Gt G A Yzt AQIFIKSE RRNB A
21 p LIBRNI 2060FAya I LINARGFGS Lt | RRNSBA&AIXKS2 NDdryyO (M
YEF20 GF Y2 YSRHBOI RRNB/OHDBH A ! = Of bt K NAAIIGYER Of |
I RR NI & StS1a ama v © mubndbinp p O g g p @ e TdHndihonv O H - @& o p
MpH ¢ mmdyHbDIMPey PHp p PHpp P

- L@aYre y204 adzlJli2 NI dzy NB LJ2 NI S RT 4d3fol & LSaNEZR KOgSez Y aORONS

2 cppop0X &dzOK | & dhpdpdpz (2 SyadNB y2N¥ILt | 00
- LYGSNytrt yR SEGSNYyLE LER2NIGa Oy 6S RAFTFSNByl®
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((( Tl teL{t s

{gridcC

L {Ke § & LJ2 (i QTJE’

i h F §3356 2 NJ
3 o o R

[/ 2 Y Ldzii €2 Y Lidzé § &S NXDS

Configuration procedure

Stepl [23 AY (2R OGKSE9 ®So | L

Step2 bl GAILRGI HOSRI C2NB | NRAY 3

Step3 {SUYGSNY I fZL6KMBRNDEKY (KAD SEI YLIX S
stepd {Sy G SNYIVIREWGBSWISE KA © BrpkpgS S EKIAVELIE S o
step5 { SUNR (2 ORKEA OK3s M8t GKA& SEI YLX S

Step6 { LILX ASBIKAOKY At G KA ® SEI YLX S

Sstep7 [ f A BR

Port Forwarding

Internal IP Address 192.168.2.100

Internal Port 9999

External Port 9999

Protocol TCP&UDP v
Application HTTP v
Add

T 19 Y IR
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LT GKS NMzE S AAGI RRSRAAHIOD®SRTHAET aK26yY 0SSt 29
ID Internal IP Address  Internal Port  External Port Protocol Application Status Action

1 192.168.2.100 9999 9999 TCP&UDP HTTP E3Enable W
10 v Datas/Page

Verification

ly G S N3 SMNB & dzOOS & & NdeiNG &/ SKi O G SENIBRINGIE&Y BB VA D (A 2y
fll @ 60NB O 1O¥BR k b WANI RIRNBEKRS AYINF ySG aSNBAOS LE2N
y dzY &SNS | OO S alf (i NIEREIBAREGS A G &iSuely2 b 2v8k k b L2 N

l RRNIE & 8§ NJZ N

Ly GKA& SEI YL SXOIWAE Ik @@ % &bav nlp RORIMNEDEH & Y Apdth db i

. 2dz Oy FTAYR (GKS OdANNSByiiSao L2 NI Lt | RRNBaa
LF5bMa SylrofSR 2y (KS 21! p LRNIZ AYGSNYySaG dza SNa
Ly (NS NBADSE A G isnByi 31023 Y k k 2 IR YUI2A NAY B/ SYSZ (Nl

QTIP

LT AYGSNYySG dzaSNE OFyy2d OAaiild K ST ASINIDSMNY 3 ya F !

- 9yadaNB GKFG GKS r2tma Lt LIORORENBG aL t2 FF RIRKNSSaa X | yR
SYGSNBR A4 O2NNBOG®

- {SOdzNR (& &2 Be4aHNEIWOR yitl § SR NaiZA L BIS NIDISENJ @ F dzé & S LI2 NJ
F2NB I NRAY RSttt/ GiaAa2yw t S GKSY FyR GNB | 3IFAYyd

- alydzaftfte asSd Iy Lt FIRRNBFaa IyR NBfIFIGSR LI N} YS
RAaO2yySOiAz2y OlFdzaSR o0& (KS ReylFYAO Lt I RRNBaA
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8.5 MACTfilter

CKAA TFdzyOlA2y Aa/lt @2 NESAL{PIRR BB BS 6 KSy (G KS

8.5.1 Overview

¢tKS al!/ CAtUSNI FdzyOlA2y SyloftSa e2dz G2 NBaildNRK
GAYSao
2 | 00Saa 0KS @23y TAlV/3 duNa208AK2SY 199/ IR6T B b1 AR | (iy59 SiRe

¢ KBdzy OUA2Yy A& RbAMEKSt SRREIRERSBR I @K S OLI 3P Aa aKz2yg

MAC Filter

Mode Allow v
Remark
MAC Address

Time 00 v:00 w=~00 w: 0O ~
Date Maon. Tue. Wed. Thur.
Fri. Sat. Sun. Every Day
ID Remark MAC Address Time Maode Status Action

t I N} YSGSNE RSAONALIIAZY
Name Description

Jecifies the mode of MAC filteule.

Disable Disable the MAC Filter function.
Allow: Only allow devices with the MAC addresses in the list to access tt

Mode . ;
internet with the CPE.
Disallow Only disallow devices with the MAC addresses in the list to acc
the internet with the CPE.

Remark Fecifies thedescriptionof the rule.

MAC Address Secifies the MAC address of tokentto which the rule applies.
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Name Description
Time Secifies the period at which the rule takes effect.
Date Jecifies the dates on which the rule takes effect.

Fecifies the status of the rul&.ou can enable or disable the ralecording toyour

Status
neecs.

Action Click Tii  to delete the rule.

8.5.2 Exampe of configuring MACtilter

Networking requirements

lYSY G SNLINIRKESE 9 dza 84 A Sl &S I t SAA2 WY 2L{t Y2RS IV
AYGSNYySGo

wSIljdzZA NBYSywwa AyiSNYySaG | 00Saa (2 | LWzZNOKFaiAy3a S
CNARI&O®

Solution
.2dz ' NB NBO2YYSYRSR (i2 dzaS GKS a!/ CAf GSNJ Fdzy
I 3a%zYiiK B8 Ga! / SRR NBEE K VWiyZHO S S IWdzh SMoA¥cmMlYTMYMm. Y

Configuration procedure

Stepl [ 23 Ay (2R OGKSE9DSo ! L

Step2 bl GAILRGI OSSR GO (G SNJI

step3 { St SOG I YI2MRISFH AKMEAK SEZ YLI S

Step4 6 h LIG X Dufi6 YIENI KA RO KEE AYEAA & SEI YL So

step5 { SiiKaS! 'RRNB&AGKS RSOAIDI YeHaNPKNMA SEIOY LI So
steps { LISOATE | LS NigREY s EKOE BE&EI YLI So

step7 ¢A 01 GKS RIdABSHEMAKAOKA & NBEI YLIX So

steps [ f A BR
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MAC Filter

Mode Allow v
Remark Purchasing
MAC Address CC:3A61:71:1B6E
Time 08 ~:00 v~18 ~:00 v

Date Mon. Tue. Wed. Thur.
Fri. ([JSat. ([JSun. [JEvery Day

LF GKS Nz S A & GRRRBISIRF &aSPOOSH asFZ £y 50 St 20 @

ID Remark MAC Address Time Mode Status Action
Mon. . Tue.. Wed. . Thur. _ Fri. 08:00- s

E . AR . . > ) N 3 / i

1 Purchasing CC:3A:61:71:1B:6E 18:00 Allow Enable T

10 v Datas/Page

Verification

hyt e0AKISEASNI GKS S&/ Yb RRNBER Y. ! YYCcOMAITY YIMECO DD &
0KS AYGSNYSG G oY nQRr éh2iekesrNg nOR YFLBERGYS NaEi2 yF RN oif 22 O
LISNR 2 RO
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8.6 Network service
8.6.1 DDNS

Overview

¢ KB5 bHdzy OG A2y 2NV BISHI X KISOXSELI2tMI2 dklf 8 RS

55b{Z ReYyIlIYAO RBYHIHY Syl Y& Sa RIS NBR@2 5t A0 S\NF il
OdZNNByYy G 2! b Lt FRRNBaa G2 (KS 5b{RNBSINDRREOI & K S
YEYS FT2NJ REYIFIYAO RERBYIAY yIFEYS NBaztdziazy

hy GKA&a LI 3AST &2dz OFy YI L) /Gtk®3JdE MIOY L® 2 'RR NISta al
R2YIAY yIYS® ¢KS 55b{ TFdzyOlA2y Aa 3ISYSNIffe dz
K2ad (2 SyFroftS AYydSNYySi dzaSNHE /2t OKNRIAK & KR2[Y
YIEYS gAGK2dzG &HNIEYSI 21F0 kS 3 KPP Qt | RRNBaao

2 I 00Saa GKS @23y FAAVT daNd 20BAK2SY 194/ IR0 B B1A AREA (Y5O SiR2
bSGe2N]d{ SNIBAOS

DDNS

Service Provider 3322 org v | Reqgister
User Mame
Password

Domain Mame

tF N YSGSNB RSAONRLIGAZY

Name Description

DDNS Fecifieswhether to enable the DDNS function.

Service Provider Fecifies Dynamic Domain Name SerlB®NSprovider.

User Name Fecify the user nameor passwordused to log in to the dynamic DNS servigkich

arethe login user name and password you registered on the website of the servic
Password provider.

Secifies the domain name information obtained from the dynamic DNS server. Y

Domain Name need to enter the domain name which you registered on the websa@ually
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Exampleof configuring DDNS

Networking requiremens
lYSY 0 SNILINIKESE 9 dz8 834 A S S I t gSAE&A2 NIl 2L{t Y2RS |y
AYUSNYSiho

wSIljdZA NBKSYRYGNI ySG &
AYUNYySid SOSy 6K

[}
NS>
Qx

LISy (G2 AydSi

(0p))

2
AR

e
c
Qx

Solution
1, 2dz Ol yi2 B SB LI KRIAYWOR AZY | af S AYyUSNYySaG dza SNE
AYOUNYySG 650 aSNIISN®
1, 2dz Ol ys 5pH{8zy DK 3 2y (2 Syl otS AyuSNySid dza$s
AaSNISN) KNRdzZAK | FTAESR R2DF Az SKI 82 I P21
I RRNF&aa OKIy3aSo
I & alizYldvK I @
CKS Ny HA2yS@TaSRIBEMH2 AFHS (Y2 &
T Lt ! RWRNEBSER Y B
T { SNPR2AF G(KS 2Y$pdpdp SNIISNJI
CKSINEISNBER R2YFIAY YIYBSIWNYFF2NNYIGAZ2Y A& AK2goYy
T { SNIAOSS5eNRYARSNY
Tl AaBINYSW Ky 52 S
Tt ad KRN 2 S

1 52YFAY WRIKY&RSY Ry a 002 Y

QTIP

- .ST2NB O2 \ByxFaesRiEl BpRE ( RD G/HAYHzof A QLFKSF RRNB &
21 p LRNIL 2060lFAya | LINAGFGS Lt | RRNB &K S2 NDdkyyO im
YEFE20 GF VY2 YSYRHEOO RRNB/DBHa ! = Of t K NRAAIIGYER Of |
I RR NBI& & S5 a1V ® ebndibinp p O/ g pvm g @@ vsc T dhoiv O g @@l p p
M ®PH O MmdyHPDIMLTy PHpPp p PHpPpp @

- L{ta Yle y2i adzZJI2 NI dzyNBLR2NISR 6S06 ndSNWAOS |
CKSNBF2NBI 6 XKEWLIA @HRidx yF NBLI2NEIO2 SESERBRE (RI2AB G| &
dzy O2 YNI2NII 6mnun (2 cppop0X adzOK & dphpdps (2 S

- LYGSNYylLt yR SEGSNYIf LR2NI& Oy 0SS RAFFSNByGO
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((( .

/t®L{t 2R

{ AL

%Tgl

hTFAO0S ySic¢

0 9 .
L/ 2 Y Lddz{/ €2 Y Lidz% S @ NS N,

Configuration procedure
Stepl [23 AY (2R OGKSE9 ®So | L
Step2 { SO \BIbDHEHFOIGA2Y P

1. Navigate toAdvanced> Network Service
2. Enable theDDNSunction.

3. Set Server Providefthe DDNServiceprovider whee you applied the domain name),
which isDyndnsin this example.

4.  SetUser Nameand Passwordregistered with DDNS service proviylexrhichboth are
JohnDoen this example.

5. SetDomain Name, which islohnDoedyndns.comin this example

6. ClickSaveon the bottom of this page.

DDNS 0

Service Provider Dyndns v Register
User Name JohnDoe
Password = seseeee

Domain Name JohnDoe.dyndns.com

Step3 { SO dzLJ GKS LI NI F2NBINRAYy3I FdzyOlAzy o
1. Navigate tcAdvanced> Port Forwarding
2. Setinternal IP Addresswhich is192.1682.100in this example
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A

{ Sy G S NYHIREWG BN f6 KIAZNGhY NBKA & SEF YL So
4. { SONR (22 QeKkEh OKo Myt GKA& SEI YLIX S

5. { SOLILX ADI dRRGMtyA EI KA & SEFYLX So

/ £ A QR

w

o

Internal IP Address 192.168.2.100

Internal Port 9999

External Port 9999

Protocol TCP&UDP v

Application HTTP v

Ty R
L¥ GKS NYz S A3 RARRISIRE HSWOOSE aFdzf X Ad A&
ID Internal IP Address  Internal Port  External Port Protocol Application Status Action

1 192.168.2.100 9999 9999 TCP&UDP HTTP EEnable ]

10 ~ Datas/Page

Verification

y G S Ny Sl yiza®d®O S & & W NG & SHiO @ SNAINKISYRADBND | A 2 y
f- & 80NB G 1O¥BR kb WRANI RIRNBERS AYiNIySi aSNDAOS LN

AN A

y dzY @SN | OO S aly (i NIRSREIBARRS Alleﬂhﬂyﬁ&lO\e‘SRkb L2 NJi

I RRNEE & 8§ NJZ N

Ly GKA& SEI YL SXOIWAY Ik @@ % &ban nlp RORIMNEBDE & Y ipath i ¢p
<?TIP

LT AYGSNYySG dzaSNER OlFyy2i @rairid GKS aSNBSNI Ay [!
- 9y adNB GKIFIG GKS P2tma LIt LIJRORNIBG aL t2 FF RIRKNSSaaz | yR
SYGSNBR A4 O2NNBOl®

a2F0 61 NBX | yifiyk O NIAEA BB AKBBNNSE dzd & RLIAIN
2NB I NRAYy3A FdzyDUaARYE $HAKENSI YR GNEBE | IFAYyD

vvvvv

MET LG SR RIRINGBIAMS ¢ §NE F2NJ (KS

1] a [
2y Ol dzZaSR o6& GKS ReylYAO Lt IR

SN
RNB

ac O
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8.6.2 Remoteweb management

Overview

CKWBWSY2B®I yI ASTEYOQUGA2Y 2B BISYI X KISoX/3ELI2tMI2 didi & NJ

Y 2 RPS

DSy SNI2fdifa&3y Ay (2 U(KESDYWSH ¢ RGP EKS [ ! b L2 NI
o ANDIESE@2 Ny t®F b 8§ @iSMazy DSIyAlzot Sa | 00Saa (2 GKS ¢S
GKS 21 b LRNI Ay aLSGAHUEY DI S SHS OK WA G f KSdZLIFZ NIT 0
2dz OLy F1OQBX¥2a8KBAARAAY T |y KRRNBEBENHAY (KS T2
I RRNB BB Y ydzYOBNGHAIS O A2y Aa SylrofSR 2y (GKS /t9zX
GAAAGAY T |y I RRINFERRX kAVY §2KSEIF RN 2y"zY 6 S NJ

2 I 00Saa GKS @23y FAAVT daNd 20BAK2SY 194/ IR0 B B1A AREA (Y50 SiR2
bSGg2N]d{ SNIAOS

CKAA FdzyOlA2y Aa RAaAlIo6ofSR 0& RSTlLdzf Gd ! FUGSNI A

Remote Web Management
IP Address All v

Port 8080

t I N} YSGSNE RSAONALIIAZY

Name Description
Remote Web Foecifies whether to enabler disablethe remote web management function.
Management

Soecifies thelP addressf the computerwhich is allowed to access the web Ul of t
CPE

All: Indicatesthat any computer in WAN can managetGPEemotely.For
IP Address security, this option is not recommended

Manual: Indicates that aly thespecifiedcomputercan manage ta CPE
remotely. Ifthe CPBbelongs to a LAN, the gateway address (a public IP
address) ofthe computershould be entered.

Secifiesthe port number used for remote management 6PEDefault:8080 You
canmodifyit as required

Port Ports1to 1024 have been used iypown services. To avoid port confiicyou can

set the port number to one between 1025 and 65535.
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Exampleof configuringremote web management

Networking requiremens

lYSY 0 SNILINIRKESE 9 dz8 834 A S S I t gSAEA2 NIl 2L{t Y2RS |y
AYOISNESGWSGio2N] FTRYAYAAGNI G2N) SyO2dzy i SNBR | LIN
CSYREFOKYAOFf &dzLIIR2 NI (2 NBY2@®Sf{ BISNBANX Y| ViRt & XX
GNRdzof SAaK220Ay 3D

Solution

,202dfaS GKS NBY23GS 6S0 YIylF3aSYSyd FdzyOuarazy (2
I & alzYdvK I G

T 21 b Lt F RRNM®a&H v plidkvSi c dp p

T Lt FRRNBaa 2T f20SROZAPLMDDNR A p GG OT T

Tt 2 NI ydzivyos8 NJ
Configuration procedure

Stepl [2Ay (2 (XK®BKSt DD ! L

Step2 bl GAAL BB WHBSRE2N] ©{ SNIIAOS

Step3 9y I 0 fwBS YizKiSS 2 So6  afldgy CHIS\Y2S/ydii

Step4 { St ! RIRANISYA®IVH G SNJ G KS2Et U K& RAB ¥ BIMzG S NI & dzLJLJ?
0§ SOKyY 2f 2 Fénsh dvKNAPOIKy yingsh ® SEI Y LI S

Steps { SE@ NI 6K} ORyA A KAA SEF YL So
Steps [ £t A OWBS

Remote Web Management ¢

IP Address Manual v
Enter an IP address 202.105.88.77

Port 8080

T 191y IR

Verification

CKES200yYy 23 Ay (2 ti®OSN agkSioh VIELk k26T HidKvBnyh S 1 c dpp Yy
O2YLJzi SN 6t KS Lt | RRNBaa RF S5ibEBdzyO@ VARG SNA Ay HC
/t93 @2dz Oy | 00Saa (KS /t KIAAIEAXRDBRYAWVY Iy YISR
L2 MJa Yo
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8.6.3 Rebootschedule

Overview

@2 00Saa G(KS O2/F A\dzNGt HiARKSt IG RS Y I LA ARFA (Y5O SiR2
bSGo2N]d{ SNIDAOS

¢tKAa TFdzy QUi nN2yWw2Syldaeeda (a0t te NBoz22G a aOKSRdz
LINE GBAYNBLOSNGFE2 NY Iy OS RS INI RI (Rd2Sf Z2¥NB YYSS (N&I2yNJ A YA (

Configuration procedure
Stepl [23 AY (1REKSE9 ®So | L

Step2 bl GAAL BB WHBSRG2N] ©{ SNIIAOS

Step3 9 Y I 0 fwhS 0l2K2ShI {F A DR def2 § @

stepd {SEBAYISH G6KNORNBOES bXaOKYA&GKAE SEI YLX So
steps {S6F 125y 6 KNAOKBORES o X aBBIERY GKAA SEF YLX So
Steps [ f A OWS

Reboot Schedule @
Time 3.00

Date Mon. Tue. Wed. Thur.
Fri. Sat. Sun. 4 Every Day

T 19 Y R
IFOBMNS /t 9 Aad adzOOSARBTF dAf dzé2 ORYFQEPUNSE REB 220 |

8.6.4 Logintimeout interval

LT @2dz £23 Ay /GBDYRKEISHFENNLY2F 2081 GA2y 6AGKA
GKSt9234 €2dz 2dzil F2NJ ySGg2N)] aSOdzNAGep2ddzKOF RST
Y2ZRAFE& A0 & NBIdzA NERO®

- =

2 | O0SaA3dldzKIB G 25y FALY iS22 6 KISt 19y R0 V' I La ARG | (y§O SiR
bSGg2N]d{ SNIBAOS

Login Timeout Interval 5
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8.6.5 SNMPagent

Overview

¢CKS {AYLX S bSiig2N] alyl3aSYSyd tNRG202f o{bat 0
LINR (2 O2 fy S\iyp 2¢NJtakd t{ bat Syl of Sa @&2dz G2 NBY2GSft @
O2YLX ALYyl 6AGK GKA& LINRG202f 3 adzOK Fa Y2yAG2N]
ASHOAYIAEYWERSYYR2MNEOSOBY G |t Nyaod

{bat Fftt26a Idzi2Yl (A Q YYIQINRSWSEY (@ SR 2RED INGBSTE NR
RAFTFSNBYyOSa Fy2y3a (KS RS@PAO0Sao®

SNMPmanagement framework

¢KS {bat YIyFI3aSYSyd FNIYSg2N] O2yarada 2F {ba

LYF2NXYIFGA2Y . aS 6alL. 0o
P {bat YIFYyF3ISN¥Y LG A& I Ad@ABSY SiiwR2NOF 2 RERT &
LINE G202t ® ¢KS {bat YIylFr3aSNI Y2ali oARSte& dza8
alylF3asSyYSyid {ByiB¥{ o6byo®S I RSRAOIGSR ySig
Ly FLILX AOFGAZ2Y GKIFG AYLE SY@2WAa RERIOBDY Sy i
T {bat F3ISydyY LG A& I &a2F¥d6FNB Y2RdzAZ S Ay | Y
RFGF Fo2dz2i G§KS RSGAOS IyR NBLRNI GKS YLl yl =
T aL.Y LG Aa I O02tftSOlAz2yYy 2?‘\m Yyl 3SHESR0 2S00 3
202S00ax AyOftdzRAYy3 yIYSa I O0S&aa LISNINA&aAAS?Z
KFra Ada aL.® !y {bat YIyIHSNJOIy NBI R I yRK
LISNXY¥A&daAz2ya aaArAdySR (2 GKS {bat YIylI3SN®»

L'y {bat YIylI3ISNI YIylya§da{tbatSlilgRINida ¢S {bat Y
YIEYlF3ASYSYyld AYyTF2NXIGAZ2Y 6AGK GKS {bat | 3Syda dz

Basic SNMBperations
¢CK/IStIRf f 26a GKS F2ft2gAy3a o6FaArAl {bat 2LISN}IGA2Yya

T DSGY 'ty {bat YIFIyYyFI3aSNI LISNF2NXa 2RFAAKSLBE G A
g fdzSa 2F 2yS 2NJ Y2NB 202S00ao
T {Sady 'y YIEYyF3ISNI LISNF2NXYa (GKAA 2LISNIF G A

{ba
aL. 2F (KS {kRaStmIO$SYu 2F (KS

SNMPprotocol version

¢CK/IStRa O2YLI GAOGES GAGK {batik™m OFRYdypRie xHdzi Kk ¥
YSOKIFYA&aY®d [/ 2YYdzyAideé yIYS Aa dzaSR (42 RSTAYyS G
{bat YIFYyF3aSN®» LT GKS O2YYdzyAraleée ylYS O2yilAySR
LI O1SG Aa RAAOI NRSR2 yIa Q23Y YrdzyLAl(&8a oy2l NRS  (iT2dzyQdy (0 N
FGGSYLIia 2F {bat YIyYylF3aSNARO®
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{bat +*H/ Aad O2YLI GAOGES GAGK {bat +*mM YR LINZJA]
GAUK {bat +wm3X {bat +H/ &dzLILI2NI & Y2NB 2LISNF (A2
6K a /2dzyGSNrn0OZ YR LINPJARSAE Y2NBE SNNRN O2

MIB introduction

l'y alL. FR2Lia I GNBS aA0NHOGdINBE® ¢KS y2RSa 2F
2F RAIAGEA | yR &l NI A yda/ ATjNEBSY 80 KASR SNRI2AGT @0 Iy yoRR Soth
202S00 ARSWKEBA FRINIZOGMIYH) FAIdzZNE aK2ga 0GKS aidNUzo
Il A& MPOoDPC DPMPHDOIMOPMIEI HKSNBIFa GKS hL5 2F . A& ™

root

MIB tree structure

1(mib)

JE ]

1 2 3 4 5 6 7

SNMP agent basic configuration

2 | ORSad2yTAIdNG M2 Vi AN BT 199 R0 Y LA ARFA | (yB§0 S
bSGg2N]d{ SNIBAOS

SNMP Agent D

Device Name o4v1.0

Read Community public
Read/Write Community private
Location

159



P
[
<
w»
C N
wn
Z
o
¢
w
Qx
O«

SNMP Agent

Device Name

Read Community

Read/Write Community

Location

520dzYSy i HASNEA 2

NA LIGA2Y
Description
Secifies whether to enabler disablethe SNMP agent function of tHePEBy

default, it is disabled.

An SNMP manager and the SNMP agent can communicate with each other
their SNMP versions are the same. Currently, the SNMP agent function GPta
supports SNMP V1 and SNMP V2C.

Jecifies the device name ttie CPEThe default device nagnis assigned based
onthe modeland version numbeof the CPE

QTIP

It is recommended that you change tbevicename so that you can easily
identify thetarget CPEvhen managingt using SNMP.

Secifies the read password shared between SNMP managers and this SNV
agent. The default passwordpsiblic.

The SNMP agent functi@alows an SNMP manager to use fRead Community
to read variables in the MIB of tHePE

Secifies the read/write password shared between SNMP managers and this
SNMP agent. The default passworgivate.

The SNMP agent functi@alows an SNMP manager to use tRead/Write

Communityto read/write variables in the MIB of thePE

Sedfies the location where th€PHEs used. You can change the location as
required.
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Example ofconfiguring the SNMRunction

Networking requiremens
P CKStO2GPhEA G2 Ly ba{l REEEEH KK bwpemedc ity R
uKLSt F RRNKSSa ab aX ¥ MBH wmidpxdiHbrM c y &
T ¢KS baf{bd#&aS+tm 2NJ {bat *H/ G2td2yA0G2NI I yR Y
Tl aadzy WS R T 2 WaAHZDR BiviER Rk 2 NA (0 S A /R © Yoy & (0 &

/ \ t“’S'\”“‘ aTaTaTATATATATA 6/l FQ-R Wil
T
t 20y 2S0agn
ba{yY M®MH®PMCY
[t ;1¥pH dDmc y|d
=

Configuration procedure
Stepl { SO dzlt}®ld K S
1. Log in to the web Liof the CPE

2. Navigate toAdvanced> Network Service

3. Enablethe SNMP Agentunction.

4.  SetRead Communitywhich isJackin this example.

5. SetRead/Write Community, whichis Jack123n this example.
6. ClickSave

*SNMP Agent (@)

Device Name ofMN1.0
* Read Community Jack
* Read/Write Community Jack123

Location

Step2 { SGUKAI ba{ @
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hy |y ba{ G(KIF{i dzaSa {bat +m 2NWHbD@ER =+H
NEII RKOGNAGS VOMABENA RE Gl At a | o02dzi Kz2g G2 02
dzZa 38R RS F2NJ GKS ba{®
Ty R
Verification
I FTOSNI (KS AGHyOTOSHENIFE Ab2ay] OFy O2yySOltgyeR G(&ISYy { b
j dzSNE FyR aSi a2YS LI N YSOSNdL .2¢9 GKS {bat I 3$S

8.6.6 Pingwatchdog
¢ KS dlAlyRE I ARUNR 2 F I/ RIBNIAUGES RAMAEOT G SR (2 O2y (A ydz2 dza

2 AGK GKAA TFdzy OB AK 2 RYNGHE ISNEES (1 KISt | RRNBaa G2 OK
O2yySOiGAGAGE YR ARSY(GATeE S6KSUKSNY 6485t RSKHB ©B2
Fdzi2YFGAOFEfe G2 SyadaNB GKS ySG62N] LISNF2NXYI Y
[ 2y FAIdzNT GA2Y LINR OSRdAzNB

Stepl [[23 (RKS (#25®OKSI9 ¢

Step2 bl GAAL BB WHBSRE2N] ©{ SNIIAOS

Step3 9Y I 0 ftSAVIK S | Hd@aROBRAY ®

stepd { SG GKS NBf F &S RBBININDE Ri S NA

Steps5 [ ft A OWS

Ping Watch Dog
IP Address 127.0.0.1
Ping Interval 300
Ping Startup Delay 300

Threshold of Lost Packets 3

Ty R
tF N YSGSNB RSAONRLIGAZY

Name Description
Ping Watch Dog Jecifies whether tenableor disablethe Ping Watch Dofunction.
IP Address Jecifies thetarget IP address that th€PEpings.
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Name Description

Secifies the interval at which thEPHransmits packets to ping tharget IP

Ping Interval addressThe default value is 380

Secifies the delay timefor the CPHo enablethe Ping Watch Dog function after the
CPEstartup completesThe default value is 380

Ping Startup Delay Setting a proper Pingartup delaytime can stop thé?ing Watch Doguhctionfrom
beingtriggered during the startup of th€ PESuch triggering leads to failure of
accessing the web Ul to modify the settings, causingtR&o start up
continuoudy.

Secifiesthe threshold of lost packet that triggers rebodthe value angeis 1 to
Threshold of Lost 65535 Thedefaultvalue is3.

Packets For examplefi5 is set, theCPBwill reboot automatically when itioes not receive
responseafter sendng5 Ping packetsd the target IP address alomain name.

8.6.7 DMZhost

Overview

¢ B5a%dzy OUA2Y 2NB BISFI KKISOXN S P Lo 2t NY2ANR Swie dzii S NJ

' FOSNI I RSABEG8 AWK S KESKRSIBRGE e a y2 fAYAUGlIGAZ2Y A
O2YYdzy AOIGAy3 6AGK GKS AYGiSNySio C2N) SEIF YLX S=
O2YLIzi SNE @&2dz OFy &aSi GKFG O2YLIMziSNI a4 GKS 5a!
32 aY220KSN®

I:J/NOTE

- I FTGSNI e2dz0a66 Fa[lb5R® K2aldxz GKS RSOAOS oGAff
YR GKS FANBgLIff 2F (KS O2®iINREfSNI R2Sa y20 0

- I O1SNA YlIeé FGaGFrOl 2y GKS ORONDA &S (iGl2ddderrde 2

|
Fdzy QG A2y D

- ¢KS ASOIHIPNRIzA I ¥8dX0G61 NB yR aeadsSy THHBRsI
FTdzyOliA2yd 5AaF0tS GKSY GKSY dza A b3 HidyAGH ATRdASO (eAz
I NE NBO2YYSYRSR (2 RAalofS GKS FdRO G WRYNHRYIR S

2 | 00Saa (KS @23y TAl/3 duNg20BAK2SY 1997 IR0 B b1 AR |- (iyS0 SIR2
bSGg2N]d{ SNIDAOS
DMZ Host

DMZ Host IP Address
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tF N YSGSNB RSAONRLIGAZY
Name Description
DMZ Host S_Jecmes whether to enable thBMZ hostfunction of theCPEBY default, it is
disabled.
DMZ Host IP Address Secifiesthe IP address of theANdevice to be set to DMZ hast

Exampleof configuring DMZhost

Networking requiremens

lySy (S NEINGEESS ©A Sl dafBdwsreNy/ t 9 A& AY 2L{t Y2RS Iy

Ay SNy

¢KS AYUNIySi ¢

iKSe |

Solution

Sio
S0 aSNIBSNI Aa 2Ly (2 AyBXEWS(IH dz
NBKE dA @A KRSLINA & S @

202 dfa5a % IFAHDGAZ2Y (2 a2t @S GKS LINRBOfSYO®

I &4 a%zYWYK | @

1 2

'b Lt | RRNMan& v pldkuSi c dp p

T YOSNYIFE BSo! BUBSPERSMG Yy o1 dMan

Tt

rie

2 NI Y \dzhap$HNJ

STF2NB (KS Of ¥ ZREENE LIHRH >0 @D G/HtAYHz0 f A QLFKSI RRNJ
21 p LRNIL 2060lFAya | LINAGFGS Lt | RRNB &K S2 NDdkyyO im
YEFE20 GF VY2 YSYRHEOO RRNB/DBHa ! = Of t K NRAAIIGYER Of |
I RRNINE & SE51a a v & mubndibnp p O g pitm p @ vsc Tdndibonm G g pyd®H p p

M GpH OmmdyHdPIMPely PHpp PHpp P

L{ta YlIe& y2( adzZJJ2NI dzyNBLR2NISR 6S0o ndSNWAOS |
CKSNBT2NB>X ¢gKSy 237 (AW NBKO YorSH ReSgRa @il 2L Ja 8T 10 X
dzy O2 YNMIZIMIO Mmnun (2 cppopi0X adzOK | & dphdps (2 Sy

Q< (N
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)

(((

I t9Y 2L{t

{oric

L{K2 (0 & LJ2 | %y‘-.gl

Im il ==

7 2YLddzi ¢ 2 YLz ¢ 2 §6 { $NIDSNJ

Configuration procedure

Stepl [23 AY (12OKSE9 ®So ! L

Step2 bk GA3+RB HWOSRSR SINIBA OS

Step3 9 Y | 055 Y KA OGA2Y ®

Stepd {SHa¥2 ALt RRNBAagKM P&y (KAE SEI YLX So
Steps [ f A OWBS

DMZ Host ()

DMZ Host IP Address 192.166.2.100

T 19 Y R
Verification
ly G S Ny S@iI yzasSd®BO S & & N dNG &/ SHi O G SaNal FiaNG N B DB D | (IR y
fll @ S0NR G OPBK k b WA NI RIRNBEGEKS AYGNI ySG ASNWAOS LIE2N
y dzY olSKNE | OO S alay (i NSRWNBEGS A @ iSNB yi 31088k k b L2 NI
I RR NBEIANGS NB & G5 LJ2 NI
Ly G(KA& SEI YL SX (iKY rlp@méndedldmdp RRNBSa & A a
. 2dz Oy FAYR (GKS OdANNSBHS ! i HLdedddi Lt | RRNB A a

LF5bMa SylFof SR 2y (GKS 21 b LERNISX AYidSNYySaG dzaSNa
Ly (NS NBADS A G &SNy 31083 Y k k 2 IRE2 YIIANLY vyl WENIAASHS L2 N

165



520dzYSy i HASNEA 2

QTIP

LT AYOGSNYySiG dzaSNA OFyy20 @OAaArAldG GKS ASNBSNI Ay [!
- 9yadaNB (KFG GKS r2tma Lt LIORORENIBG aL t2 ¥ RIRNSS &4 a4 @

- { SOdzNR G & aza&amm&mmmwm%mmmm&a&Emwstmmwm&s
Fdzy OGA2Y FlLAfdzZNBAD 5Aa16fS GKSY FyR GNB F3FAY

- alydztfe asSid Fy Lt FRRNBaa yR NBftFGSR LI N¥YS
RA&A0O2yySOGA2Re YO MBS RL &l KRGS a a ¢

8.6.8 Telnetservice

2 A0K GKAA TdzyOii@l2y &Y IioK MPRIFS Rif SR 6§ ¢XIKB e O A 2 § A
dza & R Yl-)\wijt@)éy GBROKYAOFE LINRPFSaAaA2YyIf O

2 I 00Sa 0 KS @23y FilvA SN 26 k2Sy 19 Y IR 3B B @ AREA (Y5O SiRR
bSig2N J[(D{SNJZ)\OS

Telnet Service

8.6.9 URMP

' YAGSNAEFIE tfdz3 FyR tflFe o6!'tyto A& | asSa 2F ySi
F2NBIFNRAYI LIRaaroftSe LG Oy ARSylAXeaeoOwAOSa |
A/ @YSd dzaS GKAa FdzyOlA2y > Al NBIldzZANBA GKFG
a2F0 61 NB adzLILR2NIAY3I 'tyt A& AyadlrffSRo

A~ As

@ I-C)C)S“é 0 KS @23 FAAV3 daN2) 20BAK2SY 1997 IR0 B D1 A AR | (y50 SIR2
b S NJ] ®{ SNIBAOS

. & RSTrdzE G2 (KS 2FddzyQd (yA 25 | A0af SR A& o £aS RNGB |j dzA NS R @

LIPMNP

8.6.10 Hardwarewatch dog

CKRdzy OA2Y dzaSa 'y SYOSRRSRISHI UQARK2 D2YVHEXANR2Y 2
YIAY LINB 3O VSNENSR v 3 y22yNY/ FiifRISEIDS NING A2 NBaSia GKS ¢
LINBGSYy (i Al FNRBY S{GHSABPYACA202HbNBYXSYI0RE8z0 pldi ORI
KFNRgI NB Fldzf i AKBLINRIBNYSSNNRRX I LJAS FyR 3ISyS]

x = oA oA

aAIAYylf Aad dzZASR2GYF NBoR2@INBRQSISNI FNRBY YIf Fdzy Ol |
¢2 I 00Saa (KS @23y TAAVA daNgl20BAK2SY 199y IR0 B B1A AR |- (Y50 SiR?
bSGg2N]d{ SNIBAOS

. @& RSTlrdzZA 0 GKS FdzyOGAzy Aa SylofSRo®
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Hardware Watch Dog

8.6.11 STP

Spanning Tree Protocol (STP) is a network protocol standardized by IEEE IBB2Ips establish a
loop-free logical topology for Ethernet network, and allows a network design to include backup
links to provide fault tolerance if an active link fails. The-&Tdbled device creates a spanning tree
within a network of connected layet bridges, and disables those links that are not part of the
spanning tree, leaving a single active path betweey avo network nodes. So that it prevents
packets from continued proliferation and endless loop in a loop network to avoid redtieng
capability of processing packets caused by receiving duplicate packets.

2 | 00Saa (KS @23y FAAV3 daNgl 208AK2SY 199/ IR0 B B1LA ARTA | (ySO IR
bSGe2N]d{ SNIDAOS

. @ RSTFlLdzZ 0 GKS FdzyOlA2y Aa RAAlIOfSRO®

STP
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Hctzzt 3

QTIF’
¢CKAA dz&aSNJ I3dARS Aa F2N O2ywyHzEl A 2R SNENEZ W z;écﬁé a4
FdzyOliA2yad RSAONAOGSR KSNB® CdzyOlAaz2ya | @GFAtlFotS Yl
I Ol dzl £ LINBRdzOG @
9.1 Date &time
2 | 00Saa (KS @23 TAl/3 daNa208AK2SY 199/ IR63 B BI A2 PHERSH S 29
¢AWS
CKAA Y2RdzZ S Syl of Sa 2R datkiSKHa 54 S ¥ K SAtKE ayt SoYS G A YV
aey OKNRAYRK SIRK 2 N& W DRI Fiddd dzeB RSFIl dzf 6§ Ad Aa O2y

<

0KS aeadaSy GAYS 6A0GK GKS AyiSNySio

QTIF’

- 2KSy @82dz £23 Ay (2 (KS 6S0 Aty QRNEWKKIRIEAIGKS
YFEYF3ASYSyid K2ad |dzi2 VYl GOGStiae23Ry Qw 2idiBN 6 KA OK

- 9yadaNB (KIFIG (K$tHaadOSNNBOYS aF GKBG f23a OFy
NBEo220 aOKSRdzZ S OFry 6S SESOdziSR O2NNBOif e

9.1.1 Synchronied with the internet

¢ K/StI9dzi2YF GAOIffe adyOKNRYAT S&\yikiSa AxaiaSiING/YS Gidk LT
0KSt®2 Fdzi2YFGAOFfte O2NNBOU Ala a2c2aG8BNI BEYSAL
Fo2dzi K2g G2t @22 yiykSO (A yUIRSEING, S#HS (1 NEFS NI 2

I 0 SQ2 yi KB IMENIFAORays 2 dAd Ok ¥ Wi 1Si0kd#RS (2 OKSO|l 6KSUOKS
GAYS RITRAKEENKESE ROt 29Ay 3T FAIAINE Aa F2NI NEBFSNBY

Date & Time

Time Settings ® Synchronized with the Internet Manual

Time Interval 30 minutes

Time Zone (GMT+08:00) Beijing, Chongging, Hong Kong, Urumgi, Taipei ¥

m Cancel
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Name Description
Time Settings Fecifiesthe method tosetthe system time of the CPE
. Secifiesthe interval tosynchronizehe system time of the CPE with the time
Time Interval .
server onthe internet.
Time Zone Secifies the standard time zone where the CPE is located.
9.1.2 Manual

. 2dz OF Yy YI ydzl thtAdY Sa R GRS &2dziGrR22aS GKAAa 2 LI A?Z
aeaidsSy GAYS SHORBa2¥Sa®TFGiSNI GKS

I 0 SQ2 yi KB IMENFAORayE 2dAd @k F W 1Si0kdRS (2 OKSO|l 6K
GAYS RTRAGKEZEKSEFJRot 26Ay3 FTAIAZNBE Aa FT2NJ NBT

S KS
SNEBYy

Date & Time

Time Settings (O Synchronized with the Internet @ Manual
Date & Time 2023Y 08 M 24 D 1 h 41 m 17 s

Synchronize with PC Time

m Cancel
tF N YSGSNB RSAONRLIGAZY
Name Description

Time Settings Fecifiesthe method to set the system time of the CPE

You can either enter the accurate time in this fiad clickSynchronize with PC

Date & Time Timeto synchronize the system time of the CPE with the management compt
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9.2 Maintenance
9.2.1 Rebootdevice

KSy /dRBoz220az (KS OCQudxNNB\yaIS 200/ ySyCHIDKABING A2y GKSY
t PARH S

/| 2y FAIMINE O8 R zNB

Stepl [23 AY (2286 KStd®So | L
Step2 bl GAItAFHBIARY ISyl yOS
step3 [/ £ WP P20

Maintenance

Reboot Device - Reboot
Reset to Factory Settings Resat
Upgrade Firmware Upgrade

Maote: Do not disconnect the power supply of the device during upgrade
process, or the device will be damaged.

Backup/Restore Backup/Restore

~

Stepd [ 2YFANYXY G(GKS LINRPYLAROR YF2NXI GA2YyE YR O

Note X

Do you want to reboot it?

T 19 Y TR

A~ oA

I LINPINBaa olFN A& RAALDZRIGRSBY GKS LI 3ISd 2 Al
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9.2.2 Regore to factory settings

/t t2BNJ (TSR NP SHik ﬁzﬁ(ﬂsz RR @KS u

LF¥ &2dz Olyy2i
FIOG2NE &aSidAay3a

/] t®2 NBad2NB AGa

- 2KSy GKS TFIO0G2NER aSitdAiay3a

ySOSaal NBo
- ¢2 LINBSIOSHYAIS (iR20 K8 U/ LB/otRNINAKE FRIDOSINE

Option 1: Reset th&CPEhrough the web Ul

Stepl [23 Ay (22@KSta®wSo | L

Step2 bl OAIEHBRARY IS yOS

Step3 [ £ WO EDPS U

Maintenance

Reboot Device Reboot

Reset to Factory Settings

............................

Upgrade Firmware Upgrade

Note: Do not disconnect the power supply of the device during upgrade

process, or the device will be damaged.

Backup/Restore Backup/Restore

Step4d [ 2YFANYXY GKS LINPYAXKOR YF2NXI A2y | YR
Note X
The IP address will be reset to 192.168.2.1. Are you sure to reset it?
“ Cancel
T 191y IR
IRS -3AS® 21 Al

I LINPINBaa olFN A& RAALDZRIHRSBY GKS LI
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Option 2: Reset the&CPEhrough the Reset button

' FAGSNI /t 9 OZY LKE2S (RS 2Bk Nidk@#R) 2Nd S HB A NI 2 &S Oy R &
0KSY NBEKSYHIGEHEI A yRADKEIRI(EIt 9 oA ff 0SS NBASH

9.2.3 Upgradefirmware
CKAA TFdzy Ol A2y dzLJ3 NI tRERANI (YRNST AN OGNR y2aT | YRS KA 3
%NOTE
¢2 LINB QS éh KBt 14 HaNdg
- ¢KS TFANXNGI NB OSNEA29 DAY &RILE K RBSDH MBHES
- YSSLI/G 8 6 SNRENR yodA JAINE RS @
[ 2y FAIdzNT GA2Y LINR OSRdzNB

Stepl 52yt 21 R (1 KEST21NI NUBHER MRS VORI Q2 Y & 2 dzNIO22r@Jdzi S NJ
FYR dmy1T AL A

Step2 [23 AY (2Fi4YREDA I¢ABairy (i Syl yOS

Step3 / f AOQJHN® RS

Reboot Device Reboot
Reset to Factory Settings Reset
........................
Upgrade Firmware - Upgrade

Note: Do not disconnect the power supply of the device during upgrade
process, of the device will be damaged

Backup/Restore Backup/Restore

stepsd {St SO0 2 NIRIBO (T EISHE NIS KW STANRYYY &02AdyNJ f 2yOR f (i KO YALadAI(S
gAftf dzLJANI RS | dzi2YFGAOIT &

T 191y IR
2 AG F2N) 0KD2AINBINBSdE ¢okSN 2T t@9y h 20 i&ESESo !

1
OKS O]l AT CAKESOWWNNSG gBBEARNYaGSYld 6A0GK GKS FANXYGI N
dzLJANJI RS @

NJ s ““““““

¢2 oSGdS
NBE O2 YY S WE S i 2«1@59 G2 ¥t GBLyZQNmzq/SWlﬂfdmasmﬁ RIKSE MzL)3
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9.2.4 Backuptestore

¢ K$ O1®Hdzy QlAz2y OFy &l @S (KS OdeMdiRyyilJdmXySTAIRENE | |

Fdzy OlA2y OFyONPAYFNBANKEA2yYydzHNRY (KS LINBJA 2 dza

2KSy @2dz KIS YIRS |t eBHOEEZSANIT & 822301 ADRRFZE NN R y

0S0GSNI NEBUNHWKSS Y (I = NB [} dzA BBRIBPE 50V SR SdzL) KKy 02 v

@2dz KI S| yzRIAR: R R/SED NS INBA (12 NB2y K S IMINE A 2 ¢z
I?INOTE

@ L& GKS al YS G2 ysranEdzNG iy 29ly ft RIS BARBNBY B &It B T4
O2 y T A ZdzNBYGRUZNTL G KS (KISONBBG®AE S G2

Backup
Stepl [23 AY G2FIHKHS 9eSo | L
Step2 bl GAACBFHBRAIRY IS yOS

Step3 [ £t AOD] dzLIkawS a G 2 NB

Maintenance

Reboot Device Reboot
Reset to Factory Settings Reset
Upgrade Firmware : Upgrade

MNote: Do not disconnect the power supply of the device during upgrade
process, or the device will be damaged.

Backup/Restore Backup/Restore

steps [t A QORI 6AYR2 6O
Backup/Restore ><

Backup configurations: Backup

Import configurations Restore

Step5 [ 2YFANY GKS LINEYARCGMST2NXYIF A2y | YR
T 191y IR

I FAE Sty ITWRBROTRR gy f 2 IOR YRS N& 2 dzNJ
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Restore
Stepl [23 AY (2FIKHS 9aSo | L
Step2 bl GAI¢AHBARY IS I yOS

Step3 / £ A OD] dzLkawSa i 2 NB

Maintenance

Reboot Device Reboot
Reset to Factory Settings Reset
Upgrade Firmware Upgrade

MNote: Do not disconnect the power supply of the device during upgrade
process, or the device will be damaged.

Backup/Restore Backup/Restore

Step4 [/ f WOR RAYNAVKEL) 6 A Y R2460

Backup/Restore X
Backup configurations Backup
Import configurations Restore

step5 { St SOG YR dzLJ 21 R GEBBG S>3 2dz o O1 dzLJ 6S¥
T 19 Y R

' FTOSNI 0KS FTA( EOBR GR A2 Y RIS f i R®

2 A0 F2N 0 KD 2LIND IOEEEEs  caNISH] k@ INIS A 2 (diiAdyO30sS & & F dzf € @
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I 00Saa (KS @23 TAAV3 duNgl 208AK2SY 199 IR0 B B AR PHi (B$0 by
Yy 0KA& LI 3S3: &2dz Oy OKIy3astBKSLNBRBAIWIG | dyOI2 dizy
f2ARYRSTY dZOHEE AKS | RYAY A& i Hdz8 200 220Aidezy(i K S y R 2
I RYAYAAUNEGRRYZ BOFezyliy R @25 g/t S f 35S BEHASETE K S
I O0Zdzg2dz Oly 2yfteé @ASg (KS aSdiadray3adao

[ £ A7 102 OKFy3aS GKS w002dzyld AyTF2NXYFGAZ2Y

9.3 Account
@2
h

9.3.1 Administrator

2dz Oy Y2RATE YRIWISUHRYKB®ORENH &Y HES s R8 KI dzf
YR LI aa62NR 2 F ODRSKBRREAY A & G NI (0 2 NJ

Qﬂp

@N) ySig2N] &SOdNARGes AlG A& NBO2YYSYRSR (G2 Y2RAT

aSOdzNAUé Aa LINBTSNNBRESRIAIO K Sial SINAG2 YOI AdyAlLGU- A 2 vE S20TU
Administrator Account X

Old User Name admin
Old Password

New User Name
New Password

Confirm Password
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Name Description
Old User Name Secifies the user namand password of the current login account.
By default, theCPEhas one administrator account and one guest account.

Old Password Administrator user name/passworddmin

Guest user name/passwordser

New User Name Secifiesa new login user name.
New Password Secifiesa new login password.
Confirm Password Enter the new login password again.

9.3.2 Guest

DdzS&ai I+ O002dzyii 2yte lftz2pea e2dz G2 OASSH
RSTFE dzf (i dzal$ N aypl2uees NINB

N
A
(p))
ax
w
C\

Enable

Old User Name user
Old Password
New User Name
MNew Password

Confirm Password
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CKS f223AN0BO2NRSOF NA2dza S@Syda GKFEG 200dz2NJ FyR
[ t®GINGad LYy OFasS 2F | aeadsSyYy FlrhdzZ dx e&2dz OFy N

¢2 @OASg (KS [t SHETEB AR OFSHKNBIKS SOEBWAGAY 3T f 2:

System Lod
\STE 0Q
—— e

Refresh Clear Log Type| Al v
ID Time Type Log

1 2019-01-16 15:03:15 System SNMP Stop

2 2019-01-16 15:03:04 System web 192.168.2.11 login

3 2019-01-16 15:02:59 System web login time expired

¢2 SyadaNB GKFG GKS 2338 NBE NBORNRSR dO2NINGS GRIN
aeaidsSy GAtyBDy 20FK@SKASLE @S

I?INOTE

- ¢KS /t9 2yteé NBO2NRa @&¢gSyia aiayoS GKS flrdSad

- CK/IStNB22A0ya OHKS FEff26A Y3 PRA LBMGBNBRIRYIRKF GSNI |

GKS [ !'b FdzyOliAz2y Aa 02y i KERdyNISHREENI/KIBRST A NI 6 | NB
NBalGRP®SESRTI OlG2aNE aSidAay3aa
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A.1Default parameters

¢ KBF RYS T dzf G LI

Parameters

Login

Quick Setup

LAN Setup

DHCP Server

Single

Login IP

Address ]
Kit

User name

Administrator

Password

Guest

Single
Working Mode

Kit
IP Address Type

Single
IP Address

Kit
Subnet Mask

Single
DHCP Server

Kit
Start IP Address
End IP Address

Subnet Mask

Gateway Address

NI YS i SN&a

178

I N® aKz2é y
Default settings

192.168.2.1

APmode 192.168.2.1
dient mode: 192.168.2.2

admin

admin

Disable

AP mode

AP mode or Client mode
Static IP address
192.168.2.1

AP mode: 192.168.2.1
dient mode: 192.168.2.2

255.255.255.0
Enable
Disable
192.168.2.100
192.168.2.200
255.255.255.0

192.168.2.254
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Parameters

VLAN Settings

Wireless

Network Service

Tools

Primary DNS Server
Lease Time

VLAN Settings
PVID

Management VLAN
WLAN

Wireless Network

SSID

Security Mode
Transparent Bridge
TDMAX

TPC

Login Timeout Interval
Ping WatctDog

Telnet Service

UPNnP

Hardware Watch Dog
STP

Date & Time
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Default settings
8.8.8.8
1 day

Disable

1000
Enable

OperatingRF: TendaXXXXXXandXXXXXk the last
six characters of the LAN MAC address ofdéndce

ManagemenRF: TendaXXXXXXMG, andXXXXX}$
the last six characters of the LAN MAC address ol
device.

QT\P

The management RB not availablefor some CPEs.
None
Enable
Disable
Enable
5 min
Disable
Enable
Disable
Enable
Disable

Synchronized with the internet



A.2 Acronyms and Abbreviations

Acronym or Abbreviation
AES
AP
ARP
BSSID
CAT5e
CCQ
CPE
CPU
DFS
DHCP
DNS
DDNS
DTIM
DMZ
GMT

HTTP

ISP
ICMP
LAN
MAC

MIB

Full Spelling

Advanced Encryption Standard
Accesgoint

Address Resolution Protocol
Basic Service Set Identifier
Category 5 Enhanced

Client Connection Quality
Customer Premises Equipment
Central Processing Unit
Dynamic Frequency Selection
Dynamic Hos€Configuration Protocol
Domain Name System
Dynamic Domain Name Server
Delivery Traffic Indication Map
Demilitarized Zone

Greenwich Mean Time
Hypertext Transfer Protocol
Internet Protocol

Internet Service Provider
Internet Control Message Protocol
Local Area Network

Media Access Control

Management Information Base
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Acronym or Abbreviation
NMS
NVR
OoID
PoE
PPPoE
PSK
P2MP
PVID
RADIUS
RAM
RF
RSSI
RTS
RX
SSID
STP
SNMP
TCP
TDMA
TPC
TKIP
TX
UDP

ul

Full Spelling

Network Management System
Network Video Recorder

Object Identifier

Powerover Ethernet
Pointto-PointProtocol over Ethernet
Preshared Key

Pointto-Multi-Point

Portbasal VLANID

Remote Authentication Dial In User Service
Random Access Memory

Radio Frequency

Received Signal Strength Indicator
Request to Send

Receive

Service Set Identifier

Spanning Tree Protocol

Simple Network Management Protocol
Transmission Control Protocol

Time Division Multiple Access
Transmit Power Control

Temporal Key Integrity Protocol
Transmit

User Datagram Protocol

User Interface
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Acronym or Abbreviation
UPnP
VID
VLAN
WAN
WDS
WEP
WISP
WLAN
WMM
WPA

WPAPSK

Full Spelling

Universal Plug and Play
VLAN Identifier

Virtual Local Area Network
Wide Area Network

Wireless Distribution System
Wired Equivalent Privacy
Wireless Internet Serviderovider
Wireless Local Area Networks
Wi-FiMulti-Media
Wi-FiProtected Access

WPAPreshared Key
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A.3How to assign a fixed IP address to your
computer

h{ SEIYLXSY 2AyR264& 7

stepl wA EX 0 O Ki&By 2y MKIKd2 O2ANY SN 2F G(GKS
Step2 / f ROIBY bSG62N] YR {KFENAYy3A / SyidSNI

Troubleshoot problems
Open Metwork and Sharing Center *

= 30/09/20i9

step3 [ £ A@DFE ! NBIZ /0K SWSEUDINLN(A S &
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