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Product Model
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Item

Cascading enus

Parameter and value

Variable
Ul contro

Message

¢ KS

Symbol

@NOTE

Qe

aevyozt

Description

500mOutdoor Point to Point CPE
2Km Outdoor Point to Point CPE
2.4G Long RandautdoorAccess Point
5Km Outdoor Point to Point CPE
5GHz 11ac 23dBi Gigabitt@oor CPE

5GHz 1lac 867Mbps 12dBi Outdoor CPE

Presentation Example

> System> Live Users

Bold SetUser Namdo Tom

Italic Format XXXXXXXXXXXX

Bold On thePolicypage, click th®©Kbutton.
ag ThedSuccessmessage appears.

a& GKFd YILed 0SS F2dzyReAy (KA& R20dzyYSy
Meaning

This format is used to highlight information of importance or special interest.
Ignoring this type of note masult in ineffective configurations, loss of data or
damage to device.

This format is used to highlight a procedure that will save time or resources.
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Document 5SaO0ONRLIGAZ2Y

It introduces how to set up the device quickly for interaetess, the
Quick Installation Guide descriptions of LED indicators, ports, and buttons, FAQ, statement informatic
and so on.

It introduces how to set up more functions of the device for more requiremen

User Guide including all functions on the web Ul of the device.

It introduces the basic information of the device, including product overview,

Data Sket selling points, and specifications.
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Global:(86) 755-2765718China

Time Zone)
o United States: -B00-570-5892
Toll Free: 7 x 24 hours =
\‘ ( ) M support@tendacomgen

Canada: 8888-998-8966

(Toll Free: Mon Fri 9 am- 6 pm
PSY

HongKong: 008581931998

Hotline Email

()

Website

https://www.tendacn.com/
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1.1 ISP hotspot connectiotWISP node
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1.1.1 Solution
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1.1.2 Set up the CPE
Stepl t 26 SNJ 20 Li2ZKoSB RBIRI2Z 9 Ay (GKA& SEI YLX Soo
1. Uncover the housing of th€EPE

2. Use an Ethernet cabl€AT5e or better is recommendgetd connect thePoE/LANport of
the device to thePoEport of the PoE injector

3. Use the included powesordto connect thePoE injectoto a power socket ThePoE/LAN

LEDindicatorof the CHElights up.
) . 3
L t28 SNI a
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Step2 { SG/ tBBL{YRRS®

1. Use an Ethernet cable to connect your computer to tAdNport of the PoOE injector

t 2

/2 Y LJdz(i

2. Log in to the web Ul of CP&hd choose&uick Setugo enter the configuration page.
3. SelectWISR and clickNext.

Quick Setu p

Select a working mode:
AP In this mode, the device creates a wireless network based on the current wired network
Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP
Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

® WISP In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the
wireless network.

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides

P2ZMP  In ¢ ice ects to multiple w ne ] e idge doe de
reless access point
Router connect to modem in wired manner, and provide network access point

4. Select the SSI&f your ISP hotspowhich isTenda_123456n this example, and clidkext.



Quick Setup>>WISP

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan () Scan again

Upstream AP Tenda_123456

Signal
Select SsSID Channel MAC Address Security Mode ,m‘l i
Strength
O Tenda_123456 1 50:2B:73:FE:F5:79 WPAZ-PSK,AES !ﬂﬂ

5. Enter the WiFi passwomf your ISP hotspah the Keytext box and clickNext

Quick Setup>>WISP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next” to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address 50:2B:73:FE:F5:79

Channel 1(2412) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
Key | sseesses

Previous Next

6. Select the Internet Connection Type of your ISP hotspbich isPPPokln thisexample

Enter the PPPOE user name and password provided by your ISP, aigxtick

Quick Setup>>WISP

Please select an internet connection type, and enter the internet parameters provided by your ISP.

and click "Next".

Internet Connection Type DHCP (Dynamic IP) Static [P Address ® PPPoE
PPPoE User Name

PPPoE Password

prEVi ous m

7. Customize th&sSIandkey, and clickNext.



Quick Setups>WISP

You can set up your wireless network name and wireless password here.
Note down your wireless password.

SSID(Wireless Network Tenda

MName)
Channel 1(2412) v
Security Mode WPAZ-PSK v
Encryption Algorithm ® AES TKIP TKIP&AES
Key | seeeeses

PrEViDus m

8. Setan|P addres$elonging tadifferent network segment as that gfour ISP hotspot~or
example,f the IP address ofour ISP hotspot & M H ®mMcy ®H dmE &2dz Ol y
address to 192.16&1 (Xranges fronD to 254excluding?). Then cliciNext.

Quick Setup>>WISP

Specify the device with an IP address whose network segment is different from that of IP address of ISP access point

or upstream AP.

IP Address 192.168.3.1

Subnet Mask 255.255.255.0

pr EVi ous m

9. ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>WISP

The device is set to WISP, click "Save” to apply the settings.

p re\‘liou s m
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1.1.3 Instal the CPE
Stepl t £ OBt @K St SOIGSR LR&AGAZY AY (GKS 2LISy | A

Step2 /2 Yy SOG2 AKK[S2 KL /2tTOAIKKSS 2 1 b LI2 NI 2 F aek2SdzNJ 6 A NB
t 29 k[ 9By RA Ok FHR MY
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Step3 | R2dzZd @R KB OGA2Y 2N {201 GAAKS2y96MS RS6B8O0G
KRS PAOS f AIKG dzLJo

Step4 ' &S LEK GG NIOLIA (12t®B 60K WKESO

1

T 19 Y R
/| KSO1 GKS [95MX [ 95H/ tt®R PDOYBToA MW RAKS iR\ R&FS iU
¢KS Y2NB [ 95 AYRAOFG2NAR fAIKG dzLIZRA®ISH NG G S NI
RS

a ONR LJG A 20/Saf 24 HINGSS 2N NEFSNBy OS o
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The CPHEs connected to a device/devices

. Solid on: The CPE may work in AP, Repeater, P2MP or R
mode.

. Blinking: The CPE may work in Clikhtiversal Repeater or
WISP mode.

Each LED indicator corresponds to a received signal streng

[ 95MZ [ 95HZ {2 AR Ry value. When the received signal strengththe CPE reaches

S A s AL aA e L the RSSI threshold, the corresponding LED indicator lights |
OwSOSAGSR a f You can judge the connection qualityseal on the statuses of
[ 95 AYRAOL Gz the LED indicators.

By default, the minimum signal strength of LED1, LED2 and
LEDS are90 dBm-80 dBm and70 dBm.

You can change them on thireless> Advancedpage of the
web Ul of the CPE.

h+¥ No device is connected to tHePE, or theeteived signal
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strengthis less than the RSSI threshold (defa@i®: dBm).
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1.2.1 Solution
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1.2.2 Set up the CPEs

QT\P
G fSF&ad ANBsNBljdZANBR F2NJ oNARIAYIOD

Option 1: Automatic bridging fecommended)

%NOTE
Ldzi2 Y GMyBER . R RA | LILIY X OINDE S ys FIWIEME aSiaGAy3Ta

2 KSyYy LISNF 2NRIS YN SMISREFAINS (G KFG 2yfe Gog2 /toa ||
Otherwise, the peeto-peer bridging may fail.

Scenario 1: Peeto-peer bridging
Steplt £ OS /MtKPS H @20k 250 K S NI

) )
Tenda Tenda
| —
CPE1 CPE2

Step2 t2 6 SNJ 2y 6L S/MEIRAAY GKA A& SEIF YLX S0 o
1. Removethe housing of eacPE

2. Usethe Ethernet cable (CAT5e or better is recommendgeid connectthe PoE/LANports
of the CPE® the PoEports of the includedPoE injectasto powerthem on



3. Connect thePoE injectasto power sakets. The POE/LANLED indicators of thEPE&ght
up.
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LED1  LED2 LED3
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Scenario 2: Peeto-multiple peers bridging
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Option 2 Manual bridging

Stepl t t 1 OS /KPS HG 20 2

O

Tenda

| —

CPE1

o

)

Tenda

CPE2

- W

Step2 t 26 SNJ 2o LWIKBSNBEB o8

1. Uncover the housing cZPE1

SI OK 2{KSN®D

t29 Ay GKAA&

SEI YL S0

2. Usean Ethernet cableGAT5e or better is recommendgetd connectthe POE/LANport of
the CPHo the PoEport of the includedPoE injectoto powerit on.

3. Use the included powezordto connect thePoE injectoto a power socketThe PoE LAN
LED indicator ahe CPElights up.
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1. Use an Ethernet cable to connect your computer to tiAdNport of the PoEinjector.

11
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2. Log in to the web Ul of CBEand choose Quick Setup to enter the configuration page.
3. SelectAP, and clickNext

Quick Setu p

Select a working mode:

® AP In this mode, the device creates a wireless network based on the current wired network.

Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP,
Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

WISF  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides

wireless access point.

P2ZMP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

Router connect to modem in wired manner, and provide network access point

4. Set anSSIDwhich isTenda_123456n this exampleSecurity Mode, whichis WPA2PSKin
this example andKey, and clickNext.

12



Quick Setup>>AP

You can set up your wireless network name and wireless password here.

Mote down your wireless password.

SSID Tenda_123456

Channel Auto v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
Key — weeseses

PrEVi ous m

5. ClickSave and wait until theCPEeboots automatically to activate the settings.

Quick Setup>>AP

The device is set to AP, click "Save” to apply the settings.

p FEViou s m

Step4 t SNF 2 NY (0 KS[ (LINE OS Rd2NGSSive y2 1,02 Wil KEK S ¢ /9tvM9 H @

Step5 { it R f ASYyd®d az2RS

1. Use an Ethernet cable to connect your computer to tAdNport of the PoE injector.

/[ t9

/2 Y LJdz(

2. Log in to the web Ul of CBEand choose Quick Setup éater the configuration page.

13



3. SelectClient and clickNext.

Quick Setup

Select a working mode:

O AP In this mode, the device creates a wireless network based on the current wired network.
® Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP,
© Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

© WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the
wireless network.
O Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides

wireless access point.

© P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

O Router connect to modem in wired manner, and provide network access point

4. Select the SSlaf CPEYou set which isTenda_123456én this example, and clidkext

Quick Setup=>Client

Click "Scan”, and select the wireless network you want to connect,

and click "Mext".

Scan () Scan again

Upstream AP Tenda_123456

Transparent Bridge #

Signal
Select SSID Channel MAC Address Security Mode et
Strength
- Tenda_123456 1 50:2B:73:FE:F5:79 WPAZ-PSK AES d!!

5. Enter the WiFi password you det CPEIn the Keytext box and clickNext.

Quick Setup=>=>Client

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next” to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address 50:2B:73:FEF5:79

Channel | 1(2412) .|
Security Mode | WPA2-PSK v
Encryption Algorithm ® AES O TKIP O TKIP&AES
Key | seeseses

Previous Next

14



6. Set thelP addresdo an unused IP address belonging to the same network segment as that
of CPE1For example, if the IP addressGPE1s 192.168.2.1, you can set tli®@BR a Lt
address to 192.168.X(Xranges from 2 to 254). Then clislext.

Quick Setup>>Client

Set the [P address to an unused IP address belonging to the network segment of upstream AP.
IP Address 192.168.2.100
Subnet Mask 55.255.255.0
Default Gateway 192.168.2.254

Primary DNS Server 8.8.88

Secondary DNS Server 8844

PrEViDus m

7. ClickSave and wait until theCPEeboots to activate the settings.

Quick Setup>=>Client

The device is set to Client, click "Save" to apply the settings.

Prevuousm
T 19 Y R
2 KSy GKS G¢2 /t9a NS OoNARIAYyI (G2 S OK 20KSNE
2 KSYy GKS [95MZ [95H YR [950 AYRAOFGRNRO98® | |
AYRAOIFIG2NER 2F (0KS 20KSNJ/t9 ofAy]l atzgftes (KS
QT\P

@NJ hu YR hblNR OKRdzBEARAAVE F2ft26aY

2 KSYy (GKS (g2 /t9a& | NBIKENHARIMET [ BB HSHIRKPFEINIS v R
[ 95MZ [ 95H I ¥WR 2[f9%0 /AWRAXQAHEKAINIA2 AR 2y 6KAES (KS
20KSN) /t9 o0fAyl2 GKS ONARIAY3IA a2dz00SSRa®
LT &2dz ¢ yWdf (IRLIGNIGRINS{FEMpIR2 0 NA RIS GKSY (2 (K
GKS /t9 gA0K (KS [OFTRNBE[] $2d AIRYRY[PI50 AYRA
QT\P
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1.2.3 Instal the CPEs

CKISt®GNI yaYAGOISNI AY 't Y2RS0O 6AGK [95MX [95H |
agA00K O02yySOlAy3a G2 | ySig2N] DARS2 NBO2NRSNJ
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Check the LED1, LED2 and LED3 indicators GREeto confirm whether the positions are proper.
The more LED indicators light dpe better the connection quality is. The LED indicator
descriptions of the CPEs below are for reference.
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The CPHs connected to a device/devise

. Solid on: The CPE may work in AP, Repeater, P2MP or R
mode.

. Blinking: The CPE may work in Client, Universal Repeatel
WISP mode.

Each LED indicator corresponds to a received signal streng
value. When the received signal strengiththe CPEeaches
the RSSI threshold, the corresponding LED indicator lights 1
You can judge the connection quality based on the statuses
the LED indicators.

By default, the minimum signal strength of LED1, LED2 and
LED3 are90 dBm-80 dBm and70 dBm.

You @n change them on th&/ireless> Advancedpage of the
web Ul of the CPE.

No device is connected to the CPE, or theeived signal
strengthis less than the RSSI threshold (defadi®: dBm).
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2.1 Login
A [2AAYE (2 GRANSBSOFAINEG /AR NBaSTGI SN G KS

Stepl / 2y ySOG GKS O02YLzi SNJ (12 GKS /6tL92 2INBIRK D &4 ét A
GKA& SEI YLX S0

|
L t2 6 SN
|
I
!: t 29
[!Db
\
= -
/2 Y Ldzi
Step2 { GF NI I 6S0 O0ONRgaSN RgfH @ 2adzpaRd@NI Idza SNE v I YR
LI & & 6 2 NRI R RS YR YAt vl YW R2 @it yA O
QTP
C2NJ 0KS &aSOdzNRA(Ge 2F @2dzNJ ySGg2N] X &2dz Ol 280K y 3 S
I OO 2zy i
= O *
MNew Tab b +
C (@ http//192.168.2.1| a
D
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Default user name: admin

Default password: admin et

9 English A

Forget password?

QTIP
LT GKS LINBOSRAY3 LI I6KR2%af V20 AV BILISBNR2RESFAS N
9y adaNBE GKIG GKS /t9 Aa LR2GSNBR 2y LINBLISNI &o

AAAAA

9y ada2NB GKIG GKS 02YLIziSNI A&a O2yySOiGSR G2 GKS |

9yadaNB (KF{i GKS Lt | RRNBaa 12 SEKS y@Ea 2IBdzii KWRMNIS :
C2NJ SEIFYLX S AT GKS RSTFldzZ G Lt | RRNBaa 2F (KS
O2 YLJzi SNJ (-2 N&t praSMic FNRdY H (G2 wpn YR Aa y20 20

AAAAAA v A

LT Y2NB/ iMa& yO2yBSOG SRS Wit S Il :RR NBHRATRER REKI @8 Fy §
f23 MBoRAFL/KRZS (2 Lt I RRNBaa O02yTiAl0io

St GKS /t9 wRa Sl OURBEBSRRIBENBERK@ YR R2g5Y
G2y F2NJ Fo62dzi vy ééﬁK@ﬂfRé@/RlMDlﬁ)ﬁ@ﬂlﬁzgﬂﬂ[ﬁ(!ﬁb &
AyIRVERIG 2 1IKS /t9 Aa NBaG2NBR G2 Tl O02NE

K
J 7
St

8
Q¢ %)

wSa
0 dzi
[ 95
19 1y TR

I F0SNJ adzO XSS aFRdztt 2f62AFAAy A ES | LIS NE P

Current Mode: AP

A Status Quick Setup

4} Quick Setup Select a working mode:
® AP In this mode, the de i |

evice creates a wireless network based on the current wired network.
@ Network Client In this mode, the device works as a wireless adapter to connect to the wireless network of up

= Wireless Universal Repeater In this mode, this de.

WISP  In this meode, this device connects to an access point provided by ISP in wireless manner, and provides the
X Advanced wireless networ

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

#, Tools access point.

P2MP 1

wireless access point.

mode, the device connects to multiple wired networks through wireless bridge, but does not provide

Router connect to modem in wired manner, and provide network access point
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A [2AANE G2 GKS 4/StoR& La SUF GISNJ!IGtKSY2 RS / f ASYyd Y
Y2RSZ wSLISFGSNI Y2RS 2NJ tHat Y2RS

A ¥ 4 A

Stepl / 2y ySO2 YLKA KN 22N G§KS gAUO®R O2yySOGSR (2

a
Step2 { SG GKS Lt FRRNF&aa 2F (GKS O2YLJziSNI G2 F+y d
aS3AYSyil 2MBPa&xS2t®m™ 1§ KER
C2NJ SEI YL ST AT/ timeShuLdtmElyRIANGBEOE y2 B SGIKE KS Lt
02 Y LIdzimSpMI DM i @H Py dzy dzA SRE RAEAAGZ2 Ny @A Y I §FR 2
HPppPpP PHPP PHpp PN
Internet Protocel Version 4 (TCP/IPvd) Properties &lé]

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192 . 168 , 2 . 20
subnet mask: 255 , 255,255 ., O
Default gateway:

Obtain DNS server address automatically
i@ Use the following DMNS server addresses:

Preferred DS server:

Alternate DMS server:

[ validate settings upon exit

[ 0K ][ Cancel ]
ﬁ
QT\P
wSTANJgll2AEA ATy | FAESR Lt AVRRISGFERRGEIZT 20800 YHL&Z B
Step3 { GF NI I 6S0 oNRgaSN 2rS 22tdzND ORNBIA SNE @ KR
QT\P

L GKS //ttoSyal gENE | H2SuSRABHE RR

Sy dzaS U(KXILEISRRN.
gKSy @&2dz aSG Ad G2 GKS&AS Y2RSa

G2 €23 Ay G2 GKS

Step4 9y WIKNG dz2 NIy | YS [|8R2RIzoMA ST RAMINR Y Xy | Y[R BAEYA O
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Default user name: admin

Default password: admin et

Q@ Engisn v

Forget password?

QTIF’
LT GKS LINBOSRAY3 LI I6KR2%af V20 AV BILISBNR2RESFAS N
9y adzaNBE GKFG GKS /t9 A& LRSSNBR 2y LINPLISNI &o

AAAAA

9y ada2NB GKIG GKS 02YLIziSNI A&a O2yySOiGSR G2 GKS |
9y ada2NB GKIG GKS Lt FRRNBaa 2F GKS O0@aVYldzi $ RRNXL .
C2NJ SEF YLXKSRATFlI dzf G Lt FRRNBaa 2F GKS /t9 )\é M
O2 YLJzi SNJ (- N&t praSMic FNRAdY H (G2 wpn YR Aad y2 20
L¥ YzNS/U)aéyon)SSéuéﬁzz LI S &S Y2 RAIRA RiI KIK SL tT AR
23 MBORKFI/NtK®IZS (2 Lt FRRNBaa O2yTtAl0do

wSasSi GKS /t9 wRaSFi ONPiESRBRHENSRK@ YR R2sy (KS
odziG2zy FT2NJ Fo2dzi y HEKAMYRIANEY RV@ & KiERS2 NEH 1Sh adzLI
[ 95 OA VIR G(KS /t9 A& NBalu2NBR (2 FIFO0G2NE &S
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A [2AAYE G2 GKS 6So6 'L FFGSNIGKS /t9 Aa asSi Gz

Stepl / 2y Yy SO2 YLKA KNI BN 6 KS d6A00K t@@yySOGSR G2
Step2 { GFNI | 6S0 O0ONRg&FR B AZtdzND ORNBIA SNE (1 KS
Ly 2L{t 2NJLKN52dtutsg\|Jme7\zﬁzéé I 51/t &SNWBSNI T
Of ASy (s (k@ HEKBSAI& Lt | RRNBarka RFK I RRND & ¥ LJa:
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QT\P

wSTANIgli 202 OKSO] (KS Al dSdalye ILIISYRRES &2 ABGl (&KSY
2F @2dzNJ 02 YLz S N

Step3 9 Y HIKNS dz2SNIYY I YS EY R yIR2E8§DIR

Default user name: admin

Default password: admin et

Q@ Engisn v

Forget password?

QT\P

LT G0KS LINBOSRAY3 LI I6KRBR2%8f V20 AVBILISBUKR2RESFAS 4N
OYVAdINBKAKITI9 A& LI2ESNBR 2y LINPLISNI &o
9y adaNB GKIG GKS 02YLJziSNI Aa O2yySOGSR G2 [

7?

S
9y adzaNB GKFG GKS Lt |FRRNBaa 2F (GKS oavluaizijmiu“m:s
C2NJ SEIF YLX ST AT (KS MRS Tz dm dyt dH RRNB&2dz 2F | yi KBS
O2 YLz SNJ (-2 N&t fradSMic FNRdY H (G2 wpn YR Aa y20 20
wSaSid (GKS /t9 wi%®ia S OURilESRARHGENBRK@H R R246y (KS
odzlitizy F2N) I o2dzi ya&SKIYyRaAary Ryv@ &KiEab2 OBH Sh  dzLJ
[ 95 AVIRVAEKB 2MKS /t9 A& NBaAlG2NBR (2 FFOG2NE aSsi

Ty R
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2.2 Logout

¢KS /t9 f23a 2dz
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2 S0 'L

3.1 Web Ul layout

¢CKS 4SS0 /tRa2 PESRABIE NI &> AYOmMBR®Y I TKBHS (G NS S
YIE@AILIGAZ2Y GNBST GFo6 LI IS FNBFZ FyR O2y FAIdzNI |

e Current Mode: AP
A Status LAN Setu a
47 Quick Setup MAC Address C8:3A:35:15:87:50
& Network IP Address Type Static IP Address v
DHCP Server

e DHCP Client Subnet Mask 255.255.255.0

LA SRR Default Gateway 0.0.0.0

T Wireless
Primary DNS Server 0.0.0.0
X Advanced
Secondary DNS Server 0.0.0.0
B Tools Device Name | O4v1.0
No. Name Description

Levell navigation tree

The navigation bars and tab pages display the function menu of th
Level2 navigation tree CPEWhen you select a function in navigation bar, the configuratio
of the function appears in the configuration area.
Tab page area

CGonfiguration area It enables you to view and modify configuration.

24



3.2 Commonbuttons
¢CKS F2ff2gAy3 G o foHzIRISEyCGNN- 028 & £ koS SO 2YWY 2A1yK S

Common Buttons

Refresh

Cancel

Description
It is used to update the content of the current page.

It is used to save theonfiguration on the current page and enable the configuratio
to take effect.

Itis used to go back to the original configuration without saving the configuration
the current page.

It is used to view help information corresponding to the settingghe current page.
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4.1 AP mode

4.1.1 Overview
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4.1.2 Quick setup

Stepl [ 23 Ay G2 GKS ¢So
A

VPSRN

dzA QUIF KB E R § KR OKZPAF

=<

Quick Setup

Select a working mode:
* AP
Client

Universal Repeater

WISP
Repeater
oome
Router
=3
Step3 { SG P KA CHSHIRE Y Mo mifKeh &S © BAIE BIB SEK A O K (e
(KAA S ONEILEENR ¥ KoK & Oy ABK A &Y S R LBSSED |

Current Mode: AP

Quick Setup==>AP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

*  SSID Tenda_123456

Channel Auto v
* Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Koy | seeesens

Previous m
t I N} YSGSNE RSAONALIIAZY
Name Description

SSID It specifies the wireless network name of this device.

It specifies the operatinghannel of ths deviceSelect a less used channel in the
Channel ambient environment to reduce interference.

Auto: It indicates that theleviceautomatically adjusts its operating channel accordi

28



Name Description

to the ambient environment.

It specifies the secity mode of the wireless networkncludng: Nong WPAPSK

Security Mode WPA2PSKand Mixed WPA/WPAPSK

It specifies theencryption method of the wir@lss network.
. AESIt indicates the Advanced Encryption Standard.

. TKIP It indicates the Temporal Key Integrity Protocol. If TKIP is used, the maxin

Encryption Algorithm  \yjreless throughput of theleviceis limited to 54 Mbps.

. TKIP&AESt indicates that both TKIP and Aé&iferyption algorithms are supported.
Wireless clients can connect to the wireless network corresponding to the selec
SSID using TKIP or AES.

Key It specifies thaViFi password of the wireless network.

Step4d / £t A OBSHFYR g1 AlG dzydAf YEKBEOREDA O82 N

003
(o)]
3]
(=)
o

Quick Setup==AP

The device is set to AP, click "Save” to apply the settings.
Previous m

Ty R
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4.2 Client mode
4.2.1 Overview

LYt ASY( SYZROIEDE &K || 6ANBf Saa RIFILWSNE YR 02yy!
dzLJ& G NBU-KYS 1/ttd9 R2Sa y20 LINPOARS 6ANBfSaa I 00Saa
O2yySOGSR (2 GKS /®9 gAGK 'y 90GKSNYySai OlFoftS

I LILX AOIF GA2Yy &aO0OSyl NA2

¢KS /QfoA SWydza ¥z R6& WRMPYt s ¥@RSSAG 0B AZMBSAEL F ¢OS
YSUoRPWRZdzZA SV G REABYA O2RES OG0 @RS LytS (04 2YNSINT (a2 L2 f 2
& o0d5f 2 4

NS ))) ((( _[rtAaSyd

/ 2 Y LJdzi

4.2.2 Quick setup
Stepl [ 23 AY (2 GKS 4SodA D] 2iRSHEYAISINY B KEK D2 F A I dzl
Step2 { St/SIONMS vy R S@fiA O

Quick Setup

Select a working mode:
AP

® Client
Universal Repeater

WISP
Repeater
P2MP

Router
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Step3 { St SOU 2FK &IKESH NB | ¥ KR OKR K & Mn/o MKk al ySRE HOSLEIS|=
Fd GKS 62002y 2F GKS LJ 3S

Quick Setup>>Client

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan (} Scan again

Upstream AP Tenda_123456

Signal
Select SSID Channel MAC Address Security Mode 2
Strength
. Tenda_123456 165 C8:3A:35:15:86:A1 WPA2-PSK AES 1..1“
QT\P

LT &2dz OFyy2id FTAYR 2y eNBB{I38NBTNRE FKEKSANEEEE 20K 1
¢CKSY GNB 3FAYyOD

LT &2dz OF yy 2 (i KBLIIRNFIIKB VI{t§ KS 2 Xai
9 adNB (KIFG (GKS dARONBYE(IS$2INGf 2R (KySt @ G KS 2 ACA
oFryR Fta GKIFIG 2F GKS /t9 gAtf 0SS RAALIXTFTE@SR Ay (K¢
IR2dza i U(KSIMANPBIOYR 2Y2N0F eSS ONBRIAS !t
Step4 9Y G SN 1KS FRON IKISaa62 SREFRI YMas» iFES v F Ng 2 E
YR WO3&D]

Quick Setup> >Client

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP,

Then enter the remote AP's WiFi password, and click "Next" to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address C8:3A:35:15:86:A1

Channel 165(5825MHz) v
Security Mode WPA2-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key | eeeveess

tF N YSGSNB RSAONRLIGAZY

Name Description
Upstream AP It specifies thavireless network name (SSID) of the upstream AP.
Channel It specifies the operating channel of thiéiFi network to be bridged. Will be
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Name Description

automaticallypopulated when you select an SSID to bridge.

It specifies thesecurity modeof the WiFinetwork to be bridged. will be automatically
Security Mode populated when you select an SSID to bridge. If the WiFi network to be bridged ha
WiFi password, you need to enter the password manually.

Step5 { S GKS Lt | RRNB&aa G2 |y dzy &SR NIt aISRRSH & A
20 KA3LJA G NBE-KYSy ta S GKS {dzoySi aidmii NE2 YRS &l
Ot AO1 bSEl®
C2 NJ SEUFKRISt $F [ RBINGSENBAIAYF Mdin dDmcy O BtY | eRRINS
2TAREKOADSMPpH OME YyESAHTHR Hpnod

Quick Setup>>Client

Set the IP address to an unused IP address belonging to the network segment of upstream AP.

IP Address 192.168.2.100

Subnet Mask 255255 2550

Step6 / £ A OBSFYR ¢ AUNBp/AIATa GKS I OGADlI S (K

(0p))
Qx
(0p))
c:
c

Quick Setup>>Client

PrEVIOUS m

The device is set to Client, click "Save” to apply the settings.

T 19 Y R

2 KSYy [95MZI [ 9BKSE WYRNPRSBPAAR 2y | YRIKSS5MEQ[ 9
I NB 0X AYR R ya@XO RIS RA @

4.2.3 Example of AP mode andient mode

Networking requirement

.2dz gl yG G2 dzaS (g2adNBIyGebS@Bdot AaK  // ¢+
QT\P
I/ t9 Oy &dzJL2 NI Ya E@ bt o SNI 208 YISIND Gilay INGSE Ol y 6
Tt 26Ay3 F2N¥dzL | Y
bdzYo SNJ 2F Lt OF YS NING M¢SNI2yFa YIAKISH § R KONBKO SSAFAISR NI S 2
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Solution

Network topology

Tenda Tenda

[t 9ImY Y2 ))) ((( / t 9/utYA Sy

/ 2 Y LJdzii

Configuration procedurs

Stepl { §it g tY 2 RS
1. Log in to the web Ul of CPE1, and cho@séck Setugo enter the configuration page.
2. SelectAPmode, and clickNext

Quick Setup

Select a working mode:
® AP In this mode, the device creates a wireless network based on the current wired network
Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP
Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.
WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the
wireless network.
Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

access point.

P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless acces

Router connect to modem in wired manner, and provide network access point

3. Set an SSIhich isTenda_123456n this exampleselect aSecurity Mode (WPA2PSK is
recommended andcustomize &ey, and clickNext.
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Current Mode: AP

Quick Setup>>AP

You can set up your wireless network name and wireless password here.
Mote down your wireless password.

* SSID Tenda_123456

Channel Auto v
* Security Mode WPA2-PSK v
Encryption Algorithm @ AES ) TKIP O TKIP&AES
% Key | seeeeees

4. ClickSave and wait until the device reboots automatically to activate the settings.

p FBViOU s m

Quick Setup=>>AP

The device is set to AP, click "Save” to apply the settings.

Step2 { Situdi 2 £ ANSYRIS @
1. Log in to the web Ul of CPE2 and cho@skck Setugo enter the configuration page.

2. SelectClient and clickNext.

Quick Setup

Select a working mode:

O AP In this mode, the device creates a wireless network based on the current wired network
® Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP,
© Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

O WISP In this mede, this device connects to an access point provided by ISP in wireless manner, and provides the
'.'vi’e ess network.

O Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides
wireless access point.

D P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide
wireless access point.

O Router connect to modem in wired manner, and provide network access point

3. Select the SSIa@f the CPEIwhich isTenda_123456n this example, and clidkext at the
bottom of the page
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Quick Setup>=Client

Click "Scan”, and select the wireless network you want to connect,

and click "Next".
Scan (:} Scan again

Upstream AP Tenda_123456

Signal
Select SSID Channel MAC Address Security Mode 'gna
Strength
. Tenda_123456 165 C8:3A:35:15:86:A1 WPA2-PSK AES 151!]
QTIP

LT &2dz OFLy¥yrE FRXYRt 8 SFINRIYK Si KRS\ NEAGKIRAR S ez Oft ®HS
/[t 9mMP

4. Enter the WiFi password you set G°E1n the Keytext box and clickNext.

Quick Setup> >Client

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP,

Then enter the remote AP's WiFi password, and click "Next" to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address C8:3A:35:15:86:A1

Channel 165(5825MHz) v
Security Mode WPA2-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
& Koy | seeeeees

5. Set the IP address to an unused IP address belonging to the same network segrtieit a
of CPE1Then set the Subnet Mask to the same one of the peer device, and click Next.

For exampleif the IP address dZPE1s 192.168.2.1, you can die IP addressf the
deviceto 192.168.2X(Xranges from 2 to 254).

Quick Setup>=>Client

Set the IP address to an unused IP address belonging to the network segment of upstream AP.

IP Address 192.168.2.100

Subnet Mask 255.255.255.0

prEViDUS m

6. ClickSave and waituntil the device reboots to activate the settings.
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Quick Setup=>Client

The device is set to Client, click "Save" to apply the settings.

Previous m
O 19 ¥/ T
2 KSy [95mM: [9BHENBYR2[AR02FE FyR/FGMNBI [ 95
of Al AKD fmc“mfe‘gléﬁzéq:
QT\F’

. 2dz Oy OKSO1l GKS {{L3ANPBRIpBEIBSEAYBOANYOE20HLRSAEK
Verification

{dINDSAGEXRYDE Oly 0SS ab8KS2§ARKS2 D2 K tIazi & NJ
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4.3 Universalrepeater mode

4.3.1 Overview
ly! YADGSNEI V2 REFISIDESINI RE & 2 dzND22NA O MNBY RBN2 NIS G 6 2 NJ

' RO yGlr3sS 2F | yABSNEWS LIWS LIYNIE ERIEO X2 IRISNIRR SGA YR
0 KS dzLJa G NB | ¥Ke$5t{ &Fdaryl GRiNIREy P

I LILX AOIF GA2Yy &aO0OSyl NA 2
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Tenda : )/7\ OSNE I V2 R.

4.3.2 Quick setup

Stepl [ 23 AY (2 GKS $S0 VdA QFi@EKBwins ) 6§ K& OXKZPRAF

A .z oz, A P R )

Quick Setup

Select a working mode:
AP
Client

® Universal Repeater

WISP
Repeater
P2MP

Router

37



2K GKESH NB | YKADEMHA@&npc Ay |{iyiRA 83 BHD Y LI
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Quick Setup>=>Universal Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Mext".

Scan () Scan again

Upstream AP WiFi_123456

Signal
Select SSID Channel MAC Address Security Mode 'gna
Strength
O WIiFi_123456 165 C8:3A:35:15:86:A1 WPA2-PSK AES 1._“1
QT\P

LT &2dz OFyy2i TFTAYR I2yAeNERH{S38NBRYNRE FKEKSANSASE 30K 1
¢CKSY GNB F3IFAYyO®

LT @&2dz OHY y{2{iL GELIR/TRNIHNE V1 tH KS f A&
9 adNB (KIFG (GKS dARONBYE (132 INGf SR (KySt @ 6 KS 2 ACA

oFryR Fta GKIFIG 2F GKS /t9 gAtf 0SS RAALIXTFTE@SR Ay (K¢
l R2adzad GKS RANBOGAZ2Y 2F dliRE NBE Y= it R Y203S Al (
Step4 9Y i SNJ 1KS 2 ¥ CdrlkaSik NBRIFZ WRES E & o 3/HR S@fiA O]

Quick Setup> >Universal Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next” to continue.

Upstream AP WiFi_123456

Upstream AP MAC Address C8:3A:35:15:86:A1

Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key | seeeeses

prEViDus m

t I N} YSGSNE RSAONALIIAZY
Name Description

Upstream AP It specifies the wireless network name (SSID) of the upstream AP.

It specifies the operating channel of tiéiFi network to be bridged. Will be

Channel automaticallypopulated when you select an SSID to bridge.
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Name Description

It specifies thesecurity modeof the WiFi network to be bridged. Will be automatically
Security Mode populatedwhen you select an SSID to bridge. If the WiFi network to be bridged has &
password, you need to enter the password manually.

Step5 { SG GKS Lt |RRNBFaa G2 |y dzydzaSR Lt | RRNBaa
2T KS MR @8 SNBEASE LI SRIFNGSE ANBIFVMSIINI O MCcy PH OME &2
RSo@A OSt I RRNB& & N & 3 daii @ plBY dHKB $BOE A O]

Quick Setup=>Universal Repeater

Set the [P address to an unused IP address belonging to the network segment of upstream AP.

IP Address 192.168.2.100

Subnet Mask 255.255.255.0

PrEViDus m

Step6 / £ A OPSFYR 6FAG dzyiAaf G(KS RSOAOS NBoz2Ga G2

Quick Setup= >Universal Repeater

The device is set to Universal Repeater, click "Save" to apply the settings.

Previous m
T 19 Y R
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4.4 WISP mode
4.4.1 Overview

In WISP mode, thhCPEconnectto ahotspotprovided by ISk awireless manner, and allathe
wired andwireless devices to connetite CPE for internet access

I LILX AOIF GA2Yy &aO0OSyl N2
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4.4.2 Quick setup
Stepl [ 23 Ay (2
Step2 { St28100t I yR S@fiA O
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Select a working mode:
AP
Client
Universal Repeater

® WISP
Repeater
P2MP
Router

A N s

Step3 { St SO 2@HE ({NSE BA G @i o hp/c ( KA al ySFE HOSLBESKeS
2

02G02Y 2® (KS LJ 3S

Quick Setup>>WISP

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan (:] Scan again

Upstream AP WiFi_123456

Signal
Select SSID Channel MAC Address Security Mode 'gna
Strength
® WiFi_123456 165 C8:3A:35:15:86:A1 WPAZ2-PSK AES 1._1“
QT\P
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Quick Setup = =WISP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP,

Then enter the remote AP's WiFi password, and click "Mext” to continue.

Upstream AP WiFi_123456

Upstream AP MAC Address C8:3A:35:15:86:A1

Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Koy | eeesees

PrEViDus m

t I N YMIBRGEERNR LIGA 2 Y
Name Description

Upstream AP It specifies the wireless network name (SSID) of the upstream AP.

It specifies the operating channel of théiFi network to be bridged. Will be

Channel automaticallypopulated when you select an SSID to bridge.

It specifies thesecurity modeof the WiFi network to be bridged. Will be
Security Mode automaticallypopulated when you select an SSID to bridge. If the WiFi network
be bridged has a WiFi password, you need to enter the password manually.

PN

Step5 { St SQY BN S / 28 ¥ SO deRIyIs Kid Q&2 tiheHd JBEKIA LI S
9YGSNI GKS t§ tI2y9R dralSENI /2 NR LIN2 SHhBRER o6& @& 2 dzN.

Quick Setup > >WISP

Please select an internet connection type, and enter the internet parameters provided by your ISP.

and click "Mext".

Internet Connection Type DHCP (Dynamic IP) Static IP Address ® PPPoE
PPPoE User Name

PPPoE Password

A

t NI YSGSNI RSAONRLIGAZ2Y
Name Description

. DHCP (Dynamic IPJhe device obtains an IP address and other parameters f

Internet Connection Type the DHCP server of upstream device for internet access.
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Name Description

. Static IP AddressThe device access the internet by setting the IP address,
subnet mask, default gateway and DNS server IP addresses manually.

. PPPoOEThe device access the internet using the PPPOE user name and pas:
provided by the ISP.

£ M A ~

Step6 / dza G2 YA B 5 & KDIKNBRBE2 MYCAG KA &l yERY @ B O i

Quick Setup> =WISP

You can set up your wireless network name and wireless password here.

Naote down your wireless password.

SSIDIWIFi Name) Marry's WiFi

*
Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
Koy | sevesen
%*
Previous m

Step7 { Syt | PRENRYIRRYIFBREFAN] &S 3T YRWENI LY oi KRH&2
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I RRNB & & @ F¢ KiHyS it 1901

Quick Setup>>WISP

Specify the device with an [P address whose network segment is different from that of IP address of ISP access point
or upstream AP.

IP Address 192.168.5.1

Subnet Mask 255265 2550

Step8 / £t fOBSIYR ¢éF Al dzyiAt GKS RSOAOS NBo2

N
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Quick Setup=>>WISP

The device is set to WISP, click "Save" to apply the settings.

prEViOUS m

' FGSNI GKS /t9 NBoz20asx 23 Ay {2URASYIBNI i KS
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4.4.3 Example of WISP mode

Networking requirement
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Configuration procedurs

Stepl {SG GKS /t9 G2 GKS 2L{t Y2RS®

1. Log in to the web Ul of this CBRd choose&Quick Setugo enter the configuration page.

2. SelectWISP and clickNext.
Quick SetuE

Select a working mode:

AP In this mode, the device creates a wireless network based on the current wired network
ks as a wireless adapter to connect to the wireless network of upstream AP

Client In this mode, the device wor

Universal Repeater In this mode, this device extends an existing wireless network for broader netw
® WISP In this mode, this device connects to an ac wireless manner, and provides the
wireless network.

networks through wireless bridge, and provides

Repeater In this mode, the device connects to multiple wired netw

wireless access point.
ss bridge, but does not provide

P2MP  In this mode, the device connects to multiple wired networks through wirele

wireless access point.,
Router connect to modem in wired manner, and provide netwerk access point

3. Select the SSIaf your ISP hotspewhich isWiFi_123456in this example, and clidkext at
the bottom of the page

Quick Setup>>WISP

Click "Scan”, and select the wireless network you want to connect,

and click "MNext".
Scan D Scan again

Upstream AP WiFi_123456

Signal

Select SSID Channel MAC Address Security Mode
Strength

. WiFi_123456 165 C8:3A:35:15:86:A1 WPA2-PSK,AES M

4. Enter the WiFi passworaf your ISP hotspadh the Keytext box and clickNext
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Quick Setup=>>WISP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP,

Then enter the remote AP's WiFi password, and click "Mext” to continue.

Upstream AP WiFi_123456

Upstream AP MAC Address C8:3A:35:15:86:A1

Channel 1685(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES ) TKIP () TKIP&AES

% Koy | sessenes

Previous MNext

5. Select thenternet Connection Typef your ISP hotspotvhich isPPPoln thisexample
Enter the PPPoE user name and password provided by your ISP, ahgxtick

Quick Setup>>WISP

Please select an internet connection type, and enter the internet parameters provided by your ISP.

and click "Mext".

Internet Connection Type () DHCP (Dynamic IP) () Static IP Address ® PPPoE
PPPoE User Name

PPPoE Password

6. Customize th&sSIEandkey, and clickNext

Quick Setup>>WISP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

*  SSID(WIFi Name) Marry's WiFi

Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES ) TKIP () TKIP&AES

% Koy | seveanns

Previous Next
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7. SetanIP addres$®elonging toa different network segment as that gfour ISP hotspot~or
example,if the IP address ofour ISP hotspot & M pH dPMcy PHDOME &2dz O Yy
address to 192.16&1 (Xranges fronD to 254 excluding?) which is also the login IP
address of the CPEhen clicNext.

Quick Setup>>WISP

Specify the device with an [P address whose network segment is different from that of IP address of ISP access point
or upstream AP.

IP Address 192.168.5.1

Subnet Mask 255265 2550

8. ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>WISP

A A 2 4 A

2KSYy [95MI [ 95W3 9 yFRNEE %k @ FOABRYBS OG SR (2 @ 2 dzNJ
3dz00S® & FdzA £ &

The device is set to WISP, click "Save" to apply the settings.

Step2 { SG GKS GgANBf Saa NRdzi SN
1. Log in to the Wed Ul of theouter.
2. Sdect Dynamic IRas thelnternet Connection Typeand save the settings.

T 19 Y R

Verification

N

2dzNJ 6 ANBR | yROIGY NBF \Sya@ONSMEMDEESA OK A a 020y SO
F2NJ AYGSNYySG O00Saaod
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4.5 Repeater mode

4.5.1 Overview
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4.5.2 Quick setup

Peer to peer briding
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Stepl { SG/ & Mg wWKISS V¥ a BRI
1. Log in to the web Ul of CPE2, aifboseWireless> Basicto enter the configuration page.

2. Modify theChannel(165in this example) an@€hannel Bandwidti{20MHz in this
example), and clicBave
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Basic

Enable Wireless

Country/Region

SSID

Broadcast SSID

Network Mode

%  Channel

Channel Shift

Transmit Power

%  Channel Bandwidth

Transmit Rate

Security Mode

Isolate Client

Max. Number of Clients

©

| China v

Tenda_654321

@® Enable (O Disable
| 11ain v
| 165(5825MHz) v

() Enable @ Disable

1dBm 26dBm
| 20MHz v
| Auto v
| MNone v

() Enable @ Disable

48 (Range: 1 to 128)

Save | Cancel |

Quick Setup

Select a working mode:

@ AP In this mode, the device creates a wireless network based on the current wired network

© Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.

3. ChooseQuick Setupo enterthe configuration pageClickRepeaterand thenNext

© Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

© WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

® Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

access point.

© P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

O Router connectto modem in wired manner, and provide network access point

a

Nextat the bottom of the page
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4. Select the SSID GPHE from the listwhich isTenda_12345én this exampleand click



Quick Setups>=>Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Mext".

Scan () Scan again

Peer AP1 C8:3A:35:15:86:A1

Peer AP2 Select an SSID or enter a MAC
Peer AP3 Select an SSID or enter a MAC
Peer AP4 Select an SSID or enter a MAC
X Signal
Select SSID Channel MAC Address Security Mode
Strength
4] Tenda_123456 165 C8:3A:35:15:86:A1 WEP ﬁ!ﬂ

OTIP

hyte GKS 2ACA ySig2N]la o6K2asS aSOdNRARGEe Y2RSa

5. Set theAuthentication Typeand Default Keyto the same ashose of CPH, enter the key
1, and clickNext.

Quick Setup==Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP,

Enter the key of peer APL, and click "Mext".

Peer AP1 Tenda_123456

MAC Address of Peer AP1  C8:3A:35:15:86:A1

Channel 165(5825MHz) v
Security Mode WEP v
Authentication Type Shared v
Default Key Key 1 v

Key 1 ASCIl v

Key2 | weee ASCI v

Key3 | weee ASCI v

Key 4 | weeee ASCIl v

Previous Next

A 4 oA -

N} YSGSNE RSAONRARLIIAZY
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Name Description

PeerAPL It specifies the wireless network name (SSID) of the pegr AP

XISIC Address of Pee It specifies theMAC address of the wirelesstwork to bebridged

Channel It specifies the operating channel of thiéiFi network to be bridged. Will be
automaticallypopulated when you select an SSID to bridge.
It specifies thesecurity modeof the WiFi network to be bridged. Will be automdically
populated when you select an SSID to bridge.

Security Mode Qmip

The Repeater mode only supports Wétfel None security modes

6. Set the IP address to an unused IP address belonging to the same network segment as that
of CPHE. For example, if the IP addressGRPEA & M {pH PMmcy PH PME &2dz Ol
address to 192.168.X(Xranges from 2 to 254). Theset the Subnet Mask to the same
one of theCPE landclickNext.

Quick Setup==Repeater

Set the I[P address to an unused IP address belonging to the network segment of peer AP,

IP Address 192.168.2.100

Subret Mask 255.255 2550

7. ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>Repeater

The device is set to Repeater, click "Save” to apply the settings.
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aSiK2R MY 2KSy GKS [ 95MEtnp 9By H NER F Df5/0R A/yRA Q]
adz0O0SSRa®
aSGtK2R HY
Stepl [ 23 Ay (2 GME 6So 'L 2F /t9
Step 2 ChooseAdvanced> DiagnoseselectPingT N2 Y5 X IKSRRRRE 6y  ~a B yYiSWaz
0KS Lt I R NBEAR (ERMILO |
Diagnose
Diagnaose Ping v
IP Address Manual v
IP Address/Domain Name
Ping Packet 4 Range 0
Packet Size 32 Byte (Range: 1 to 60000
Start
¢KS ONARIAYIT A& &WddDBHSRFadet ¢ KSy (GKS LAY 3
Peerto multiple peersbridging
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Stepl { SG/ & M2 wWKLSS v a 88J
1. Log in to the web Wif CPE2

2. Modify theChannel(165 in this example) andhannel Bandwidt{20MHz in this
example), and clickave

Basic

Enable Wireless O
Country/Region China v

SSID Tenda_1

Broadcast SSID ® Enable Disable
Network Mode Maln v
*  Channel 165(5825MHz) v

Channel Shift Enable ® Disable

Transmit Power

% Channel Bandwidth 20MHz v
Transmit Rate Auto v
Security Mode None v

Isclate Client Enable ® Disable

Max. Number of Clients 48

m Cancel

3. chooseQuick Setupand selecRepeater
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Quick Setup

Select a working mode: a

AP In this mode, the device creates a wireless network based on the current wired network
Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP,
Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

WISF  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

® Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

access point.

P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

Router connect to modem in wired manner, and provide network access point

4. Select the SSID of CPE1 from the list, whitlersla_P3456in this example, and click
Nextat the bottom of the page

QTIP

- LF¥ e2dz OFLyy2i( aoly i
Fdzy OliA2yd® ¢KSy GNB |

NB . & oy Ry M KFNRAYA NIEKESS &

- hyteé GKS 2ACA yS8Sis2N 245 2HCdZRMERS YERBRE 211

Quick Setup = =Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "MNext".

Scan () Scan again

Peer AP1 C8:3A:35:15:86:A1
Peer AP2
Peer AP3

Peer AP4

Signal

Select SSID Channel MAC Address Security Mode
Strength

®

Tenda_123456 165 C8:3A:35:15:86:A1 None ﬂﬂ]

5. ClickNextdirectly on the following page.

56



Quick Setup=>Repeater

Ensure that the device uses the same channel, encryption, and encryption algerithm as those of peer AP,

Entar the key of peer APL, and click "Mext".

Peer AP1  Tenda_123456
MAC Address of Peer AP1  C8:3A:35:15:86:A1
Channel 165(5825MHz) v

Security Mode Mene v

Pre“rious m

6. Set the IP address to an unused IP address belonging to thersgtmerk segment as that
of CPE1For emample, if the IP address tife CPE1s192.168.2.E &2 dz Ol y aSd (|
IP address to 192.168X(Xranges from 2 to 254). Thérhen set the Subnet Mask to the
same one of th&€PE landclickNext.

Quick Setup>>Repeater

Set the IP address to an unused IP address belonging to the network segment of peer AP,

IP Address 192.168.2.100

Subnet Mask 255255 2550

prEViDus m

7. ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>Repeater

The device is set to Repeater, click "Save" to apply the settings.

Step2 t SNF2INML D 2005 a2 8undtIOSYVaRR8E yR OoNAR3IS (2 /t9
Step3 { SO /wWOMSNRZBRNI I yR ONAR3IS (2 /t9H YR /t900
1. Log into the web Ul of CPE&ndchooseQuick Setupo enter the configuration page.
2. SelectRepeatermode, and clicNext.
3. Select SSIDs of CRi2l CPE3, and cliblext at the bottom of the page
Qe
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Quick Setup==Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Mext".
Scan () Scan again

Peer AP1 C8:3A:35:15:86:8C
Peer AP2 C8:3A:35:01:8C:CH

Peer AP3 Select an SSID or enter a MAC

Peer AP4 Select an 3SID or enter a MAC
) Signal
Select SSID Channel MAC Address Security Mode
Strength
i Tenda_1 165 C8:3A:35:15:86:8C None dﬂ
& Tenda_2 165 (C8:3A:35:01:8C:C9 None M

4. ClickNexton thefollowing page.

Quick Setups>=Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP,

Entar the key of peer AP, and click "Next".

Peer AP1 Tenda_l

MAC Address of Peer AP1  C8:3A:35:15:86:8C

Channel ‘ 165(5825MHz) v

Security Mode ‘ None v

5. ClickNext.

Quick Setup>>Repeater

Set the IP address to an unused IP address belonging to the network segment of peer AP.

IP Address 192.168.2.1

Subnet Mask 25652652550

Previous Next

@

6. ClickSave and wait until the device reboots to activate the settings.
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Quick Setup>>Repeater

The device is set to Repeater, click "Save” to apply the settings.

T 19 Y R
¢t2 OKSOl ¢6KSGKSNI 6KS ONARIAYI Aa &adzOO0SaaFdAZ Y
aSUKYR2HSY GKS [95mMX [ 95 uMEE thoy R YIEO 5 NFRRAYRR ROAKR] 2 N.

- v A A ~

ONARIAYI adzOOSSRa®
aSGUKX¥R H
Stepl [ 23 Ay (2 GKS 6So 'L 2F /t9mo

Step 2 ChooseAdvanced> DiagnoseselectPingT N2 Y5 X IKSREPRZ oy  &~a B yYiSWdz
GKS Lt FRRNXaa 2F /toun {liypRJi/ t 90 NBALISOUGA DS
¢KS ONARIAYIT A& &WddDHSRFaddt ¢ KSy (GKS LAY 3

Diagnose
——

Diagnose Ping v
IP Address Manual v
IP Address/Domain Name
Ping Packet 4 Range: 1 to 1000

Packet Size 32 Byte (Range: 1to 6

Start
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4.6 P2MP mode

4.6.1 Overview
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4.6.2 Quick setup

laadzyS GKIG GKS NBfIFGSR LI NFYSGSNE | NB
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/ tudi 2 pYt 9
CPE SSID WLAN MAC address
CPR Tenda_2 /' yYohMdpY
CPB Tenda_3 /' yYo! YopYopY. ! Ynwm
CPE Tenda_4 /' yYo! YopYC5Yy5Y! m
CPBE Tenda_5 l'yYo! YopYndYdoYpwm

[ 2y FAIdzZNI G§AE2Y LINR OSRdAzNB
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1. Log in to the web Ul of CPEhooseQuickSetup selectRepeatermode, and clicext

Select a working mode:
AP
Client
Universal Repeater

WISP

® Repeater

P2MP

Router
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2. Select the SSID GPE1which isTenda_1lin this example, and clidkextat the bottom of
the page

Quick Setup> >Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan D Scan again

Peer AP1 C8:3A:35:15:86:A1

Peer AP2
Peer AP3
Peer AP4
) Signal
Select SSID Channel MAC Address Security Mode
Strength
7 Tenda_1 165 C8:3A:35:15:86:A1 None 1.]1“

QTIP

LT &2dz OFyy2i FTAYR I2yAeNEh{I38NWBENISY | DK S {(1AKESH 35 A NS

¢CKSY GNB F3IFAYyO®

L @2dz OFlyy20(t FMPR iKS fREATI2F
G2 /GtKSwm

Suzatoy RK & 280

¢KS NBLISFISN YRRBSRY &S Odauhiva NIY2 RS & @
3. ClickNexton the followingpage.

Quick Setup=>Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.

Enter the key of peer AP1, and click "Next".

Peer AP1 Tenda_l
MAC Address of Peer AP1  (C8:3A:35:15:86:A1
Channel 165(5825MHz) v

Security Mode MNone v

Previous Next
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4. Set the IP address to an unused IP address belonging to the same network segment as that
of CPE1For example, if the IP address@PE1s192.168.2.1you can set taIP addressf
the deviceto 192.168.2X(Xranges from 2 to 254). Then clislext.

Quick Setup>>Repeater

Set the I[P address to an unused IP address belonging to the network segment of peer AP,

IP Address 192.168.2.100

Subnet Mask 255.255.255.0

5. ClickSave and wait until the device reboots to activate the settings.

Quick Setup> >Repeater

The device is set to P2MP, click "Save” to apply the settings.

Step2 t SNIF2INM.2 va Siozi KBEWRtppARIWSLISI G§SNI Y2REE @MY R
Step3 { Jit 9 Ha¥2RS YR OHLR BRA JntiyBR pdx t99

1. Log in to the web Ul of CRE&ndchooseQuick Setupto enter the configuration page.

2. SlectP2MPmode, and clicNext.

3. Select the SSID of CREPB, CPE and CP%, which areTenda_2Tenda 3, Tenda 4 and
Tenda 5in this example, and cliditext.

Quick Setup>>P2MP

Click "Scan”, and select the wireless network you want to connect,

and click "Next".
Scan (:J Scan again
Peer AP1 C8:3A:35:01:8C.C9
Peer AP2 C8:3A:35:35:BA:01
Peer AP3 C8:3A:35FD:8D:AL

Peer AP4 | (C8:3A:35:09:93:51

Select SSID Channel MAC Address Security Mode gi-ig:;lh
w Tenda_2 165 C8:3A:35:01:8C.C9 Mone 1._1“_
v Tenda_3 165 C8:3A:35:35:BA01 None 1._1“_
¢ Tenda_4 165 C8:3A:35:FD:8D:AL None ,‘._'1“_
v Tenda_5 165 C8:3A:35:09:93:51 None e

4. ClickNexton the following page.
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Quick Setup>>P2IVP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.

Enter the key of peer APL, and click "Next".

Peer AP1 Tenda_2
MAC Address of Peer AP1  C8:3A:35:01:8C:CY
Channel 165(5825MHz) v

Security Mode Mene v

I N} YSGSNE RSAONARLIIAZY
Name Description
PeerAPL It specifies the wireless network name (SSID) of the peer AP.

MAC Address of Pee It specifies theMAC address of the wirelesgtwork to be bridged

AP1

Channel It specifies the operating channel of tNéiFi network to be bridged. Will be
automaticallypopulated when you select an SSID to bridge.
It specifies thesecurity modeof the WiFi network to be bridged. Will be automatically
populated when you select an SSID to bridge.

Security Mode Qme

TheP2MPmode only supports WERhd None security modes

5. ClickNexton the following page.

Quick Setup>>P2MP

Set the [P address to an unused IP address belonging to the network segment of pear AP,

IP Address 192.168.2.1

Subnet Mask 2562565 2550

6. ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>P2MP

The device is set to P2ZMP, click "Save” to apply the settings.
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Step 2 ChooseAdvanced> DiagnoseselectPingT N2 Y5 X IKSRePRZ 6y &
0KS Lt IITRRINESS 36%30n12YWR pNBaLISOG A g8 B NI )/R Of AO

Diagnose
—————

Diagnose Ping v
IP Address Manual v
IP Address/Domain Name
Ping Packet 4

Packet Size 32

Start
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4.6.3 Example ofrepeater mode and P2ZMP mode

Networking requirement

N
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Network topology
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Configuration procedurs
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1. Log in to the web Ul of CPE2, and chodireless > Basito enter the configurationpage.
2. Change the SSID, whiciTsnda 1 in this example.

3. Set theChannelto the same as that of CPE1, whicli6® in this example.
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4. Set theSecurity Modeto the same as that of CPE1, whiciNanein this example.

5. ClickSaveto apply the settings.

Basic

Enable Wireless ()

Country/Region | China v

* SSID | Tenda_1

Broadcast SSID @ Enable (O Disable
MNetwork Mode | Maln v
* Channel | Auto v

Channel Shift ) Enable  ® Disable

Transmit Power

1dBm 23dBm

Channel Bandwidth | 20MHz v
Transmit Rate | Auto v

*  Security Mode | None v

a

Step2 { SG /1t S LASAY iR

1. Choose&Quick Setupand selecRepeater

Quick Setup

Select a working mode:

© AP In this mode, the device creates a wireless network based on the current wired network.
@ Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
O Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

O WISP 1In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

® Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

access point.

© P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

© Router connect to modem in wired manner, and provide network access point
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2. Select the SSID of CPEL1 from the list, whi¢lemsla_23456in this example, and click
Nexton the bottom of the page

QTIP
LT &2dz OFyy2id TFTAYR FI2yAeNBEH{ 38 BRNISY I 0K S 1GAKESH 5 A NES:
CKSY EEH}AYO®

If you cannot find the SSID of CPE1 from the list, adjust the direction of CPE2, and movetd close
the CPEL.

Quick Setup=>=>Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Mext".

Scan () Scan again

Peer AP1 Cl:3A:35:15:86:A1

Peer AP2
Peer AP3
Peer AP4
. Signal
Select SSID Channel MAC Address Security Mode
Strength
i Tenda_123456 165 C8:3A:35:15:86:A1 Mone 1.’1“

3. ClickNextdirectly on the following page.

Quick Setup==Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP,

Enter the key of peer APL, and click "Next".

Peer AP1 Tenda_123456
MAC Address of Peer AP1  C8&34:35:15:86:A1
Channel 165(5825MHz) v

Security Mode None v
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4. Set the IP address to an unused IP address belonging to thersstmerk segment as that

of CPE1For eample, if the IP address tife CPE is192.168.2.Z2 &2dz Oty &aSa af
IP address to 192.168X2(Xranges from 2 to 254). Then clislext.

Quick Setup>>Repeater

Set the IP address to an unused IP address belonging to the network segment of peer AP.

IP Address 192.168.2.100

Subnet Mask 255255 2550

prEVi ous m

5. ClickSave and wait until the device reboots to activate tkettings.

Quick Setup>>Repeater

The device is set to Repeater, click "Save" to apply the settings.

Step 3 t SNF{2INMLY{R(I SLD 2005 OKIl y3IS (KS /roNEsKAEZS aS{ila

CSYRAWHIKAE SEWSLISRBERBS Gl ¥R GRARIS G2 /t9wm

Step4 { SO /t@9ax2iRS YR ONAR3IS G2 /t9H FYR /t90d
1. Log in to the web Ul of CPE1, and choQs&ck Setupo enter the configuration page.
2. SelectP2MPmode, and cliciext.

Quick Setup

Select a working mode:

AP In this mode, the device creates a wireless network based on the current wired network

Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP,

Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

WISP  In this mode, this device connects to an access point provided oy ISP in wireless manner, and provides the

RE‘pE‘ﬂtel' In this mode, the device connects to multiple wired nety Orks tThrough wireless bndge, and provigaes wireless
L P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide
Router connect to modem in wired manner, and provide network access point
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3. Select SSIDs of CPE2 and CPE3, andlektéat the bottom of thefollowing page.

Quick Setup>>P2MP '

Click "Scan”, and select the wireless network you want to connect,

and click "MNext".
Scan () Scan again

Peer AP1 C8:3A:35:15:86:A1
Peer AP2 C8:3A:35:01:8C:C9
Peer AP3 Select an 5SID or enter a MAC

Peer AP4 Select an 351D or enter a MAC

Signal
Select SSID Channel MAC Address Security Mode =b
Strength
| Tenda_1 165 C8:3A:35:15:86:A1 Mone ‘ﬂﬂ
cJ Tenda_2 165 C8:3A:35:01:8C:C9 None M

4. ClickNexton thefollowingpage.

Quick Setup>>P2MP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP,

Entar the key of peer AP, and click "Next".

Peer AP1 Tenda_l

MAC Address of Peer AP1  C8:3A:35:15:86:A1

Channel ‘ 165(5825MHz) v

Security Mode ‘ None v

5. ClickNext.

Quick Setup>>P2MP

Set the IP address to an unused IP address belonging to the network segment of peer AP,

IP Address 192.168.2.1

Subnet Mask 2552552550
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6. ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>P2MP

The device is set to P2ZMP, click "Save” to apply the settings.

T 19 Y R
Verification

z A ¥ 4 A 9~

2 ANBR 2NJ gANBf Saa RSPAOSa O2yySOGSR G2 /t9owu |
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4.7 Routermode

4.7.1 Overview

Ly w2dzi &It OSRESMAzEISNILINE A RS | g ANBt Saa ySig2N
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4.7.2 Quick setup
Stepl [ 23 AYy (2 GKS $6S0 VUAOF (EBSHUISNE  KERODKF 2 3

A~ LA M A

Step2 { SEBDAIY S RIS = IbyF® IOt A O

Quick Setup
JUICK >etu

Select a working mode:
AP
Client
Universal Repeater

WISP
Repeater
P2MP

* Router

Step3 { St SO0 @2dzNJ AYISRY B8 dAPYVISYRKR2AFLIREKIS NB I
¢|-1£t|2@ 'y SEFYLXES KSNB®
1. SelectPPPoE

2. Enter thePPPoRJser Name and Passwordprovided by youtSP
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3. ClickNext.

Quick Setup=>Router

Please select an intarnet connection type, and enter the intarnet parameters provided by your ISP.

and click "MNext".

Internet Connection Type DHCP (Dynamic IP) Static IP Address ® PPPoE
PPPoE User Name

PPPoE Password

PrEViDus m

tF N YSGSNB RSAONRLIGAZY
Name Description

The device in Router mode supports three internet connection types:

. DHCRDynamic IP)The device obtains the IP address and other parameters from
DHCP server of upstream device for internet access.

Internet Connection _ . _ _
Type . Static IP AddressThe device accesses the internet using the IP address, subnet r

default gateway and DNS server IP addes provided by your ISP.

. PPPOEThe device accesses the internet using the PPPOE user name and passw
provided by the ISP.

Step4d { SG 6ANBf Saa LIENFYRG®HR O2F GKS /1t9
1. Customize a SSID, whiciTenda_123456n this example.
2. Slect a channelvhich is 161 in this example.
3. Select a security mode, whichWsPA2PSKin this example.

4. Set aKeyfor the wireless network

Quick Setup>>Router

You can set up your wireless network name and wireless passwerd here.

Note down your wireless password.

SSID Tenda_123456

Channel 161(5805MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
Key | seessene

PrEViDus m
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tF N YSGSNB RSAONRLIGAZY

Name Description

SSID It specifies the wireless network name of the device.

Channel It specifies the channdhat the WiFi network operates.

Security Mode It specifies thesecurity modeof the WiFi network of the device. It includésne WPA

PSKWPA2PSKandMixed WPA/WPAPSK

Step5 / f A OPSKWYRG dzyGAf GKS RSGOAOS NBo622dGa G2 | O

Quick Setup=>>Router

The device is set to Router, click "Save" to apply the settings.

PFEV'OUS m
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{4+ G dza

CKAA Y2RdzZ S ff2ga &2dz 12 OASs (KSy iyfdE@RMWHFS (A 2
LI NTieaavi S veo & B 6 878 & A R 10dh dzdl A O &

¢2 | 00Saa UGUKSIl®NdZASE OK224S
5.1 Systemstatus

,2dz Oy ©OASe (K& {deahSIzAREpENTEN KSNE ©

L¥S/ima 3d3Yi2 RIBEAYSYRISYA OGS NE& | th\R\‘BEJSJBMsEmBIJHat

Y2RSZ KS aeaidsSy adnNik®ao AR & Kedrfy i A 1 F29F§ RSGNY S

RA&LX I & 0KS OdzZNNBy G O2yySOGA2y NIXYGS 2F SI OK |
Status

System Status

Device Name  OS3V1.0 PoE/LAMNIL Speed  Disconnected
Uptime 29s LAMZ Speed  Disconnected
System Time  2020-02-25 16:17:27 LAM3 Speed 100 Mbps Full-d...
Firmware Version V1.0.0.4{5325) LAMNS Speed  Disconnected
Hardware Version V1.0 CPU  25%
RAM  50% LAN MAC Address  C8:3A:35:14.A0:F8
WLAN MAC Address  C8:3A:35:14:A0:F9 LANIP Address  192.168.2.1

Transparent Bridge  Enabled
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System Status

Device Name

Uptime

System Time

Firmware Version

Hardware Version

CPU

RAM

LAN MAC Address

WLAN MAC Address

LAN IP Address

0O53V1.0

4m38s

2020-02-25 09:24:46

V1.0.0.4(5325)

V1.0

54%

Ca:3A35:14A0FS

C8:3A:35:14:A0:F9

192.168.2.1

PoE/LANL Speed

LANZ Speed

LAN3 Speed

LANS Speed

Connection Type

Connection Status

WAN IP Address

Default Gateway

Primary DNS Server

Disconnected

Disconnected

100 Mbps Full-d...

Disconnected

DHCP (Dynamic IP)

Disconnected

t I N YSGSNA

Name

Device Name

Uptime

System Time
Firmware Version
Hardware Version
CPU

RAM

['b al [/ !

WLAN MAC Address

LAN Speed

LAN IP Address

Secondary DNS Server

RSAONRLIIAZ2Y
Description

It specifies thename of thisdevice. Different device names help you mana
multiple devices on LAN easily.

You can change the name of this device onNedwork > LAN Setugpagewhen
the device works in AP, Client, Universal Repeater, Repeater, and P2MP.
When the device workgn WISP or Router mode, it displays the model of
device, and cannot be changed.

It specifies the time that has elapsed since the device was started last time.
It specifies thecurrent system time of this device.

It specifies the system software version number of this device.

It specifies the hardware versiorumberof this device.

Central Processing Unit. It specifies the CPU usage of this device.

Random Access Memory. It specifies themory usage of this device.

LG ALISOATASAE GKS a!/ | RRNBaa 27 [!
It specifies the MAC address of the wireless network of this device.

It specifies the POE/LAN port speed and duplex modkisidevice.

It specifies the IP address (also named management IP address) of this de\
default, it is 192.168.2.1. You can access the web Ul of this device using
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Name

Transparent Bridge

Connection Type

Connection Status

WANIP Address

Default Gateway

Primary DNS Server

Secondary DNS Server

Description

address.
It displays the status of transpent bridge.

It specifies theénternet connection type of this device WISPor Routermode.

. DHCP (Dynamic IP): The CPE obtains IP address from the upstream DHC
for internet access.

. Static IP Address: The CPE uses a fixaddiess, subnet mask, default
gateway, and DNS server info for internet access.

. PPPOE: The CPE uses a user name and password for internet access.

It specifies theconnection status of WAN port of this deviceWwiSPor Router
mode.

It specifies thdP address of WAN port of this devic&MiSPor Routermode.
It specifies thalefault gatewayaddress of this device WISPor Routermode.

It specifies thdP address of primary DNS sereéthis device inVISPor Router
mode.

It specifies théP address of secondary DNS server of this deviddSfor Router
mode.
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5.2 Wirelessstatus

_2dz Oty @ASs

t

Wireless Status

Working Mode AP

G3A NEBYE (B AR Ay GEBINJKASNS YaR®Zy{{L53

AP's MAC Address  (C8:3A:35:15:87:51

SSID Tenda_158750 Signal Strength  N/A
Security Mode  MNone Background MNoise -95dBm
Channel/Radio Band  165/5825MHz TX/RX Link  2X2

Channel Bandwidth  20MHz

TX Power  26dBm

Wireless Client 0

Transmit/Receive Speed  NjA

TD-MAX  Disabled

I N} YSGSNE RSAONARLIIAZY
Name Description
Working Mode It specifies thevorking modein whichthe device operates.
SSID It specifies thavireless network name of this device.
Security Mode It specifies thesecurity mode of the wireless network thfis device.

Channel/Radio Band It specifies thechannel and radio band used by this device to transmit radio signi

Channel Bandwidth It specifies the channel bandwidth of this device.
TX Power It specifies the transmitted power of this device.
Wireless Client It specifies thenumber of wireless clients connected to this device.

It displays the MAC address of the upstream device.

. In AP, Router, Repeater, or P2MP mode, it displays the WLAN MAC addréss

CPE

AP MAC Address

. In Client, Unigrsal Repeater or WISP mode, or when the bridging succeeds, it
displaygshe WLAN MAC address of the upstream ARel\the bridging fails, it
displays N/A.

It displays the wireless signal strengthtloé peer device.

. In AP or Router modet displays the signal strength of the first device connecte
Signal Strength to the wireless nawork of the device

. In Client, Universal Repeater, WISP, Repeater or P2MP, rhdiplays the
received signal strength from peer AP.
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Name

Background Noise

TXRXLink

Transmit/Receive Spee(

TDMAX

Description

It specifies thestrengh of radio interference signals in the ambient environment
that interfereswith the wireless signabf this devican the same channelLarger
absolutevalueindicates less interferenc&or example;95 dBm indicates less
interference thanthat of -75dBm.

It specifies thenumber of spatial streamsf wireless datdahe device is transmitting
or receivingThe more linkéndicatesthe more traffic.

It specifieghe wirelesgransmiting/receiving rate.

. In AP or Routemode: it displaysthe transmitting/receiing rate of the first device
connected to the wireless network of this device

. InClient, Universal Repeater, WISP, Repeater, or P2MP:riatigplays
transmiting/receiving rate of this device

It specifies the status of the TIAX functionFor details, please refer ftDMAX
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5.3 Statistics
2dz OFy SNy aidl GiANPAdI@K MBfF 2y [ GBS Ol & Rdzd
NP dzil A /KIS®EB 0 f S

Statistics
Throughput Wireless Client Interface ARP Table Routing Table
Eteae e rae e e eSS eAS e eAS e SAS AR SAS AR RAE SRS SA R SRR SRR RA R RS eR R R R s na s i
WLAN LAN
& RX 0.56 Kbps & RX 3.59 Kbps
+ TX 1.68 Kbps + TX 3.10 Kbps
2 30
*
1.5 '
/ 20 i
¥ M
10 / .
0.5 . VAN
[ L & & L ] L L " @ L L L L & & @

5.3.1 Throughput

¢KS fAYyS OKI NI &rni@MSBldzlytatysy R maes SIAKEA yNSS FGENT FFA O 2
2 F /(tKes

¢2 | 00Saa GKS§ I INdAGSNE QAR Bk NA © &

Statistics
Throughput Wireless Client Interface ARP Table Routing Table
WLAN LAN
& RX 0.56 Kbps & RX 3.59 Kbps
+ TX 1.68 Kbps + TX 3.10 Kbps
2 30
*
1.5 '
y 20 *
¥ M
10 / ' .
0.5 . ..l"l;- b
[ L & & L ] L L " @ L L L L & & @
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5.3.2 Wirelessclient/Upstream AP

¢ KXARRBRIAFFSNE RSLISYRAY3I 2tdKS g2NJAy3a Y2RS 27
LYyow2dal SINBENISLISVERRBE Al RA&ALX @da AYyTF2NXYeGAZ2Y 27
¢2 | 00Saa (KS IIDdABINGGD rS2ega B fimB Wi @ &

Statistics
Throughput Wireless Client Interface ARP Table Routing Table
IP Address MAC Address Signal/MNaise Transmit/Receive CCQ Connection Duration
192.168.2.133 1C:5CF2:B4:40:08 -30/-112dBm 144/130Mbps 100% 45

tF N YSGSNB RSAONRLIGAZY

Name Description

IP Address It specifies the IP address of the corresponding wireless client.

MAC Address It specifies the MAC address of the corresponding wireless client.

Signal/Noise It specifies the Wi_Fi sig_nal stren_gth and electromagnet interference sgnealgth
of the corresponding wireless client.

Transmit/Receive It specifies th@ransmitting and receiving rate of the corresponding client.

cca It specifies the connection quality of the corresponding cliéntigher percentage

indicatesa better connection quality.

It specifies the time that has elapsed sirtbe wireless client is connected to the

Connection Duration wireless network of thelevice

LYt SSYRHNOSNEI 2 RUSEPSRISNIG RAEALINAZR I NBY V2NN BDGA2Y
¢2 | O00Saa (K& I IDNAKSEIOESA gva B (i AJA NA © &

Statistics
Throughput Interface ARP Table Routing Table
IP Address MAC Address Signal/Noise Transmit/Receive CCQ  Connection Duration
192.168.11.1 D8:32:14:4C.CB:75 -54/-107dBm 130/6Mbps 98% 36s
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I N} YSGSNE&
Name

IP Address

MAC Address

Signal/Noise

Transmit/Receive

ccQ

Connection Duration

RSAONARLIIAZ2Y
Description
It specifies the IP address of the upstream device.
It specifies the MAC address of the upstream device.

. Signal It specifies the WiFi signal strengththe correspondingipstream AP

. Noise It specifies thembientinterference signal andlectromagnetic
interferencestrength

It specifies the transmitting and receiving rate of the upstream device.

It specifies the connection quality of the upstream devisdigher percentage
indicatesa better connection quality.

It specifies the time that has elapsed since thesicebridges to the upstream
device.
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5.3.3 Interface
LRAALX Feda GKS Lt FRRNX&aaz a!/ IRRNBaaw®lyR (N

A o~ s

¢2 | 00Saa 0KS I IDdEAKSYSOFA 8RB NA © a

Statistics
Throughput Upstream AP ARP Table Routing Table
Interface 1P Address MAC Address Received Receive Transmitted Transmit
Packets Error Packets Error
LAN 192.168.21  50:2B:73:F1:10:A0 1046 0 280 0
Bridge 19216821 50:2B:73:F1:10:A0 1041 0 275 0
WLAN  192.168.11.21 50:2B:73:F1:10:A1 418 0 32 0

tF N YSGSNB RSAONRLIGAZY

Name Description
Interface It displays the wired interface, bridge interface, and WLAN interface cCiie
IP Address It displays the IP addresses of wired interface, bridge interface, and WLAN inter

It displays the MAC addresses of wired interface, bridtggface, and WLAN

MAC Address interface.

Received Packets
It displays thenumber ofreceived and transmitted packets the interface.

Transmitted Packets
Receive Error

It displays thenumber ofreceived and transmitted error packets of the interface.
TransmitError

84



5.3.4 ARPtable

I wil RRNBaad wSa2fldiyx3ys2 NR IR2IORBENI LINR(1202f dza SR |
R N

LIKeaAOold drRRNBwta (lofS RAaLIlIea G4KS Lt I RR
RSOAOS OAraritas L YRSGESLAVASHKND 823KKOS

™

a a

IS

¢2 | 00Saa (KS | INdAESSY QR{EIABLE NA © &

Statistics
Throughput Upstream AP Interface Routing Table
IP Address MAC Address Interface
192.168.11.1 D8:32:14:4C:CB:70 WLAN
192.168.2.11 C8:9C:DC:60:54:69 Bridge

tF N YSGSNB RSAONRLIGAZY

Name Description

IP Address It specifies the IP address of the host in the APR table.

MAC Address It specifies the MAC addressrresponding to the IP address.

Interface It specifies the interface used to communicate with the host, including LAN, WL,

and bridge interfaces.
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5.3.5 Routing table

Statistics

Throughput

a ®
¢2 | 00Saa (KS | INdASRSWIOKEY S 0 BIBNA O &

GKS RSa®xyl & ODYB aw

Upstream AP Interface ARP Table Routing Table

Destination Network Subnet Mask Next Hop Interface
0.0.0.0 0.0.00 192168111 WLAN
192168.2.0 255.255.255.0 0.0.0.0 Bridge
192168.11.0 255.255.255.0 0.0.0.0 WLAN
239.255.255.250 255.255.255.255 0.0.0.0 Bridge

A

t N YSGSNE&
Name

Destination Network

Subnet Mask
NextHop

Interface

RSAONRLIIAZ2Y
Description
It specifies the IP address of the destination network.

It specifies the subnet mask of the destination network.

It specifies the IP address of entrance of the next hop route when the packets e
from the interface of thedevice

It specifies the interface that the packets egress.
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6.1 LANsetup

6.1.1 Overview
hy (KB {LI0HAI &2dz Oy @OASs (K
|.

a!/ I RRNBaa 27
YR (el 2F 260FAYAYy3 |y Lt |

RNB a a YR NBf I §:

¢2 | 00Saa (umSivgMEr OKE®AS
LYo/ f SYNDSNE I IwSwBHSISHEBNZ RSar AKSRABBSI® SR | &

LAN Setup

MAC Address C8:3A:35:15:87:50
IP Address Type Static IP Address v
IP Address 192.168.2.1
Subnet Mask 2552552550
Default Gateway 0.0.0.0
Primary DNS Server 0.0.0.0
Secondary DNS Server 0.0.00

Device Name Q1.0

Save Cancel

tF N YSGSNB RSAONRLIGAZY
Name Description

MAC Address It specifies the MAC address of LAN port.

It specifies the type of obtaining an IP address. The defaBtaiic IP Address

. Static IP AddressSpecify the IP address, subnet mask, default gateway, and DI

IP Address Type server IP addresses manually.

. DHCP (Dynamic IP Addresghe device obtains an #éldress subnet mask, defaul
gateway and DNS server IP address from the DHCP servemiettiark.
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Name

IP Address

SubnetMask

Default Gateway

PrimaryDNS Server

Secondary DNS Servel

Device Name

2 KSy (KS2 L

Description

QT\P

If the IP Address Typis set toDHCP (Dynamic IP Addresgdu need to check the
device® IP address on the clients list of the DHCP server in the network, and use
IP address to log ito the web Ul of the device

It specifies thelP address of the devicA.LAN user can visit this address to enter tt
web Ul of the devicelhe default i992.168.2.1

To accesthe internet, change this IP address to the same network segment of th
LAN IP address of tegress router

It specifieghe subnet maskf the device The default i255.255.255.0

It specifieghe default gateway of thelevice

You can set it to theANIP address of the egress router to enable tlaviceto
access the internet.

It specifieghe primary DNS server IP address of dewice

If the egress router has the DNS agency function, it can be set to the LAN IP adt
of the egressouter. Otherwise, specify a DNS server IP address manually.

If there is only ondNS server IP addressterit in this box.

It specifieghe secondary DNS server IP addresthefdevice

If there are twoDNS server |IP addresses, enter one in this box.

It specifies the name of th@evice The default name indicates tigroductmodel
and version.

You areeecommended to change the nante indicate the location of thelevice so
that you can easily identify theevicewhenthere are multipledevices in the
network.

HORE &ZVBRB 4> EHRAB2ER ASs0 068t 26
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Name

MAC Address

IP Address Type

IP Address

Subnet Mask

MAC Address C8:3A:35:15:87:50

I[P Address Type Static IP Address v

IP Address 192.166.2.1

Subnet Mask 2552552550

Cancel

RSAONRLIIAZ2Y
Description

It specifies the MAC address of LAN port.

It specifies the type of obtaining an IP address. The defaBtaiic IP Address
. Static IPAddress Specify the IP address and subnet mask manually.

. DHCP (Dynamic IP Addresshe device obtains an #éldressand subnet mask
from the upstream DHCP server in the network.

QT\P

If the IP Address Type is set to DHCP (Dynamic IP Address), you nemkitiheh
device® IP address on the clients list of the DHCP server of the upstream device
use this IP address to logtmthe web Ul of the device

It specifies thdP address of the devicA.LAN user can visit this address to enter tt
web Ul of the devicelhe default i992.168.2.1

To accesthe internet, change this IP address to the same network segment of th
LAN IP address of thegress router

It specifies the subnet mask corresponding to the LAN IP address of the device.
default is255.255.255.0

6.1.2 St the LANIP addressmanually
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Step3 { St ! RR:BEE DS 8§ F DAzIGBD | IBWR YI NBE  %b { F{ $ NIZ & KIS N.
ASNIISNI Aa{B5oOR Yy RIONE SiB2b ISKISS NIS NIRRNB &aa 2F (K
& SNIZS Nip

Step4d | T A OWS

LAN Setup
MAC Address 50:2B:73:F1:10:A0
IP Address Type Static IP Address v
IP Address 192.168.2.100
Subnet Mask 255255 2650
Default Gateway 192.168.2.254
Primary DMNS Server 38838
Secondary DNS Server 3824

Device Mame oM1.0

Step5 / f R@®lY (KELILBAYR26D

Note pad

Please click OK to confirm to change IP address.

After [P address changed, please login with new IP address 192.168.2.100.

T 19 Y TR

6.1.3 Log in to the web Ul after changing the LAN IP address

I F OKNJIYi BES [ ! Lt | RARINBIAKES 2yTS 60 K-S/ R t20NA AA Y | €

b Lt |
yStig2N] asS3aySyi e2dz ORYDERS AQYS&RA VIKSI KBS0y 34
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hGKSNBAASS aaAady @2dzN) O2Y LIz SNBR W] LESHREBNS & &
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6.1.4 Set the device tabtaininga LAN IP addresautomatically
51 /658yl YAO Sy I 6 RRAUBEBBSI dzi 2 Y GAOFft& 200FAY Yy

YEals b o3rdsere Lt | RRNBRATY SR (otea SIBEIRNEL tdzLiaRif
RSo® OST | f I RNEBA a0 RFLER e SRY28Bdzi @ YINERBWIG & |

O2yFtAO0la YR STFTFSOUAPSt e NBRdzOS @2dzNJ g2NJ f 2| |
[ 2y FAIdzNI G A2 Y LINE OSRdzNB

Stepl /K2 2BS0 6B[NJb {20 dAYISNI 0KS O2y FAIAzNI GA2Y LI :

FA3
Step2 { Wit ! RRNB&B/ teaBdeyl YA Lt ! RRNBaavo
Step3 / t A O®BS

LAN Setup

MAC Address C8:3A:35:15:87:50
IP Address Type DHCP {Dynamic IP Add v
IP Address 192.168.2.1
Subnet Mask 2552552550
Default Gateway 0.0.0.0
Primary DNS Server 0.0.0.0
Secondary DNS Server 0.0.0.0

Device Name o410

T 19 Y R

I FO2NILI BKE2WF A IdzNI GA2YyBE2AFAE 2d2 66 KNS O @BKNRL] 207K !
yS¢ Lt | RRNBaa 2y (0UKS 6So :L 2T GKS dzLJAGNBIF Y |

Yadz2NE (KIG GKSFYt IERBNBEAYR YEKA RNl RSS2y 32 © 2
GKS alyYyS yStg2N] asS3avySydax R@@RO$OOSaa GKS Lt I

wSTSNISIga 1G2keS (2 | aaAi3ay | FAESRILNIG |iRRR NBaa&A Ty? |8y
G2 GKS O02YLMziSNI YIydz fteod
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6.2 MACclone
CKAAAFUzy Da | O A f RSB DIBYAL2{(RUAR 825 8 RISD

6.2.1 Overview
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6.2.2 Clore a MAC address
S

Sz ez2dz ySSR G2 Of2yS GKS a!/ I RRNB:
S

St SOt 2yS 2F (KS TrRS t26/A yIIRRNEX2 RRAOO2NIOX 2 ¥ Sii 2

{
a0SYI NA2O
Use the computer with the MAC address bound to your internet service for setup

Stepl / 2y ySOlG GKS Q8WBIKESNI G2 GKS

StepZ{t'éfl-, Ng 6S6 ,C)N\Egé,él\l\] 2y pKﬁtmzmmﬁ@yéeémgépé
bSGogaNy/ /E2ySyiSNI 6KS ®2y FTAIdzNF A2y LI 3S

Step3 / t AORYS [20lIfd al!/ | RRNBaa

Step4d | £t R OBS

MAC Address C5:9C:DC:60:54:69

i Clone Local MAC Address E Restore to Default MAC Address

Ty R
Use a device without the MAC addrebsund your internet service for setup
LF¥ @82dz R2 bh¢ dzasS (GKS O2YLIziSNJ G4KIFG OFy | OO0OS
G2 O2yFTAIdz2NBE (GKS /t93X o6dzi e2dz {y2¢ GKS al!/ |
Stepl /K2 2BSG 6BaNg/ £ 20y2S SY(ISNJ 6 KS @2y FAIdzNI A2y LI
Step2 9YGSNJ GKS a!/ I RRNBaa AT 1KKES A Yz MNMYRSBNIAGYXK 10 b
0 2E
Step3 / t A OBS
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MAC Clone

Clone Local MAC Address Restore fo Default MAC Address

z gyl (2 NBAaAG2NB G(KS b5/ ¢BaRRNGZEDIERAGHFA NHI 2 N
(zal yRI @B’ND§ a
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6.3 DHCPserver

6.3.1 Overview

¢ KISt ION2 GARSA | 51/t
51/t aSNDSHNy I FTayOR A2y A a
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6.3.2 Configue the DHCPerver
Stepl /K2 2BS0 685N/ t  {I2NIBS/ND

Step2 9y I 6 55 /(tK SS NIFS NJ

Step3 { SUWIKS LI ND Y58 NG fde =
{ SNaS NJ

Step4d | f A OWBS

DHCP Server

* DHCP Server (:
Start IP Address | 192.168.2.100

End IP Address 192.168.2.200

2552552550

Subnet Mask

* Gateway Address 192.168.2.254

* Primary DNS Server 5.8.88
Secondary DNS Server 5.8.44
Lease Time 1 day v

a SNISNJ Tdzy @i A[2!y®d AR2S FII &d& ATy |

Lt 2RRBEB¢Et 20t (KBRNBE®& § & RO
aeaitsSy OKFy3asSa (G4KS Lt FRRN
S yS¢é Lt FRRNBaa 2F GKS [!

SNJ GKS O2y FAIdzNI A2y LI

e202 YSERRNBARNB ¥ RFt & b {

Ty R

QT\P ; R R R B e i
LF Fy20KSNI 51/t ASNBSNI A& I GLAflIof SREPREOSEANY i b>
2O0SMIAIKS Lt | RRNB&aa LR2f 2F (GKFG 51/t aSNIISN®D hi
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t F N YSGSNE&
Name

DHCP Server

Start IPAddress

End IPAddress

Subnet Mask

GatewayAddress

Primary DNS Server

Secondary DNS Server

Leaselime

RSAONALIIAZY
Description

It specifies whether to enable the DHCP server function otfithace

It specifies the start IP address of the IP address pool of the DHCP server. The
value is192.1682.100.

It specifies the end IP address of tiReaddress pool of the DHCP server. The del
value is192.1682.200.

QTIP

The start and end IP addresses must belong to the same network segment as
address of the LAN port of thdevice

It specifies the subnet mask assigned by the Dé¢@Fer to clients. The default vall
i5s255.255.255.0

It specifies the default IP address gateway assigned by the DHCP server to
Generally, it is the IP address of the LAN port of a router on the TidNdefault
value is192.168.2.254.

QTIP

A client can access a server or host not in the local network segment only thrc
gateway.

It specifies the primary DNS server IP address assigned by the DHCP server tc
The default value i8.8.8.8

QTIP

To enableclients to access the internet, set this parameter to a correct DNS si
IP address or DNS proxy IP address.

It specifies the secondary DNS server |IP address assigned by the DHCP s
clients. This parameter is optional.

It specifies the validity period of an IP address assigned by the DHCP serv
client.

When half of the lease time has elapsed, the client sends a DétLiest to the
DHCP server to renew the lease time. If the request succeeds, the lease t
extended according to the request. Otherwise, the client sends the request i
when 7/8 of the lease time has elapsed. If the request succeeds, the lease t
extended according to the request. Otherwise, the client must request an IP ad
from the DHCP server after the lease time expires.

It is recommended that you retain the default value.
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6.4 DHCRlient

2 X0K GKS 51/t aSNWBSNI Sylof SR &2dz Oty @ASs
0KS 51/t aSNIBSNEX r*RENERAVAIK2A0 YIRREZAISH >
¢2 | 00Saa (mS BNt OEZE &S

DHCP Client
ID Host Name IP Address MAC Address Lease Time
1 iPhone 192.168.2.133 1C:5C:F2:B4:40:08 23h 59m 44s

10 r | Datas/Page
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6.5 VLANSsettings

6.5.1 Overview

¢ KBS 04 @ISILJ2 NI &  Gvke§ !Lb9 9F9dzyyOnimAd2wy = & 3 Sili ka2 INIMIK Ot 2y !
& RSTlLdA 4 GKS FdzyOllA2y Aad RAAlFIOEfSRO®

' FGSNI GKS L999 ynuodmv x=[!b aSiday3aa aGr1S STFFS
0KS O2NNBALRYRAY3I x[!b IO02NRAY3I (2 GKS L5 2
FT2NBKRNR GKS LRNIA 2F GKS 02 NNSBLASLI22YTR AlyK3S +1P2 Nali ¢ C
¢KB2f f ZHNY IaKz2pa (GKS RSOFAf A |02dzi K26 RATFTFSNE

Type of Received Packets

Type of the Port Transmitted Packets
Packet with Tag Packet without Tag
Access fStrip the_ tag in the packet and then
Forward the data to the Forward the data to the forward it
ports of the ports of the i
corresponding VLAN  corresponding VLAN ~ VID = PVID of the port, strithe tag
Trunk based on the VIl the  based on the PVID of N the packet and then forward it

tag. ports VID # PVID of the port, retain the ta
in the packet and then forward it

¢2 | 00SaaK 2020 1BAMFI>sb O{ @G GAYy A

WLAN Settings
PVID 1
Management VLAN 1

WLAN VLAN ID 1000

Cancel

t I N} YSGSNE RSAONALIIAZY

Name Description
VLAN Settings It is usedo enableor disablethe VLAN function of this devicBy default, it is

9 disabled. Aftethe VLANunctionis enabled the PoOE/LANvort is used astrunk port.
PVID It specifieghe default native VLAND of the trunk port. The default ID Is After the

VLANundion is enabled, thdPoE/LANport is used as trunk port.

Management VLAN It specifieghe ID of the management VLAN of this device. The defaultdD is

After changing the management VLAN, you can manage this device only after
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Name Description

connecting your computeto the new management VLAN.

It allows you to set a VLAN ID for the wireless network of this deBicdefault, it is

set t01000Q
WLAN VLAN ID
After the VLANunctionis enabled, the WLAN interface functions asaacess port,

whose PVID is the same dsAN ID.

6.5.2 Exampleof configuring VLAN

Networking requirement

. 2dz dzaS /t9&a G2 aSi dzlJ // ¢+ adz2NWBSAtflIyOS ySis:
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i ¢KS NRAziSNJ AYy GKS ySGé62N)] &adzllll2NIia L9909
GKAOK 0Sf2y3 G2 x[!bmn YR *[!Db un NBaLIS

Network topology
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i/ t9H A& O2yw SOGSR G2 LI2NI
Configuration procedurs

Stepl { SG t M @
1. Log in to the web Ul of CPE1, and chodsevork >VLAN Settings
2. Enable the function.
3. SetWLAN VLAN I 10.
4. ClickSave

VLAN Settings

VLAN settings (@)

PVID 1
Management WLAN 1

WLAN VLAN ID 10

5. ClickOKon the popup window, and wait until the CPE1 completes reboot.
Step2 { SG2HKE x[2FbtHoL @R OO2NRAYIAFRSAKE &0 SLi
Step3 { SalIKS aAgAGOK a4 akKz2gy Ay GKS F2tt2¢Ay3a Gl

CKS FT220f &ik®ya (KS O2yFTAIdzNI A2y 2y (GKS agAiloOK

Ports of the Switch VLAN ID{Allow the packets Type of Port PVID
belongingto the following VLANSs
to acces}
Uplink port (Connected 1,10,20 Trunk 1
to a router)
Port 1 (Connected to 1,10 Trunk 1
CPE1)
Port2 (Connected to 1,20 Trunk 1
CPE2)

YSSL) 6KS RSTFldzf GG aSddadAay3aa F2N G§wSTBNNIG ¥SGKE&RHE dz
2F (0 KSF2aNd ARISGIKE A f & @
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CKS F2ff26Ay3 FT2N¥ aK2gad (GKS O2yFAIAINI GA2Yy 2V

oylFoftSa Ge2 51/t aSNBSNAR 2y (GKS NRAziSNEX | yR | :

Port of the router is VLAN ID{Allow the packets Type of Port PVID
connected to belongingto the following VLANs

to access)
The switch 10, 20 Trunk 1

WSTSNJ 12 (GKS dzaSNJ 3dzA RS 2F (GKS NRdAziSNJ F2NJ RS

T 19 Y R

Verification

LT GKS NRdziSNJ Syl ofSa Gg2 51/t ASNIBSNE oKAOK
OF YSN} O2yySOAdRI Aiyga GIKYS LUtt 9MRRNB&Aa FyR NBf I {SF
0St2y3Ay3 (2 z[!'bmnI YR G4KS Lt OFYSN} O2yySOl
51/t aS@SNIoSt2y3aAay3a G2 [ !'bund
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M2 ANBf Saa

7.1 Basic

7.1.1 Overview

CKAa V¥Rt $Sa @222 @ 26 ANEIT S A S 3\ ik fagEheyr 3 S R A
LI N} YS 0y dNEG2N] Y2RSI OKLl yy &idr AIANI dfdaSYRL (I 3.J216yS NS B
AffdzaGNF A2y KSNB O

¢2 | 00Saa GRS NBEHIHE® OK224S

Basi

Enable Wireless ()

Country/Region China v

SSID Tenda_14A050

Broadcast SSID @ Enable O Disable
Network Mode 11ac v
Channel Auto v

Channel Shift O Enable (@ Disable

DFS function O Enable (@ Disable

Transmit Power

Channel Bandwidth 80MHz v

Transmit Rate Auto v

Security Mode None v
Isolate Client (O Enable (@ Disable

Max. Number of Clients | 48 Range: 1 to 128

t N YRESENKA LIGA2Y
Name Description

Enablewireless It specifies whether to enable theireless functionBy defaultjit is enabled.
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Name

Country/Region

SSID

Broadcast SSID

Network Mode

Channel

Channel Shift

DFES Function

Transmit Power

Channel Bandwidth

Transmit Rate

Security Mode

Description

It specifieghe country or region where this device is located.

You can select the country or region to enstivat this device complies with the
channel regulations of the country or region.

It specifieghe wireless network name.

It specifiesvhether to broadcast the SSID.
When the device broadcasts an SSID, wireless clients can dete&sStbe

When this parameter is set Bisable the device does not broadcast the SSID ant
nearby wireless clients cannot detect the SSID. In this case, you need to enter t
SSID manually on your wireless client if you want to connect to the wireless net
corresponding to the SSID. This to some extent enhances the security of the wi
network.

It specifieghe wirelessnetwork mode of this devicenly wireless clients
supporting the listed network mode can connect to the CPE.

It specifieschannel in which this device operates.

Auto indicates that this device automatically changes to a channel rarely used ir
ambient environment to prevent interference.

It specifies the shift of the channel center frequency.

With this function enabled, the channel center frequency shifidHz based on the
frequency defined by the IEEE 802.11 standard, so that the device can exchan¢
on less interference channels.

Dynamic Frequency Selection.

With this functionenabled, theCPEwill automatically detect the frequency of the
radar system. Whethe CPE detects radar signals in the sérmguencywith the
CPE itselthe CPBuvill automatically switch to another frequency to avoid
interference withthe radar system.

It specifieghe transmit power of this device.

Higher number indicates wider WiFi coverage. Setting a proper transmit power |
improve theperformanceand security of the wireless network.

It specifes the bandwidth of the operating channel ofvaelessnetwork. The
channel bandwidth variewith different network modes. Please select it based on
your actual operating environment

Auto indicatesthat this devicecan switch its channel bandwidbiased on the
ambient environment.

It specifieswireless transmission rate of the devidguto is recommended.

The maximum negotiation rate variesth different channel bandwidths and
network modes. Refer to the web Ul of the device for details.

The device supports various security modes for network encryption, incliiing
WER WPAPSKWPA2PSKMixed WPA/WPAPSKWPA andWPA2
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Name Description

. Enable: Clients connected to thisreless networkcannot communicate with each

other, which improves the wireless network security.

Isolate Client
. Disable: Clients connected to thisreless networkcan communicate with each

other. The default iDisable

It specifies the maximum number of clients that can connect to theleds network

corresponding to an SSID.

Max. Number of Clients _ . _ _
If the number is reached, the wireless network rejects new connection requests

clients. This limit helps balance load among devices.

Securitymode

Il gANBESaa ySio2N] dzaSa NARAZ2RI aKAOKI ¥aYRBEISY 2

GANBESaa ySGeg2N] Aa y20 LINPGSOGSR o6& ySOSaal N
dzaS G(GKS NBaz2dzNDSa 2F (KS ySig2N] 2N I 00Saa dzyl
¢2 SyadaNBE O2YYdzy A OIMRN2 yf A&/ GdzIWFG &4 NBNISyAxY iaSa ¢ 2

LINE G SOGA2Y ®

¢ KISt ®dzLILI2 N1 a @F NA2dza aSOdzZNAGEe Y2RSa T2 N{yWwShds2N
2t lmH{ YZ aAESRtPYIKk2t!EBEB YR 2t! HOD

A b2y S
CKISt 9 R25EONEGI A la WRNB SBAAYPIBENY20 NBO2YYS
ySio2N)] aSOdaNRiGe&od

A 209t
LG dzaSa | adlarad 18e (G2 SyONBLG |ft SEOKFYy3ISR
2F aSOdaNAGe Fa || gANBR [!'bd 5 01 SyRRWRILIRSR @19
adzLJL32 NLia | FEAYdzYy 6ANBtSaa ySig2N] GKNRdJz3IK Lz

v
y2i NBO2YYSYRSRO®
2 KSy G(GKS aSOdzNeRYIER YRR SLIAERS arS# aikk2oy a F2it2054
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Security Mode WEP v

Authentication Type Open w
Default Key Key 1 w

Key 1 12345 ASCIl »

Key 2 12345 ASCIl w

Key 3 12345 ASCIl »

Key 4 12345 ASCIl w

tF N YSGSNE RSAONRLIIAZ2Y
Name Description

It specifies the authentication type for the WEP security mode. The options includ
OpenandShared The options share the same encryption process.

. Open It specifies that authentication is not required and data exchange is encry
using WEP. Ithis case, a wireless client can connect to the wireless network
corresponding to the selected SSID without being authenticated, and the data

AuthenticationType exchanged between the client and the network is encrypted in WEP security m¢

. Shared It specifies that a shardaby is used for authentication and data exchange
is encrypted using WEP. In this case, a wireless client must use a preset WEP
connect to the wireless network corresponding to the selected SSID. The wirele
client can be connected to the wirelesstwork only if they use the same WEP ke

It specifies the WEP key for tlpenor Sharedencryption type.

Default Key For example, if Default Key is set to Security Key 2, a wireless client can connect
wireless network corresponding to treelected SSID only with the password specifi
by Security Key 2.

Enter WEP key. You can enter four keys, but only the key specified in the Defaull

Key 12/3/4 takes effect.

It indicates that a key selected for ti@penor Sharedauthenticationtype contains
ASCII ASCltharacters.

5 or 13 ASCII characters are allowed in the key.

It indicates that a key selected for ti@penor Sharedauthentication type contains

Hex hexadecimal characters.

10 or 26 hexadecimal characters (rang€,@&f, and AF) ae allowed in the key.

A 2t {YZ ®EgYE YR aABSRY2t! k2t!H
¢tKSe O0StBKHENBR 188 2N LISNA2Y It (S®{Y2RR&IDZ RKS |
2t {Y YR{ZD H

2t {YI m{Y®E YR aiBIRY 2ltR KAl INE RINBSE F2NJ | dzi KS
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GKISEtBISYSNIGSa Iy20KSNI 1S@ F2NJ RIHGIF SYyONRBLIGAZ2Y ®
29t 1Sea: YR YI1Sa GKS GKNBS aSOdzaNAGe Y2RSa
ySig2N)] ao
bSOSNIKSf Saazr od@EdBE (READFHK R YA KEINBI ydzl £ &
dzaS GKS &l yvYS (Seée [0 xSy gcGe i i mwS$s RAEDE 23SR
0KS aSOdzNAGe Y2RSa y20 adaAaidlofS F2N a0SylFNA2A
¢2 | RRNBaa (GKS (1Seé 2vthi{ BSNVERIXYESHKBSAACATF! € A
F2NBIF NR 2t YR 2t!HYE S6KAOK dzaS ynuodmE §2 | dzif
2NASYGSR NR2G 1Seéead 2t! | yR 2 mKHd NBRS {BRS NKZ i
YIydzZ £ feX 0dAl $WRENE LIOKSYyHalNE DFR § 2YiPE H 2 t !
2 KSy GKS aSOdNX (e{ Y2 RSt Wi 22N5 la ANBS RYt®t 1 K5t LKW IS
aK2gy || @ F2tft20a
Security Mode WPAZ-PSK v
[ None '
Encryption Algorithm WEP IP&AES
WPA-PSK
P WPA2-PSK
Key [ Mixed WPA/WPAZ-PSK
Bl Atz s o
WPA2
Key Update Interval )

tF N YSGSNE RSAONRLIIAZ2Y
Name Description

Security Mode

Encryption Algorithm

It indicates the personal or prehared key sagity mode, including WRRSK,
WPA2PSK, and Mixed WPA/WRRZK.

. WPAPSK It indicates that the wireless network corresponding to the selected
SSID is encrypted using WPSK.

. WPA2PSK It indicates that the wireless network corresponding to the selectec
SSID is encrypted using WPRZK.

. Mixed WPA/WPAZPSK It indicates that wireless clients can connect to the
wireless network corresponding to the selected SSID using eitherR®RAor
WPA2PSK.

It specifies the encryption algorithm corresponding to the selected security mod
Security Mode is set to WP2SK, this parameter has the AES and TKIP values. |
Security Mode is set to WPAZSK or Mixed WPA/WPA&RSK, this parameter has th
AES, TKIRnd TKIP&AES values.

. AES It indicates the Advanced Encryption Standard.

. TKIP It indicates the Temporal Key Integrity Protocol. If TKIP is used, the max
wireless throughput of the AP is limited to 54 Mbps.

. TKIP&AESt indicates that both TKIP and & Encryption algorithms are
supported. Wireless clients can connect to the wireless network correspondin
the selected SSID using TKIP or AES.
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Name

Key

Key Update Interval

Description

It specifies a preshared WPA key. A WPA key can contain 8 to 63 ASCII charact
8 to 64 hexadecimadharacters.

It specifies the automatic update interval of a WPA key for data encryption. A
shorter interval results in higher data security.

The value 0 indicates that a WAP key is not updated.

A2t!l YR 2t!H
2t YR 2t!n dza8S&8 ynHomME (G2 FdziKSyadAOlrGsS Of ASy
08 (KS OftASylGo ¢KAA STFSOUA@OSte NBRdIzOSa GKS LJ
LY FRRAGAZYS SIOK GAYS || Of ASyl asZ0yADia &2 RIS
w! 5L { &aSNIWSNJ 3SySNI}IiSa I RFEilFI SyONBLGAZ2Y (Se@
Fddlr O1SNR G2 20GFAYy GKS (1Se&o
¢tKSaS FSIFGdzNBa 2F 2t! |yR 2t!nH KS{tLI &A3IYATAOL
2t!lH NEBEBSMNBER aSOdNAGE& Y2RS&a 2F oANBfSaa ySito:
2 KSy GKS &aSOdzZNAiGe Y2RS Aa aSa Gz 2t! 2NJ2t!HX
Security Mode WPA v
None
RADIUS Server | WEP
WPA-PSK
WPA2-PSK
RADIUS Porg, . Mixed WPAWPAZPSK .,
: WPA2 :
Encryption Algorithm - rRIPRIAES
RADIUS Password
Key Update Interval 0
tF N YSGSNB RSAONRLIGAZY
Name Description

Security Mode

RADIUS Server
RADIUS Port

RADIUS Password

TheWPAandWPAZ2options are available for network protection with a RADIUS
server.

. WPA It indicates that the wireless network corresponding to the selected SSli
encrypted using WPA.

. WPA: It indicates that the wireless network corresponding to the selected SS
encrypted using WPA

It specifies the IP address of the RADIUS server for client authentication.
It specifies the port number of the RADIUS server for client authentication.

It specifies the shared password oBtRADIUS server.
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Name

Encryption Algorithm

Key Update Interval

Description

It specifies the encryption algorithm corresponding to the selected security mod
The available options includeESTKIR andTKIP&AES

. AESIt indicates the Advanced Encryption Standard.
. TKIPR It indicates theTemporal Key Integrity Protocol.

. TKIP&AESt indicates that both TKIP and AES encryption algorithms are
supported. Wireless clients can connect to the wireless network correspondin
the selected SSID using TKIP or AES.

It specifieghe automatic update interval of a WPA key for data encryption. A
shorter interval results in higher data security.

The value 0 indicates that a WAP key is not updated.
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7.1.2 Set up ahon-encryptedwirelessnetwork

Networking requirement

ly S adudl Siabt @S REWBSFHG 2N F2NJ OARS2 adz2NBSAff I yOSd
YR GKSNB A4 y2 2ACA LI aag2NRO

Network topology
)
Tenda ))) { { L 5 Y
w2 dzi
pewy { 6A

/ 2 Y L)z

Configuration procedure

Stepl /K2 224 5NBH. Sa5820 SYi SN 6 KS @2y FAIdzNF GA2y LI 3S
Step2 / Kl y3asS GKS{ gl 685 @FEA &S

Step 3 { JGS OdzNR id 2aa85R S

Step4d | £ R OBS
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Enable Wireless

Country/Region

* SSID

Broadcast S5ID

Metwork Mode

Channel

Channel Shift

Transmit Power

Channel Bandwidth

Transmit Rate

*  Security Mode

Isolate Client

Max. Number of Clients

Ty R
Verification
2 A NSaa RSgAaAOSa

«©

China v
FREE
® Enable 0 Disable
11a/n v
36(5160MHz) v
) Enable  ® Disable
1dBm 23dBm
20MHz v
Auto v
MNone v
() Enable  ® Disable
48 (Range: 1 to 128)

OAr NB OS2y % RPHEE i @WHE S K 2 dzii
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7.1.3 Set up awirelessnetwork encryptedusingWPA2PSK

Networking requirement

LT (’)Q 2 NB dzé@i% é'fs 9 édz[}]% 3 éél{l N?zﬂﬁfj&@@ﬁéyﬁi}&m&mﬁ? éLAiifén
I OSNIUIAY ©S@OFt PRANMI BOEBEANEGSWBORFY{ SS TURERzNB2 { {
Network topology

{{L5Y CI C
)))YSéY-Y[OIO:

w2 dzii S

/ 2 Y Lidzi

Configuration procedurs

Stepl /K2 222 5NBH. 925820 SYGSNI §KS @2y FAIdzNF GA2y LI 3S
Step2 /| KIFy3asS GKS @l fdsS @®i@KE {{L5 GSEG 62E G2
Step3 { JUISOdzNA i@ td MREBYRY ONBLIGA 2V 209G 32 NA (I KY

Step4 { SYUS@2 Y- Y[ ! Y

Step5 / t R O®S

110



Enable Wireless

Country/Region

* SSID

Broadcast S5ID

Network Mode

Channel

Channel Shift

Transmit Power

Channel Bandwidth

Transmit Rate

* Security Mode

% Encryption Algorithm

* Key

Key Update Interval

Isolate Client

Max. Number of Clients

T 19 Y R

Verification

«©

China v
Factory
® Enable () Disable
1a/n v
36(5180MHz) v
) Enable  ® Disable
1dBm 23dBm
20MHz v
Auto v
WPAZ-PSK v
® AES O TKIP O TKIP&LAES
et
0 s (Range: 60 to 99999, 0 indicates that no key
update is performed.)
() Enable  ® Disable
48 (Range: 1 to 128)
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7.1.4 Set up awirelessnetwork encryptedusing WPA or WPA2

Networking requirement

A o

| KIABBKORMNINS f Sda ySig2N] A& NBIjdzZA NFROIKYKR 10F wISTI
2t IHIi2RS Aada NBOPESYSNESRHPIt2gAy3T FAIdzZNE P
Network topology

w! 5L { {|SNIBSNJ {6Ad

M pH ddmicPyH 11 r T T

I |

- \/t9 Lt !

M o E] |v| bH dPMCcy D |

[N L*ﬁ J - T_’ / 2 Y Ldzi

Configuration procedure

¢ 22 YOF A 3 dzNB YG K S
l aadzy8 GKIFQ

¢(KS Lt | RRNBaa 2 ™dikngrew!dd K S HYGBINISWR ABK S L2 NI
I dzi KSYyGmMORwaGA2Y Aa

CKS {{USPBE(GPEBRIOdzNR { 831 YI2 RE ONE 3903 22 NA Ei9kg Y

Stepl [ 23 Ay G2 OKK2 ZPESONFHLSEEHRO/StydI SN 0 KS @2y T A Idz
Step2 [ KFy3asS GKS &I {i &6 (ke ii2{ { L

Step3 { JUSOdzNR W@ td @RS

Step4 { Sal! 5L {NW!SSNZSNIwy B L | { t{ 2@ WRMY EPH /IR
MHONMNBSRAWYISOG A FSt &

Step5 { QY ONBLIGA2yi210d 32 NAGKY
Step6 | £t R OBS
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Basic

Enable Wireless (}

Country/Region China v

* SSID hot_spot

Broadcast SSID @ Enable Disable
MNetwork Mode 1ain v
Channel Auto v

Channel Shift Enable ® Disable

Transmit Power

Channel Bandwidth 20MHz v
Transmit Rate Auto v
% Security Mode WPAZ v

*  RADIUS Server 192.166.2.200

* RADIUS Port 1812

% Encryption Algorithm @ AES TKIP TKIP&AES

% RADIUS Password bt

Key Update Interval D

Isolate Client Enable ® Disable

Max. Number of Clients 48 Range: 1 to 128)

Save Cancel

¢C22yOFAIdINE KS w! 5L { &SNIISNJ
QTIP
2AyR264& HnAnno A& d&ASR a 'y SEFYLES (2 RSaod
Stepl / 2y FAIdzNE | w! 5L!'{ OftASylo®

1. In the Computer Managementialog box, doublelickInternet Authentication Service
right-clickRADIUS Clientgand chooséNew RADIUS Client
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“:# Internet Authentication Service
File  Action “iew Help
e« | Bme DB @
Friendly Mame | Addrezz |
{:l Remote toces:  Mew RADIUS Client There are no items to show in this view.
% Remote Access N R
=] Connection Re mew
% Cornection  Yiew »
‘{7 Flemote R,
Refrezh
E=part List...
Help
1] | i
|New Cliett | |

2. Enter a RADIUS client name (which can be the name @@ ®ieand the IP address of the
CPEand clickNext

New RADIUS Client E3 l

Name and Address

Type a friendly name and either an IP Address or DNS name for the client.

FEriendly name: I root

Client address [IP or DNS]):

[192.168.2:1 verly... |

I

IP address of the CPE

¢ Back | Nexst > I Cancel I

3. Enter12345678n the Shared secreand Confirm shared secrdext boxes, and click
Finish
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Step2 / 2y FAIdz2NB |

New RADIUS Client -

Additional Information

If you are using remote access policies based on the client vendor attnbute, specify the
vendor of the RADIUS clent.

ClientYendor:

| RADIUS Standard

Shared secret

Ixxxxxxxx

Confirm shared secret

Ixxxxxxxx

I Bequest must contain the Message Authenticator attribute

Password same as that specified
by RADIUS Password on the CPE.

ook Cacel_|

NBY23iS | O00Saa

L2 f A0ed

1. RightclickRemote Access Policiesmid chooséNew Remote Access Policy

= Internet Authentication Service HFI m I
Eile  Action  View Help
e~ | an PR 2 o R
[ Inemet Autheniication Senvice [Local] Name | Order |
_—:I RADIUS Clients ) __I_;f Connections to Miciosolt Rowting and Remote A 1
¢ -':-J .emute.ﬂg. e, 5 Connections to other access seavers 2
= lemote Access Paolicies A
I%I'-’ Connechion Request Pr ‘ "Hm Remaote Access Policy
New r
View L4
Refresh
Ewpost List...
Help
'Mew Remote Access Policy |
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2. In theNew Remote Access Policy Wizatihlog box that appears, clidkext.

File Achor

& = [t Welcome to the New Remote
B nemet Access Policy Wizard N
2 RADIL

This wizard helps you set up a remote access policy,
which i3 & et of condibons that determine which
connechon requests are granted access by this server,

{_] Remo
5 Rema

[#-_1 Cone

To contnuwe, chck Next

(B> ] _ Coes |

#istat] |} @  |[® intemet Authenticati . 2, dnsmgmt - [DNSWWIN200.. (@@ 23PM

3. Enter a policy name and cliblext.

New Remote Access Policy Wizard x|

Policy Configuration Method |Q
The wizard can create a typical policy, or you can create a customn policy. h’

Hawe do pau want ta zet up this palicy?

¥ Usze the wizard to set up a typical policy for a comman scenario

£~ Set up a custom policy

Type a name that descnbes this palicy.

Example: Authentizate all WYPM connections.

< Back I Hext = I Cancel
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4. SelectEthernetand clickNext.

New Remote Access Policy Wizard ) x|

Access Method
Policy conditions are based on the method used to gain access to the network.

Select the method of access for which you want to create a policy.

" VPN

Use for all VPN connections. To create a policy for a specific VPN type, go back to the
previous page, and select Set up a custom policy.

" Dialup

Use for dial-up connections that use a traditional phone line or an Integrated Services
Digital Network (ISDN] line.

" Wireless
Use for wireless LAN connections only.

5. SelectGroupand clickAdd.

User or Group Access

You can grant access to individual users, or you can grant access to selected
qroups.

Grant access based on the following:

" User
User access permissions are specified in the user account.

Individual user permissions override group permissions.

Group hame:

Hemove I

| < Back I Newt > l Cancel |

6. Enter802.1xin the Enter the object names to seledext box, clickCheck Namesand click
OK
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Select Groups ) i

Select thiz object type;

21
IGru:uups Obiject Tvpes... |

FErorn this location:

I comba.com Locations. ..

Eﬁnter the object names to select [esamples &
1 802.1x i1 Check Mames

Advanced... | Ok | Cancel

4

7. SelectProtected EAP (PEARN clickNext

Authentication Methods
EAP uses different types of security devices to authenticate users.

Ix

Select the EAP type for this policy.

Type:
IPlotected EAP (PEAP)

< Back ] Next > I Cancel
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8. ClickFinish The remote access policy is created.

Mew Remote Access Policy Wizard : __>5j

Completing the New Remote
Access Policy Wizard

You have successfully completed the Mew Femaote Access
Falicy *wizard. v'ou created the following policy:

roat

Conditions:
MAS-Port-Tepe matches "' Ethernet' M0
Windowes-Groups matches "COMBAN0Z 1 x"

Authentication: EAP[Protected EAP (PEAP])

E ncryption: Basic, Strong, Strongest, No encryption

To cloze this wizard, click Finish.

< Back Cancel i

9. Rightclickroot and chooseéProperties SelectGrant remote access permissipeelect
NASPort-Type matches "Ethernet" ANDand clickedit

Sethings |

Specify the conditions that connection requests must match.

Palicy conditions:

= et el SR
Windows-Groups matches "COMBAWS02 1"

fgd..  |i Edi. Remove

[f connection requests match the conditionz zpecified in thiz palicy, the
azzaciated prafile will be applied to the connechion.

Edit Prafile... |

IInlezs individual access permizsions are gpecified in the uzer prafile, this
paolicy controls access to the netwaork,

If a connection request matches the specified conditions:
" Deny remote access permission

¥ Grant remote access permission

K, I Cancel Spply
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10. SelectWirelesscg Other, clickAdd, and clickOK

NAS-Port-Type EHE

Available types: Selected bypes:

: - Ethernet

PlAFS ;I :
SDSL - Syrmmetric DSL = Wireless - |[EEE 802.11

Sync [T1 Line) << Remove |

Token Ring
Wirtual (PR
“Wireless - IEEE 202,11

Cther B

405 - Digital Subsci

4 | 3 1] | ]

11. ClickEdit Profile click theAuthenticationtab, configure settings as shown in the following
figure, and cliclOK

Edit Dial-in Profile 1 ﬂl‘

 Diakin Constraints | IP | Muliink |
: Authentication: I Encryption | Advanced |

IV Microsoft Encrypted Authentication version 2 (MS-CHAP ¥2)
[ User can change password after it has expired

v Microsoft Encrypted Authentication (MS-CHAP)
™ User can change password after it has expired

v Enciypted authentication [CHAP)

v Unencrypted authentication (PAP, SPAP)

Unauthenticated access

Allow clients to connect without negotiating an authentication
method.

v

0K l Cancel Spply

12. When a message appears, clidé

Step3 / 2y FAIdzNB  dz& SNB | AlyST 2 NNVIEEGSAND yiay B nlnRbm EG K S dza S NJ

120



¢ 22 yOF A 3dENBR2EANE RSOAOS
OT\P

Gr1Sy
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A z

RSAONROS (KSE
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[E=3EeR e

G-

Internet Options

Windows Firewall

%% » Contral Panel » MNetwork and Internet » Network and Sharing Center - |" ‘ | Search Controf Ponel L2 |
(7]
Control Panel Home . . . . . N
___________________ View your basic network information and set up connections
* Manage wireless networks = f [ See full map
T : LS o x ¢
Ch dapter setti -
s ADMIN-PC Network 4 Internet
Change advanced sharing (This computer)
settings . . .
View your active networks Connect or disconnect
l l, Network 4 Access type: Mo Internet access
& Work network Connections: [ Local Area Connection 5
Change your networking settings
EE‘- Set up a new connection or netwark
= st up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
ﬁ. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
4 Choose homegroup and sharing eptions
Access files and printers located on other network computers, or change sharing settings.
T @ Tl.'cubleshcct prcb.\r:m: . .
Diagnose and repair network problems, or get troubleshooting information,
HomeGroup

Step2 [ £ A BR

=N NoR =™

@uv|dﬂ] v Control Panel » Metwork and Internet » banage Wireless Metwarks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

»Add=  Adapter properties

Profile types  Metwork and Sharing Center

0 items

Ll

- | 5 | | Search Manege Wirsless Networks

o
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Step3 / ft ROY dz £ £ 8y DINGA NJ® UWINR FAL S

(=N o =)

) ! Manually connect to a wireless network

How do you want to add a network?
AL¢ Manually create a network profile :
"= This creates a new network profile or locates an existing network and saves a profile .
for the network on your computer, You need to know the network name (55ID) and .
security key (if applicable). =

o~ Createan ad hoc network
& This crestesa temporary network for sharing files or an Internet connection

Cancel

Step4 9y U SNI gANBE Saa ySiu@yNIS Oy TS iAAT2 yisK Sa S/t Sl

o N2 I RCl & iyaySBiA O

@ ! Manually connect to a wireless netweork

Enter information for the wireless network you want to add

Warning: If wou select this option, your cormputer’s privacy might be at risk,

=] & ==

Mebnark name: hot_spot .

Security type: ’WPAE—Enterprise Y] { PYS A& OuRE U
: 2T 0KSBT {/{tkSDB
Encryption type: [AES v]

Security Key: ' Hide characters

Mext ][ Cancel
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Step5 / t ART YIS O2yySOiGA2y aStGiAy3a

'\../'I 1 Manually connect to a wireless network

Successfully added hot_spot

= Change connection settings
Open the connecticn properties so that] can change the settings.

Close

I A A

Step6 [/ f A O] S GdaNERGIE adASANPGER TGO Y t NI SQIRSRIMNER Ot 9! t

hot_spot Mifireless Metwork Properties @
Security bype: ['-.-'-.-'F'.ﬁ.z-Enterprise - ]
Encrwption type: [.ﬁ.ES v]

Chonse a nebwiork authentication mekhbod:

Remernber my credentials For this connection each
time I'm logged on

Advanced settings

I, ] [ Zancel
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Step7 55a S£ISIONRE G S a SNYB NODDOSRBAEN I G S

Protected EAP Properties

When connecting:

Yalidate server certificabe: -

Connect ko these servers:

Trusted Root Certification Authorities:

=)

Baltimore CyberTrust Root
lass 3 Public Primary Certification Authority
Global3ign Roat Ca
Microsoft Rook Authority
Microsoft ook Certificate Authority
Microsoft Fioot Certificate Authority 2011
Thawte Timeskamping CaA

F] 1

m

Do not prompt user to authorize new servers ar trusted
certification authorities,

Select Authentication Method:

Secured password (EAP-MSCHAR vz) "E | Configure,
L]

| Enable Fast Reconnect
Enfaorce MNekwork Access Proteckion
Disconnect if server does not present cryptobinding TLY
Enable Identity Privacy

[ Ok l | Cancel |

-

Step8 5Sa St &OAYI GAOKT @&
YR HOYWA O]

EAP MSCHAPYZ Properties [

“when connecting:

Automatically use my Windows logon name and
password (and domain if an).

[ oK ]| Cancel |
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Step9 / £ A APl Yy OSRD

hot_spot Wireless Network Properties IEI

Connection | Security

Security bype: [WPP.2-Enterprise ']

Encryplion bype: ’AES Y]

Choose a network authentication method:

[Microsoft: Protected EAR (PEAP) = | [ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings  |:

[ Ok, ] [ Cancel ]

Step 10{ STI!SEHOS NI 2 NJ O2 YLIzGiISWR o KSY G A O GA2Y
Advanced settings @

802.1% settings | 802,11 settings |

Specify authentication made:

S EEEEEEEEEEESEEEEEEEEEEEEEEEEEEEES

H [User or computer authentication ']E Save credentials

Delete credentials For all users

[T Enable single sign on For this netwrk

(@) Perform immediately before user logon
Perform immediakely after user logon
10 :
Pfllow additional dialogs to be displayed during single
sign an

This netwaork uses separate virtual LAMNs for machine
and user authentication

ok, ] ’ Canicel
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Step11/ £ A O®a S

u 21! Manually connect to a wireless network

Successfully added hot_spot

2 Change connection settings
Open the connection properties so thatI can change the settings.

Close

(ol o=
@Uv\ﬂ-ﬂ] » Control Panel » Network and Internet b Manage Wireless Netwarks « [ 4 | [ Search Manage Wiretess Metworks o
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below,
Add  Adapter properties  Profiletypes  Network and Sharing Center (7]
Networks you can view, modify, and reorder (1) ~|

~  hot_spot Security: WEP Type: Any supported
&l‘

0 items

a

Step12/ £ A0l GKS ySig a3 KGO20L2 N§YS NI RS fiXKBS NRS a1 G2 LI
YySGg2NY t BROXKKmRELIRAY G(KAA SEIFYLX So

Currently connected to: £
| ‘b Network 4 £
i Internet access R
Wireless Network Connection ~
hot_spot N

SEEEEEEEEEEREn

Connect automatically

Open Network and Sharing Center
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Step13LYy (GKS 2AyR26a { 3 QaDEN iN& ZRASINISINI & KES | &Sl {i2lya &
GKS w!5L!'{ &S®IBSNI I yR Of A 0]
Windows Security u

MNetwork Authentication

Please enter user credentials
——
w |
L l |

[ ok ][ cancel

ey’ R

Verification

A

2 ANBf Saa RSIOOSEKH2 QS ORBMBIRSaa ySig2N]
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7.2 Advanced

CKAA Y2RdzZ S Syl of SaLENE2NY I IyREdA § 20K § NBEA NBOS ¥
dzy RSNJ 6 KS 3dzARS 2F I LINRFSaaAzylf o

A

| K22 A3BH SR Vi@SEBY 1SN 6KS LI 3So

Advanced

WMM

APSD

Minimum RSSI Threshold
Preamble

Transparent Bridge
TD-MAX

Signal Transmission
TPC

Signal Reception Level
Transmission Distance
Beacon Interval
Fragment Threshold
RTS Threshold

DTIM Interval

Signal LED1 Threshold
Signal LED2 Threshold

Signal LED3 Threshold

t I N} YSGSNRE

Name

WMM

(@ Enable (") Disable
(") Enable (@ Disable
O Enable @ Disable
() Short Preamble ® Long Preamble
(®) Enable () Disable
() Enable (@ Disable

(®) Coverage-oriented () Capacity-oriented

(@ Enable (") Disable
Auto ﬂ
5 [JAuto km (Range: 0.1 to 20, default: 5)
100 ms (Range: 40 to 999, default: 100)
2346 (Range: 256 to 2346, default: 2346)
2347 (Range: 1 to 2347, default: 2347)
1 Range: 1 to 255, defa
-90 dBm (Range: -99 to 0, default: -90)
-80 dBm (Range: -99 to 0, default: -80)
-70 dBm (Range: -99 to 0, default: -70)

Cancel
RSAONRLIIAZ2Y

Description
WMM (Wi-Fi Multimedia)is a wireless Qouality of Service) protocolmaking

packets with higher prioritiet betransmitted earlier. This ensures better QoS of
voice and video applications over wireless networks.
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Name

APSD

Minimum RSSI Threshol

Preamble

Transparent Bridge

TDMAX

Signal Transmission

Description

APS¥Automatic Power Save Delivgig a WMM power saving protocol created b
Wi-Fi Alliance.

Enabling APSD lps reduce power consumption. By default, this mode is disable

It specifies the minimum strength of received signals acceptable to this device.

If the strength of the signals transmitted by a wireless device is weaker than thi
threshold, the wireless device cannot connect to this device.

If there are multipleCPE# a network, setting a proper value helps wireless devi
connect to WiFi network with better WiFi signal.

It specifies aroup of bits located at the beginning of a packet to enable a receiv
of the packet to perform synchronization and prepare for receiving data.

By default, the Long Preamble option is selected for compatibility with old netw:
adapters installed on witess clients.

To achieve better synchronization performance of networks, you can select the
Short Preamble option.

The Transparent Bridge function enables the WLAN interface of this device to
forward all packets. It is used to solve ti@blem that some NVRs cannot detect
cameras, or cannot change the IP addresses of cameras in different networks.

QT\P

This function is only applicable when the CPE works in AP, Client or Universal
Repeater mode.

TDMAX is Tenda's proprietary Tirbédvision Multiple Access (TDMA) polling
technology. lallows multiple clients to share the same channel for accessing to
network. With theTDMAXenabled, theCPEassigns time slots to each client, and
transmits data according to the assigned time slatshieving?oinfAtoAMultiPoint
(P2MP)connections.

After the TDMAXis enabled, theCPE

.~ Avoidsi KS & KA RRS Yy , whighoScéirs ildbiPaddd&iy visible from a
wireless AP, but not from other nodes communicating with the originating AP

. Reduces latacy.
. Improvesthroughput andanti-interferenceperformance.

Improves overall performance in PafoAMultiPoint (RMP) installationsand
increases the maximum possible number of users that can associate with an A
uses TEMAX.

DﬂNOTE

L¥m¢5 A& Sylof SR (#S  -RYZRES I 3/1RS Ry
O2yySOlAz2wyla TREHASRSE O yy2i O2 yoAS RIS
adzOK & f1 Li2LAas Gl o/ftias 2N aYIl NI

It specifies the wall perieting capability of theCPE

. Coverageoriented: With less interference nearby, this mode enablesdegice
to cover wider area.
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Name

TPC

Signal Reception Level

Transmission Distance

Beacon Interval

Fragment Threshold

RTS Tieshold

DTIM Interval

Signal LED2/3

Description

. Capacityoriented: With strong interference nearby, thisode improves the
device® antiinterference capability

TheTransmit Power Control (TPC) function decreases the TX power of this dev
automatically to improve the negotiation rate whéme two devices are too close

By default when thereceived signal strengtis greater than25 dBm, theCPE
decreases its Tpower. The received signal strength can be checked oraeis >
Wireless Statupage.

Itisused to adjust the signal reception level. A higher level leads to better signe
reception capabilittand more wireless networks can beasched but lower
throughput. Adjust the level based on your actual situation.

It specifies thewireless transmission distance of this device. You can set it base
the actual installation distance.

It specifies thenterval at which this device sends Beacon frames.

Beacon frames are sent at the interval to announce the existence of a wireless
network. Generally, a smaller interval allows wireless clients to connect to this
device sooner, while a lagginterval allows the wireless network to transmit data
quicker.

It specifies thehreshold of a fragment. The unit is byte.

Fragmenting is a process that divides a frame into several fragments, which art
transmitted and acknowledgeseparately. If the size of a frame exceeds this
threshold, the frame is fragmented.

In case of a high error rate, you can reduce the threshblithe transmission fails,
this deviceresend only the fragments that have not been sent successfully, so ¢
increase the frame throughput.

In an environment with little interference, you can increase the threshold to red:
the number of frgments so as to increase the frame throughput.

It specifies thdrame length threshold for triggering the RTS/CTS mechanism. If
frame exceeds this threshold, the RTS/CTS mechanism is triggered to reduce
conflicts. The unit is byte.

Set the RTS threshold based on the actual situation. Arssixedy small value
increases the RTS frame transmission frequency and bandwidth requirement. /
higher RTS frame transmission frequency enables a wireless network to recove
from conflicts quicker. For a wireless network with high user density, you can
reduce this threshold for reducing conflicts.

The RTS mechanism requires some network bandwidth. Therefore, it is trigger:
only when frames exceed this threshold.

It specifies thecountdown before this device transmits broadcast and multicast
frames in its cacl The unit is Beacon interval.

For example, if DTIM Interval is set to 1, this device transmits all cached frame:
one Beacon interval.

The device uses three signal LED indicators to indicateetiedvedsignal strength
in an intuitive way, and allows you to customize the threshold for triggering eac
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Name Description
Threshold signal LED indicator to light up.
The default threshold for LED1, LED2, and LED®@re&0, and-70 respectively.
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7.3 Accessontrol

7.3.1 Overview

CKS 1OADSENRE TdzyOiArz2y Syl 6KSaghk NBAGR SR i KESH
GANBE Sadl iSRe 2N (0 KS ANK/St!B/dzLILRRANG A & KE RIRNGEL R § NHE
NHz Savy

i BAAIMOG2&YRAOIGSa GKIFG 2y iaLISIGAST AdSARNGaf 1 934 af RS

OFyy2i | 00Saa (GKS /otkNBf Saa ySGig2N1a 2F GKS
T LffYR@ AYRAOIGSa GKFEG 2yfeé GKS gANBtSaa RS¢

I 00Saa (KS gANBftgaa ySaie2Nja 2F GKS

¢2 | 00Saa (R3NBEBHISES DK@/2AHVE0 NP f
Acces ntrol
SSID  Connect me
Access Control C
Mode @ Disallow Allow
MAC Address 1212:12:12:12:12 Add Add online devices
SN MAC Address Status Operation
1 12:12:12:12:12:12 @ cnave ]

Access Control List

A

tF N YSGSNB RSAONRLIGAZY

Name Description
ssID It specifies the SSIBI this deviceWith the rule enabled, clients connected to the
network with this SSID will eontrolledby the rule.
Access Control It specifiesvhether to enable the Access Control function.
It specifies the mode for filtering MAC addresses.
Allow: It indicates that only the wireless clients on the access control list can
Mode connect to theWiFi network of theCPE

. Disallow: It indicates that only the wireless clients on the access control list canr
connect tothe WiFi network of theCPE
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7.3.2 Example ofconfiguring accesscontrol

Networking requirement

Configuration procedurs

Y LyE STimsiim b & FreT o S NA

0 G2 GKS ¢gANBftSaa y
YR SR Gk GHEHOE (KNBS 44
S FNBE /yYo! YopYnnYn!

Step1l /K2 224 SNBH!SHGS a4 (/22 SYNBBINI §KS O2y FAIdzNI GA2Yy L
Step2 9y 6f § ODR & a F/ABNOGINREY ©
Step3 { St ag@ RS2 t fa2 g
Step4 9Y G SNI KS a!/ /IyRRNFDHY noEOBLIMNY R R&KE A O1
QT\P
LT GKS 6ANBtSaa RSOAOSaA (2 09 RIRy2iYNPRAESS RR B-&\ED RGERYY
G2 GKS 1 008aa O2y(iNRt tA&l ljdAOlteod
Step5 t SNF{ARMI2 | RR (GKS 20KSNJ G¢g2 a!/ | RRNBaaSao
Step6 | £ A O6®WS
Acces ntrol
SSID  Connect me
Access Control (:)
Mode Disallow ® Allow
MAC Address C8:3A:35:00:00:03 Add Add online devices
SN MAC Address Status Operation
1 C8:3A:35:00:00:01 [ @I ]
2 C8:3A:35:00:00:02 @ enate ]
C8:3A:35:00:00:03 [ QN o
m Cancel
T 191y IR
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Verification

&
(0p))
Qx
Qx
X<
(0p))
&\
>
(@
(0p))
Qx
Q(

hyte W8Z@R2y SR 6AN lty® O2yySOG s
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A4

l ROl Yy OSR

8.1 LANrate

¢tKA&a Y2RdzZ S SylofSa @2dz G2 OKFy3aS [!'b &LISSR |
RAAUI YOS 0SUsSBYRYIRSLIEBNIRSEAROGEKSBa G22 f2y3as
2F JUtKS/ R LISSNJ RSOA ORI f 8 RMBANBIOLS (G KS

2 KSy @2dz OKIFIy3aS (KS aSdiiaAay3aas SyadaNB2TKIKS GKS
RSOAOS A& GKS alryS Ia GKFEG 2F LISSNI RSOAN@Aie . @
bS320anl{loA 2iya dzASR F2NJ Aff dzZAGNI GAZ2Yy ®

- A

¢2 | 00Saa UKRIOLIHDER @KFSBAS
LAN Rate
da
PoE/LAN Speed Auto Megotiation v
LANZ Speed Auto Megotiation v
LAN3Z Speed Auto Megotiation v
LAN4 Speed Auto Negotiation v

t I N} YSGSNE RSAONALIIAZY

Name Description

The speed and duplex mode of the port is determined by the negotiation betweer

Auto Negotiation
port andpeer port.

100Mbps FuiDuplex  The port is under 100 Mbps, and caansmitand receive packets at the same time.

100Mbps HalDuplex The port is under 100 Mbps, and can ommgnsmitor receive packets at the same
time.

10Mbps FutDuplex  The port is under 10 Mbps, and caansmitand receive packets at the same time.

10Mbps HaHDuplex  The port is under 10 Mbps, and can ottBnsmitor receive packets at the same time

135

\

:



QT\P

tKS 29
uzééN{édnlﬁé
RdzLJX SB ¢ atzalR

AaLISSR Y2

RA &
aKI G

¢

A

c

136

N <

LINE @S GKS GNYYyAaYA
dz Oy OKlFy3S GKS
R Y2RS F2NJ LISSNI LI

Q¢ Q)
- Qx

N>
Z

&‘\ ﬁ)>"

N
> <,

la} V2



8.2 Diagnose
,2dz Oy dz&aS GKS RAFIy2aAaddaddE NI F 2 MR NBNO B &Ky
i {AGS Y delxaSR (12 OKSO1l ySIFENbe gANBfSaa aaidy
i t AYAdIAXS ROKS O]l GKS ySGg2N] O2yySOGA@AGeE®
i ¢NF OSWIkE zRSii2 OKSO1l GKS ySig2N] NRdziSao
i { LISSRr @#aSiR (2 OKSO] (GKS O02yySOGAz2y &LISSF
ySig2N] @

i { LISOG NHzYWdA YRt 82A HKSO] GKS yéle GANBE Sa
aSt SoB ljldzSy 0@ oryé gAGK fSaa gANBESaa yz2a

8.2.1 Site Survey

{A0S adzNYSe 3IAPSa @2dz Iy AYyaraka! OP@ARAKS K¢ T
RAFANBadz&Gx &2dz Oy asStSOd I tSaa AyiABCFSNByO:
YySGg2N] 2F GKS RSGAOS (2 AYLINRGS G(GKS (N}IyaYAha:
[ 2y T AINO S RENS

Stepl /K2 21aB0 WOSRIW2aSY(iISNI GKS O2y FTAIdzZNI GAZ2Y LI :
Step2 { SE{SOHS A VizNASEI REPRR 6y  Ma G YSydz

Ty R
¢tKS RAIF3Iy2ara NB&adAFTE 66 AS10O29 RER BFIEFREOAHYE S (K
F2tt26Ay3 FAIdzNS

&

Diagnose Site Survey v
ID SSID MAC Address Channel Security Signal Strength
1 Tenda 6A1672 00:B0:C6:60:E0:29 48 WPA2-PSK,AES M
2 Tenda _859D21 50:2B:73:F0:39:D4 40 WPA2-PSK,AES M
3 Tenda 34E625 C8:3A:35:84:2D:C9 48 Mixed WPA/WPA2-PSK... 1"

8.2.2 Ping

.2dz Oy dzaS LIAyYy3 G2 RSGSOG GKS O2yySOGr@rade |
l 84dzYS GKIG @&2dz 61 RECODG | V. OSTmEKSIKSNI (GKS

[ 2y FA3IdzNF G &Yy LINER OSRdAzNB

Stepl /K2 21aB0 WoOSRIW2aSY(iSNI GKS O2y FTAIdzZNF GA2Y LI :
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Step2 { SttSIO)Y SIAKISTRERRZ 6y f Al YSydz

Step 3 { it ! RIRENISyA I f

Step4 9YGSNI GKS GFNBSG Lt | RRONGoaA yo3N0 GXKWR2 Y RIYY Lyl
Step5 [/ £ A OB NI

Diagnose
Diagnose | Ping v q
IP Address | Manual v
IP Address/Domain Name | c¢n.bing.com
Ping Packet | 4
Packet Size | 32
| sert
T 19 Y R
¢KS RAFIy2ara NBadA G oAttt oBK RbaniidBBR KSES | T

Ftt26Ay 3 FAIdzNS

IP Address Time TTL
204.79.197.200 14.761ms 112
204.79.197.200 14.627ms 112

cn.bing.com Timeout
204.79.197.200 14.523ms 112

10 v Datas/Page

3 of 4 packets received, 25.00% loss25.00%

Min. 14.523 ms Average 14.64 ms Max. 14.761 ms

8.2.3 Traceroute

- - A

,2dz Oy dzaS GKS ¢N}Y OSNRdziS G422t G2 RSGSOG GKS
RSaldAylriAz2y Kz2alo

AL

I 3adzyS di gty Gé 212 RIKS Al GKKSS LA ERB A DA AL HPBT @ OI2

[ 2y FA3IdzNF G &Yy LINER OSRdAzNB
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Stepl /K2 214801 WwWOSRIAV2aSYy(iSNI GKS O2y FAIAzNI GA2Y LI :
Step2 { St ENIGOSNP HINGSI RepRE 6y  ald YSydz

Step3 9y G SN GIKtS HRAESEIa 2N | RepyvoAFIYOEKSEE B8 KAR QKX
Step4 [ £ A OB NI

Diagnose
_

Diagnose Traceroute v

IP Address/Domain Name cn.bing.com

T 19 Y R

¢CKS RAIFIy2aArad NBadzZ G oAfff 0Bk RBlaNAHB2FRS AYKSE T
F2ft26iy3 TAIdNB

Diagnose Traceroute v a

IP Address/Domain Name cn.bing.com

Csm

SN IP Address Time

1 192.168.11.1 5.541 ms 2.371 ms 2.088 ms
2 172.16.200.1 2133 ms 1.775 ms 8.384 ms
3 192.168.20.1 6.643 ms 3.543 ms 2.774 ms
4 192.168.21.254 1.885 ms 4.249 ms 2.758 ms
3 100.64.0.1 50.352 ms 3.056 ms 3.428 ms
6 202.105.159.149 4.340 ms 8.592 ms 7.126 ms

8.2.4 Speedtest

,2dz OF y{ IABSBRIBSSH @ (KS (KNP aAwWANWzi 6 8SGaBSE UBGs2
NE|j diANBE 620K aAaXRBBRAMSBEM NI Yy (1 KS

| K22 R WOSRIY 2I8BR{ WS $ BFOMBSWSIA IKFZREPRR 6y  Ala20 Y Sy d
SYiSNJ 6GKS LJ 3So
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Diagnose Speed Test v
AVG RX ¥ AVGTX J,T‘ AVG Total
0 Mbps 0 Mbps 0 Mbps
® Client Server
IP Address of Peer AP Manual v
IP Address

HTTP Port 30

User Name
Password
Test Group 10
Direction Bidirecticnal v
Time 30

tF N YRESERRRA LIWGA2Y

Name

IP Address of Peer AP

IP Address

HTTP Port

User Name
Password

Test Group

Direction

Description

It specifies the LANP address of pe€CPEYou carenter it manuallyor select the IP
address of the peer AP from the draolown list if there are peer CPEs connected t
the CPE

If the IP Address of Peer AR set toManual, you need to enter the LAN IP addres:
of peer CPE in the box manually.

It specifies theHTTP serviggort number ofpeer device, which is used &stablish

speed test connection based on TCPDfault:80. You are recommended to keep
the default value.

It specifies thdogin user namend passworaf peerdevice

It specifies thenumber of test connection launched.

It specifieghe test speed direction.

. RX(Receive): only test the speed that the peer device transmits data to this de
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Name Description
. TX(Transmi}: only test the speed that this device transmits data to peer device

. Bidirectionat test both transmit and receive speed between the two CPEs

Time It specifies thedurationof speed test.
AVG RX It displays the average received rate.
AVG TX It displays the average transmitted rate.
AVG Total It displays the average total rate.

9EI Y2 Y T A 3 dzBBS/SARA i K S

l 3adzyS/ 682N Ay 3 Ay tByaiRY 2 RERBRIN] Ay 3 Ayo/GIRAHHSH Y
O NARISR »d0QSyat&Btie iKS S6ANBfSdaa aLISSR 0SiGs6SS,
¢ KISNE OSRdzNBE Ol y 0S LJSNJF 2 NovtSRNJI o/ 2ok KiBya GokESS Ry STo2 N
Aff dzakiSNBERI A 2 Y

l 3adzy 8 KBKILG | RRRINSEGEH EMc MidgB&BSn At | RIRAKBHDMVME T OH 1D
YR GKS f 2&3AVR ded SN KZSNRBE#2NS 10 R YKy

[ 2y FAIdzNT G RYY LINE OSRdzNB

Stepl [ 23 AY (2 (KX22880) WOSRIFR2ASYISNI GKS 02y T
LI 3S o

Step2 { SBIA I AR EBSRP ¢S &
Step3 { SWit ! RRNBad2a2%F dir $SNJI !t
Step4d 9Y G SN GKS /s 2 RIRINE REESTa K M K OMA K $H G A D SEI

Step5 9YGSNI GKS f23AYy dzASNI YIYS | YRASNABGRENER 27T
tFa3a02HBaY 6KABGKRAYNBKAAGREL YLIX So

Step6 { SHIA NBE 0@ A RE NRBPOG A 2y |
Step7 [ £ A OB NI
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Diagnose

*  Diagnose Speed Test v
AVG RX J AVG TX JI AVG Total
0 Mbps 0 Mbps 0 Mbps
® Client () Server
* IP Address of Peer AP | Manual v

* [P Address 192.168.2.100

HTTP Port 80

% LUser Name admin

*  Password admin

Test Group 10 (Range: 1 to 20)
*  Direction Bidirectional v
Time 30 s (Range: 1 to 60)

T 19 Y R
¢ KBSMBadzZ 6 gAff 06S RAa&LI KodSE
F2tf 2y 3 FTAIdzNB

RSN 3§ B SES OKBRA

Diagnose
Diagnose Speed Test v
AVG RX J AVG TX JI' AVG Total
103.28 Mbps 105.17 Mbps 208.45 Mbps
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8.2.5 Spectrum Analysis

, 2dz él;yvdzéé ijrgé {LISOGNYzy 'ylFfegara G2 OKSO1
FNBIljdzSyOe olyRysAag TBERHRIKINBE $SaalaSR 2y GKS
[ 2y FAIdzNT GN¥2Y LINE OSRdzNB

Stepl /K2 21aB0 oS RIW2aSy OB NIF G AISENT SId 2 v

Step2 { SE{SIOKIO (I NHzYT NF Y5 RIRBRAPRE 6y A YSydz
Step3 { St SOG G(KS FTNBIdzSyoOe ol yRNPRIRYYS taAdeds I v i

Step4 [ £ A OB NI

Diagnose Spectrum Analysis v

Frequency Band 36(5180MHz) v

45(5240MHz) v m

Step5 / 2y FANY GKS Y Swal @Sy RysIEWK S/ RI2A0 A O]

Note X

All wireless connections will be terminated when the spectrum analysis is launching on the device! Please click OK to Start.

T 19 Y R
¢KS RAFIy2ara NBadzZ i o»ftfSESIRS

ax

143

IRTESRAKT FA I



Diagnose

Signal StrengthidBm)

Diagnose [ Spectrum Analysis ¥

Frequency Band [ 36(5180MHz) v

I 48(5240MHz) v Start
Peak Current Average
0
-25
=50
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8.3 Bandwidth control

8.3.1 Overview
CKSF YROGARGK I DV ARTE A & §2\ANR d2PE RS | 6¢ S

LT YdxteSwtis0Saa UGKS AMtNSREY FRod RNKJZOR yili KBt A &

e

KABKISSR FTAf{S OR2EBYBIR I R2 ® ENB RdzOS (G KS Ay iCENGSS/UG &

Ao ~ A 7

¢t200Saa GKS !LB@ASHO SGKRRAARSI® / 2y (1 NP |

Bandwidth Control
Remark
IP Address Range 192.168.2. ~192.168.2.
Max. Upload Rate Mbps v
Max. Download Rate Mbps v
D Remark IP Address Range Max. Upload Rate Max. Download Rate Status  Action

t I N} YSGSNE RSAONALIIAZY
Name Description

It specifies the additional information of the bandwidth control ruléis field is
Remark optional For convenient management, y@uwbetter specify differentemarks for

different rules.

It specifies the IP address IP addressange of devices that this rule applies to.

If you want to control only one device, enter the same IP address in the two box

IP Address Range If you want tocontrol multiple devices, enter an IP address range including start
address and end IP address. The end IP address should be greater than the stz
address.

Max. Upload Rate It specifies the maximum upload/download rateadevice whose IP address is

Max. Download Rate  Within the IP Address Range.

Status It specifies the current status of the rule. You can enable or disable it as require

Action /t G2 RSESGS GKS NiA So
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8.3.2 Exampleof configuring bandwidth control

Networking requirement

¢ KISt d&a SR (12 ONARIS (G2 GKS L{t K2GaLROGZTBEMNRAYID
KEtwoa 23GviZiR6G20 Sy adz2NB (GKIFIG SOSNE RSGAOS OFy I«

gLyl G2 aLISOATERAS WIFENKENOMZIREPOROS ©

AQzZYGYKK S Yl EAYdzy dzLJ 2R N} 4GS 2F S| OK RRSSANASS C
aolya ' yR R2 ¢ a0y IXSAdt F RRNBa N} y3asS 27F

I &3
A pa
2 ACA Yy SvigpH2dNd o1 AR P H Db e G O

Configuration procedurs

Stepl /K2 21aB0F YWOBRReARUK2/ SYGBRI 6 KS O2y FAIdzNI G A 2\

Step2 9Y G SNJ 10 2NEBEERNHEOHIN GS & ¢ F h ¥

Step3 { LISOATE |y Et ¢ KRWRNBERBN: (RSP SE

Step4d { LISOAWRENMEZRY 21 R NI 0S8 | NRa RS Gy X
GKA& SElFYLX So

FTAO

I'T'I(/)>

I YLX S
@ HoiRY WA 4 FSA OK

Step5 / £ A BR

Bandwidth Control

Remark Devices of Officel

IP Address Range 192.168.2. 100 ~ 192.168.2. 200

Max. Upload Rate 5 Mbps ¥
Max. Download Rate 10 Mbps v
T 19 Y R
L¥ GKS NMzS A4 I RRSR adz00SabRedizi@Zy ®i{ 58 &KRKSLJ
T A IdzNS
ID Remark IP Address Range Max. Upload Max. Downloga Status  Action
Rate Rate
Devices _ v
1 192.168.2.100~192.168.2.200 SMbps 10Mbps ]
of... Enable

10 +» Datas/Page
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Verification

C2 WSIBAOS 6K2a8S Lt | RRNBaadhMAN oA dHOMgpm BMEYi 81 WHE
dzLJt B R OALBEY R A G & YI EAYdzWimro2dydt 21 R NI} 0SS A&
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8.4 Portforwarding

CKAE TFdzyOiliAz2y A&/t B2 NESELO{RIAR AFB8Ss KSy G KS

8.4.1 Overview

L¥ O2YLIMzi SNE | NE@D2FFIROGISR[ iR KRB I O0Stawm GKS
AYGSNYySi dzaSNaR OFyyz2i | 00Saa (KS Kz2ada 2y {(KS
SYFAf &ASNWSNE> IyR C¢t ZSNI2ZSNEA SNy SHK SIzA[SINB | NJ
¢2 SylFoftS AYyGdSNYySid dzaSNAE LR AL @ BWidnk NRM F b 3/ R SINES
YL 2yS aAaSADAKOS LR NIHRRNBaa 2F (K®2[ FENBBENRS UK
NEIjdzSada | NNR A yyai $ Ny SiiK Sl 2 32 (iNgh SOR[NBOY (3KINEFAINT - O1 &
21 pho

| K22 ROl WWOZRI C2UBYNRBNYBKS LI IS

Port Forwarding

Internal IP Address

Internal Port 23

External Port 23
Protocol TCP&UDP v
Application Telnet ¥

ID Internal IP Address Internal Port  External Port  Protocol  Application  Status  Action

t I N} YSGSNE RSAONALIIAZY

Name Description

Internal IP Address It specifies thdP address of the hositat establishes server in LAN.

It specifies theservice port of the server in LAN.

Internal Port After you select ar\pplication, this option will be auto populated. You can also
customize it.

It specifies thgortswhich areenabled for WAN usets visit thecorrespondng

External Port servers in LAN

148



Name Description

After you select aipplication, this option will be auto populated. You can also
customize it.

It specifies theprotocol type of the selected applicatiorS8elect TCP&UDP when yc

Protocol
otoco are not sure.

It specifies theapplication services established in LAMe device provides some
Application common services. After you select an application, the internal and external port:
be populated.

Action Click ™ to delete the rule.

8.4.2 Example ofconfiguring port forwarding

Networking requirement

AAAAA

¢CKS /t9 Aa Ay 2L{t Y2RS YR Kla O2yySOHSR (2
NB Y K2 8iza K 2 f R
WSl dzA N WS (B YoSKY20 ABRNES | DF 2 Y3 aA G GIKKESS BB & S oS Sla A
[ POSNI GK® AyuaSNYySi
,2dz F NB RER2X Sdza S HANIDIR 24P BIRAYEAS LINRoOof SY®
I & aSizYivK I
i Lt ! RRNBaa 2wmopiapug®o i SNIISNY
i { SNBRABYGSNYFE LR2NIOV % 0KS 6S06 ASNIISNI A
T 9EGSNYUKIE GLI2INGA & RSOAOS SyWinotf Sa F2NJ Ay d SN

T 21 b Lt | RR\GEZAE0 R23FM nipkdsm M @ H H
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Network topology

i)

L{t |

Configuration procedurs

S
[t 9Y 2 L{

Tenda

[ Cp Cn
yzvummzvumé%@gmbém

tNB NB [jYdAWA dzl(i 19t 24 &Sk @ERNB &da FyR NBfFGISR LI N} YSGSH
GKS ASNBAOS RA&O2yySOilAzy Ol dz&aSR o0& GKS ReylyY.
Stepl /K2 21aB0 WHOZRIL C20FF SRAFHN) GKS O2y FAIdzNI GAZ2Y

Step2 9 Y G SN GKS

M@PH PP R g

Step 3

t 2 BB E&SRat ¢
Step4 { St S/Ctlg [ FTNR Y
Step5 / f A AR

Port Forwarding

Internal IP Address
Internal Port
External Port

Protocol

Application

T 19 Y 1R

Lt
GKA® SEIF YLX S

I RRNB A& 183Ny K D RIES 4 KRERQWRIAZAI A Y

{ StISWOENE YR NIRIZ st yA & GLILE FA D | 1 KBy G S NI HEREI S | €
0S

F dz2Y®P GAOFff& LJ2LMzZI G§SR

GRS 6 RN MNE (d2 @ F ¢

\ 7
1921682100
80
80
TCP&UDP v
HTTP v
Add
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L¥ GKS NHzZ S A& I RRSR ad00SaaRedzi@Zy di{ 58 &KKSLJ
T A 3IdzNB

ID Internal IP Address  Internal Port  External Port Protocal Application Status  Action

1 192.168.2.100 80 80 TCP&UDP HTTP #|Enable

10 = | Datas/Page

Verification

Oyt NWI( 2 OXe! Y YIB NI WEG S RFING alileNIF RRNB&a ol N 27
02 YLJzi SN 23SN) §KE KKE SN BRESVBE MO Ly (KA& SEI Y
KOGLIYKKHIYMYPMAp ®MMDH H

QT\P

LT AYGSNYyS{i dzaSNB OFyy20 @GAarid GKS ASNIBSNI AYy [!¢&

y & dz2NB GKFG GKS PtMma Lt LIJRORENGE alit? § RRRNESANGT £ L2 N

SOdNA (& &2 BN IWER yifi R S A KBS NDSNI O F dzd & S L2 NI
2

NB I NRAY 3 Stadey G2 v f Bl AGEKEBNG |y R GNB F IFAYy O
alydzZtte aS3G Fy Lt | RRNE332ASYWRBSNBTURGSER2BIRNIKS(
RAaO2yySOiArAzy OlFdzAaSR 68 (KS ReylFrYAO Lt | RRNBa:
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8.5 MACTfilter

CKAE TFdzyOiliAz2y A&/t B2 NESELO{RIAR AFB8Ss KSy G KS

8.5.1 Overview

¢KS a!/ CAfOGSNI FdzyQliAzy Sﬁgf@ﬁ X G
R |

® 240z HE f@BYL
0fSias IyR aYINI LK2ySaal 4% #]

BRSAMISa A (IS
| K22 ROl WOSKATIRSNYISNI §KS LI 3So
CKS TdzyOiArzy AXSRKEl U2 BE2@2y MR ITBRIANE I3 A&St 26

MAC Filter

Mode Allow v
Remark
MAC Address
Time (00 v:00 *=~00 ~v:00 v

Date Maon. Tue. Wed. Thur.

Fri. Sat. Sun. Every Day

ID Remark MAC Address Time Mode Status Action

A 7

t I N} YSGSNE RSAONALIIAZY

Name Description

It specifies the mode of MAC filteule.

. Disable Disable the MAC Filter function.

. Allow: Allow the devices with the MAC addresses in the list to access the intern

Mode the CPEand disallow the other devices to access the internetheaCPE
. Disallow. Disallow the devices with the MAC addresses in the list to access the
internet viathe CPEand allow the other devices to access the interneth@CPE
Remark It specifieghe additional information of the rule.
MAC Address It specifies the MAC address of the device to which the rule applies.
Time It specifies the period at which the rule takes effect.
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Name Description

Date It specifies the dates on which the rule takes effect.
Status It specifies the status of the rule.
Action Click T to delete the rule.

8.5.2 Exampe of configuring MACtilter

Networking requirement

¢CKS /t9 A& Ay 2L{t Y2RS IyR KIFa O2yySOGSR {2
NEY23GS K2dzaSK2f R®

AN~ Ax

wSlj dzA NBWS el & LI ANBERE
G2 GCGINRARI &

&
D¢
(0p))
Q3
O
O
(0p))
Qx
Qx
[«tN
A
B )
_<
=
-
d:\
Fq)
=
B
m>
\%\
puj
FHK
g
Z

. 2dz F NP NBO2YYSYRSR (2 dzaS GKS a!/ CAf GdSNJ ¥Fdzy(
4 a%lzYivk K8 a! / SBRRNEMER/IE O Yo! YcMNYRYM. Yc O
/I Yo

l'aa
[ 1 Yo!pY@®ed T

Configuration procedurs

Stepl /K2 21aB0 YHASER CHRZX GSNISNI 6 KS O2y FAIdzNI GA2Y LI
Step2 { St SOG I YI2Rt9ZB AIKMAK SEE YLI So

Step3 9YGSNI I NBSYINKRIER2 Wi EKRGKEDRUYAZEYAWIELKRY SSEI Y
Step4d 9YGSNI GKS a!/ | RRNBARAY @FY ¢ WBi MBI A DSITY LFKS D K
Step5 { LISOATE | LISVNIA@eTRYAWw E K OB SE&I YLIX So

Step6 ¢A 01 GKS RIaBERlI & KIMEYKOMNMET eSE YLIX So

Step7 [ £ A BR

Step 8 t S NIF{2INIA MG SiL2ar & RR NIEBS 24K BMNI RRNBa d @
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MAC Filter

Mode
Remark

MAC Address

Allow v

Dad's smartphone

CC:3A:61:71:1B:6E

Time (05 ~+:00 v~17 v 00 ~

Date [« Mon. ¥ Tue. ¥ Wed, # Thur.

¥ Fri. Sat. Sun. Every Day

T YR

LT G4KS NMYzZA S Aa
T A 3IdzNB

Add

=]
=
(')
—
[

adz00SabReAdzt @y »i{ 8§48

puf
puj
(0p))
puj

D Remark MAC Address Time Mode Status Action
1 Dad's CC-3A61-71:1B-6E Mon. . Tue.., Wed. . Thur.. Fri. 09:00- Allow " &
smar... 17:00 Enable
Mum’s CC:3A61:75:1F-3E Mon. . Tue. . Wed. . Thur. . Fri. 09:00- Allow v
lapt... 17:00 Enable

10 v Datas/Page

Verification

hyte (KBARBIARS
GKS AyGSNySd i
R dzNJA /1ES NiRK2 R ®

S8 F/ NMRRNI &mBE yf/RY YYwo. ! YYecOmYITyp YIMCY DD a
PYTMNARRE@TYID ZFRNRYUEKSWNRREQDAEDS.
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8.6 Network service
8.6.1 DDNS

Overview

¢ KS5bFdzy OlUA2Yy AAY2YXNR dzDERS I 6 S

55b{ 3> Reyl YA GSRBENEBY S\l IKS ReylYAO 5b{ Of ASyi
OdZNNBy G 2!b Lt FRRNBaa (G2 GKS 5b{ aSINIDRBAWI &KS)
YEYS FT2NJ REYIFIYAO RERBYIAY yIEYS NBaztdziazy

CKAA FdzyOlA2y 2F0GSYy g2k akKBAGXK MNKB NEWIG SF 20Pa |
FTdzy OllA2yad ¢KSyYy dzaSNR OFy @GAaAldG Iy | RRNBaa oA
I RRNBaazx gKAOK YI1Sa GKS @gArairid SkaiSNp

¢2 | 0QSAFRST ICK2I2BEBSR G 2N P{ SNBBAOS

DOMNS

Service Provider 3322 0rg ¥ | Register
User Name
Password

Domain Mame

t I N} YSGSNE RSAONALIIAZY
Name Description

DDNS It Specifies whether to enable the DDNS function.

It specifies Dynamic Domain Name Service provider CRisupports Dyndns, No

Service Provider ip.com, and 3322.org.

User Name It specifies the user name used to log in to the dynaDhS service, as well as the

Password login user name and password you registered on the website of the service provi
It specifies the domain name information obtained from the dynamic DNS server.
need to enter the domain name which you registered on the websa@ually

Domain Name
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Exampleof configuring DDNS

Networking requirement

A v s oA~

CKS /t9 Aa AYy 2L{t YXKBSLH{YRKRIIALRIAYVYEOLBR JARS
NBY230S KeHz8SKebRIPt V¥V RRABBRAYRYAO®&®S

WSl dZANBKSYHBRYAyddzai NFISy@NIA2ayA 1 G KS NB&A2dzNDSa 2y
,2dz I NB NBO2YYSYRSR (2 dzaHBaiiS2iy2s5 @ t 0B R G KIS NILIN:
I & alizYldvK I G
CKS AYT2NNXISOA AP NDPNOXKBH T2 f 25aY
i Lt ! RR NRpH&Emicry ©
i { SNIDRAFE GKS 2YSoy ;{f SNIISNJ
CKSANKGIGSNBR R2YIAY yIYS AYyF2NNIGAZ2Y Ad &aK24Yy
i { SNIZA OSY t N&WR RS NJ
abNYB GSyRI
T tlraay2iuRYRI
i 52YIAYYDbUiSPBRI PREYRY&ADPO2Y

Network topology

)

))) ((( |/ roy vaRS

{ oA

L{t 1240 | LQM-T-!H

3w o
L/ 2 YLzt @ Y LIdzPES 6 {:SNE

Configuration procedure

Stepl { SG dzLJ GKS 55b{ FdzyOtAz2y o
1. ChooseAdvanced> Network Serviceo enter the configuration page.
2. Enable theDDNSunction.

3. Select a service provider, whichDgndnsin this example.
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4. Enter the user name and passwoydu registered with DDNS service providehich are
tendaandtendain this example.

5. Enter the domaimame you registered, which ienda.dyndns.com

6. ClickSaveon the bottom of this page.

oons @)
Service Provider Oyndns ¥ | Register
User Name tenda

Password | eeees

Domain Mame tenda.dyndns.com

Step2 { SG dzLJ G KS LIR2NI F2NBIFNRAYy3I FdzyOlA2y @

t NENBSydzvaydAtte asSd aaldAo +y Lt | RRNBaa Y R
0KS &aSNIBAOSOIREESR yoyeS QiikAR yREY I YAO Lt | RRNBaao
1. ChooseAdvanced> Port Forwardingto enter the configuration page.
2. Enter the IP address of the web server, which98.1682.100in this example

3. Select an application, whichkTTHn this exampleandthe Internal Poriand External Port
will be populated automatically

4. Select the protocol of the servicECP&UDIs recommendedf you are not sure.

5. ClickAdd.
Port Forwarding
Internal IP Address 152.168.2.100

Internal Port 80

External Port 80
Protocol TCP&UDP v
Application HTTP v

TRy mR
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L¥ GKS NHzZ S A& I RRSR adz00SaaRedziézy oi{ &
T A 3IdzNB

ID Internal IP Address  Internal Port  External Port Protacol Application Status  Action

192.168.3.100 &0 80 TCP&UDP HTTP #|Enable

i0 v | Datas/Page

RK & LJ

Verification
Oy kNG 202f yl-YSYwaEu:neémyyﬁtzjmémﬁﬁzﬁmﬁaa 0l NJ 2
2y I 02YLIzi SN 20SNJ 6KS AydSNySa G2 I 00Sa 0 KS
KGGOLS YR dPReEYRYyadO2YYyn
OT\P
LT AVIASMWBES OF yy20 GAarid GKS aSNBSNI AY [!b SNJ
9y adz2NB GKIG GKS r~tma LIt LWJRORNBG aL t2 7 RIRKNSBaas F yR
Ad O2NNBOGO®
{ SOdzNRGe az2Fliél NBx -yﬂuyi {nﬁxmmnémwérﬁdzé@@uzﬁmﬁ
F2NB I NRAY3I FdzyDhaARYE FIFAKEXKNBElIyR GNB | ILAYyD
alydz tte aSid Ly Lt | RRNB&& FyR NBfIFGESR LI NI YSI
RAaO0O2yySOiA2y Ol dzaSR o0& (KS ReylFrYAO Lt | RRNBa:
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8.6.2 Remoteweb managanent

Overview

CKBSYZB3I yI ISTY&YOGA2Y AAY2YEANR dZPIRS | 6 S

DSYSNIfftes 2yfteée GKLEt@fW SWAGS D2 yWBODIBR0 (2L A KS
¢KS NBY23GS 6So6 YIylF3aASYSyld FTdzyOUuAyiBYYyRatbHSA Fe A

¢t2 | 00Saa UGKRILIWNHDSR QMY 2 SNIIAOS

Remote Web Management

[P Address Al v

Port 8080

tF N YSGSNB RSAONRLIGAZY

Name Description
Remote Web It specifies whether to enable the remote web management function.
Management

It specifies the IP address of a device which is allowed to access the web Ul of-
CPE

All: It indicates that any computer in WAN can manage @PEemotely. For

IP Address security, this option is not recommended

Manual: It indicates that aly the device withspecified IP addressan manage th
CPEemotely. Ifthe CPibelongs to a LAN, the gateway address (a public IP addr
of the CPEshould be entered.

It specifieghe port number used for remote management GPEDefault:8080. You
can change it ihecessary.

Portsl1 to 1024 have been used by wkiiown services. To avoid port conflicyou
Port can set the port number to one between 1025 and 655Bfn youcanaccess the
CPHrom WANDby visitingan address in the form dfttp://WAN IP address:port
number. If the DDNS function is enabled the CPEyou can access tHePEy
visiting an address in the form bftp:// Domain hame ofWANport:port number.
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Exampleof configuringremote web management

The CPE is in WISP mode and has connected i&Ehbotspot to provide internet access for a
remote household.

Networking requirement
¢ KE2 ¥ 6 SRENZI @0 f0SKAXK 2y2910 62 N 6 KSYy KS Aada 2y 0dzAAY S,
/| t@So6 'L 2y 2!l bo
,2dz I NB NBEIC2 YUBSSY RISKRS NBY230S ¢So YIyr3aSYSyd 7Fdzy
I & aRzYUvK I
1 ¢KS 21 b Lt RERBAD
a4 K2R

A

moRFp dMiBc dpp

1 ¢KS Lt FRRNBAAKRDKIKS DRYVRIAPRENE2 bl ®@Saa (K
HAH®OMAPp PYyy T T
Tt 2N Yy deYig3INI A a

Configuration pra@edures

Stepl /K2 21aRB0 YhWoSRE2N] G2SRPESRI GKS O2y FTAIAdzNI (GA2Y

Step2 9y I 0 fwsS YizKiSS 2 So  afldyyr (HIS\29/ydi

Step 3 { it | RIRENISyA I f

Step 4 9yijéNJ[jK$ Lt |;[?RN£:§§ 2F (KS FORAAMAERI NI I KIAKOK
AdnHommpPKAE SEIF YL So

Step5 9YGSNI GKS L2 N¥ nyWdgY diKNME  6SKEN OYrLIE AS&D

Step6 / f OB GKS o0602G02Y 2F GKAA LI 3IASO

Remote Web Management

[P Address Manual r
Enter an IP address 202.105.88.77
Fort 2080

T 191y IR

Verification

w»
(@]

¢ KIS2ObY dzaS KAa O2VYLMzi SN ie®@& 213008@E a2 GKS ¢
KOGLWYKKHNHOMIIp dPMmac PppYynyn
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8.6.3 Rebootschedule

Overview

¢ KA & Tdzy O N2W2SyYldaiReTa (a0t t & NBo22G a aOKSRadz
LINE GBAYNBLOSNGFE2 NY Iy OS RS INI RI (Rd2SA Z2¥NE YYSS (N&I2yNJ A YA (
Configuration procedurs

Step2 9y I 0 fwsS 0i2K2Sh  {F A&/ DR def2 § @

Step3 { LISOATFE | GAYS G ZowKAOKIKE RYAMOS yYNBKAAD &
Step4d { LISOATE GKS RIF(iSa 2% @KMOK AiXKSSHRENB O aNB6y2
Step5 / t A OBY (KS aXh&z2 YIAB®

Reboot Schedule D
Time 03:00

Date |« Mon. # Tue, + Wed. # Thur

| Fri. #| Sat. #| Sun. #| Every Day

T 19 Y R
IFGSNIJ adz0O0Saa¥FdzZ e O2y FAIdzNBRE GKS /t9 gAftt Id
8.6.4 Logintimeout interval

LT &2dz £23 AYy /G OBYRKEISHFENNLY2FT20K8F A2y SAITKA
0KSt923a @& 2yd8 RW2INJF2ANSOdzZNR e d ¢ KS RSTFlLdzE G f23Ay

A A o L m A

| K22 ROl /WOSRG2N] G6SRBPESKI KS LI IS

Login Timeout Interval 5
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8.6.5 SNMPagent

Overview

¢KS {AYLXS bSiig2N] alylF3aSYSyd t NR(Gi202f o{batv
LINR (2 O2 fy S\iyp 2¢NJtakd t{ bat Syl of Sa @&2dz G2 NBY2GSft @
O2YLX Al Yyl S6AGK GKAA LINRP(G202t3I &adzOK & Y2y A(2N]
ASHOAYIAEYWERSYYR2MNEOSOBY G |t Nyaod

{bat Fftt2ga Idzi2Yl (A Q YYISQ INRASWSY (0 SR 2RED NGSTEd NR
RAFTFSNBYyOSa Fy2y3a (KS RS@PAO0Sao®

SNMP Management Framework

¢KS {bat YIFIyF3aSYSyid FNIYSg2N] O2yarada 2F {bal

LYF2NXIGA2Y .1 aS 6alL. 0o
r {bat YIFYyF3ISNY LG A& | Ad@ANKRSYSiwi2N] Oz REET &
LIN2 G202t ® ¢KS {bat YIyYylI3aSNI Y24d 6ARSt & dza 8
al yIr3sySyid {eviBx{ 66kbyo®S I RSRAOIGSR ySig
Fy FLWLXAOFGAZ2Y GKIFG AYLX SY@2WJa REHIRIOBIY Sy i
r {bat F3ASYydyY LG A& | az2FaglNB Y2RdzZ S Ay | Y
RFGF Fo62dz2i G§KS RSGAOS IyR NBLRNI GKS YLl yl =
raL.Y LG A& F O2ttSOGA2Yy 2F YIylFI3ISBSR062S003
2028004z AyOfdRRAY3I ylIYSaszs | 00Sada LISNXYA&aaAAZ
KFra AGa aL.® 'y {bat YIYylF3aSNI Oy NBIR I yYRK
LISNXY¥A&daAz2ya aaAdySR (2 GKS {bat YIylI3SN®»

L'y {bat YIylFI3aSNI YIylya§da{tbatSlilgRINida ¢S {bat Y
YIEYlF3ASYSYyld AYyTF2NXIGAZ2Y 6AGK GKS {bat | 3Syda dz

Basic SNMP Operations

¢ KESOROS2sa GKS F2ff26Ay3T o0FLaA0 {bat 2LISNIGAZ2Y
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i DSGY 'y {bat YryraéNJLBNﬁz é SVilK ARB aX 888 i A
gt dzSa 2F 2yS 2N Y2NB 202SC ®

gx
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YIEYyF3ISNI LISNF2NXYa (GKAA 2LISNIF G A

i {ba
0KS {bat F3Syid 2F GKS
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SNMP Protocol Version
¢ KBSOADSO2YLI GA06tfS 6A0GK {bat m FYyR {bat =+Hu/ I
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YSOKFYA&AaYD [/ 2YYdzyAde yIYS A& dzaSR

{bat YIFYylFI3SN¥» LF GKS O2YYdzyAride

LJ O1SG Aa RAaAOFINRSR® ! O2YYdzyAide

FGdSYLIia 2F {bat YIyYylFI3aISNAO®D

{bat =+H
g A 0K { bat +mMZ
0adzOK |
MIB Introduction
l'y alL. FR2LJa

/] Aa O2YLI GA6tS HAGK
{bat

2T RABYR adl NIAy3I FNRBY (GKS NR2i

202S00 ARSWKBA FRS NI2GMLYHO & A 3 dzNB
Il Ad MPodc PMPHDOMDPME gKSNBIFaA

root

MIB tree structure

1 (mib)

I

1 2 3 4

Parameters description
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SNMP Agent

Device Name

Read Community

Read/Write Community

Location

O4\v1.0

public

private

ShenZhen
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Name

SNMP Agent

Device Name

Read Community

Read/Write Community

Locdion

Description

It specifies whether to enable the SNMP agent function ofGREBY default, it
is disabled.

An SNMP manager and the SNMP agent can communicate with each other
their SNMP versions are the same. Currently, the SNMP agent function ©Pth
supports SNMP V1 and SNMP V2C.

It specifies the device name of tiRPEThe default device name is the modeld
version numbebof the CPE

QT\P

It is recommended that you change thevicename so that you can easily
identify the CPBvhen managingt using SNMP.

It specifies the read password shared between $Nivanagers and this SNMP
agent. The default passwordpsiblic.

The SNMP agent function of tideviceallows an SNMP manager to use the
password to read variables in the MIB of ithevice

It specifies the read/write password shared between SNMP managers and tf
SNMP agent. The default passworg@iiwate.

The SNMP agent function of tideviceallows an SNMP manager to use the
password to read/write variables in the MIB of thevice

It specifies the location where tHéPHs used. You can change the location as
required.
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Example ofconfiguring the SNMPRunction

Networking requirement

1 CKBSZgAaDHBYySOha G2 |y byagie22xGN2 # RERNBMEIES ¢ KA A
MpH ey | Y RGO alKIR]F RRNBada 2F vbkswerafi A& mdH
i ¢KS ba{ dzaS {bat m 2N {batRSEMOSI2 Y2yAdz2N

Pl AadzY SWSHRE 1 2 WYAHZOR EvBR Rk 2 NA (S ARE O Youry b i &

=\ / t M¥pH Pmcyd s

— =)

[ =\ |
ba{mdppH dmcy ®PH

eset

Configuration procedure
Stepl { SO  dzlt}a®lh K S

1. Log in to the web Ul of CREBposeAdvanced> Network Servicgo enter the
configuration page.

2. Enablethe SNMP Agentunction.
Set theRead Communitywhich isJackin this example.
SetRead/Write Community, whichis Jack123n this example.

ui.os w

ClickSaveon the bottom of this page.

SNMP Agent c

Device Name o410
Read Community Jack
Read/Write Community Jack123

Location ShenZhen
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Step2 { SGOUKAI ba{ @

hy +y ba{ GKIFIG dzaS&a {bat =+m 2NWVH{bDER NBil/ Rk &Nl S
O2 YYdzy WENOHIEIZNI RSO Af D2y FA @FANE2 6 KE2 ba{ X NBTFSNJI (
F2NJ GKS ba{o®

Ty R
Verification
' FOGSNI GKS O2yFAIAzNI GA2Y I (GKS IRSPOAORBY OOFyY y 88 HE i
aSi a2YS LI NFXYSGSNE 2y GKS {bat F3Syid {G§KNRdJIzAK
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8.6.6 Pingwatch dog

2 AKGD G0 KA & Fdzy O A 2ZH/NISFR O QESIRER SUiKAQyt3 | RRNBaa G2 OK!
O2yySOiGAGAGE YR ARSY(lUATFTe 4KSHIKSNY (&5t RSHB @52 (
I dzi2YFGAOFEfe G2 SyadaNB GKS ySG62N] LISNF2NXYI Yy

A I

[ 2y FA3dzNOSREZNS LINP
Step2 9Y I 0 ftSAVUK S  TdROBRAY ®
Step3 { SG GKS NBfFGISR LI N}YSGSNAO®

PPN

Stepd | t A OB 0KS o02G0G2Y 2F GKAA& LI 3ASO

Ping Watch Dog

[P Address 127.0.01

Ping Interval 300
Ping Startup Delay 300
Threshold of Lost Packets 3

T 19 Y R
tF N YSGSNB RSAONRLIGAZY

Name Description

Ping Watch Dog It specifies whether t@nablethe Ping Watch Dog function.

IP Address It specifies thaargetIP address that th€PEpings.

. It specifies the interval at which tHePEBransmits packets to ping thiarget IP

Ping Interval
address
It specifies the delay timfor the CPHo enablethe Ping Watch Dodunction after
the CPEstartup completes. Default: 300 s.

Ping Startup Delay Setting a proper Ping Startup Delay time can stopRimg Watch Dodunctionfrom

beingtriggered during the startup of th€ PESuch triggering leads to failure of
accessing the web Ul to modify the settings, causingXRgo start up
continuoudy.

It specifieghe threshold of lost packet that triggers rebo®&ange: 1 to 65535,
Threshold of Lost default: 3.

Packets For exampleif 5is set, the device will reboot automatically whenlétes not receive
responseafter sendng5 Ping packetsa target IP address/domain name.
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8.6.7 DMZhost

Overview

¢ B5 a % dzy O (RAy2iye A 307 1A RUWNE [dA SRYS @

I S5a¥% Kz2al yYYWdzy[AG G ywAUGK GKS AYGSNYySaG sA0K?2
NBIljdzZANE KAIKSNI AYGSNYySG O02yySOGA2y (KNP dz3K Lldzi

2yt AYyS 3FFLYAY3IT a | 5a¥% K2ad F2NJ oSad SN dza SNJI
I__//NOTE
I 02 Y LJz(i5SaNd ak&20ay(® @A LINP § SOGSR/ 6® GKS FANBgl tt 27
I KFO{USNJ YlIe fS@OSNIraS GKS 5a% K2aid G2 Fddl O] &
GKSyYy ySOSaal NEo
¢t2 | 00Saa UKRILIWNHDSR QMY 2 SNIDAOS
DMZ Host

DME Host IP Address

tF N YSGSNB RSAONRLIGAZY
Name Description

It specifies whether to enable tHeMZ hosfunction of theCPEBY default, it is
disabled.

DMZ Host IP Address It specifieghe IP address of theANdevice to be set to DMZ haost

DMZHost

Exampleof configuring DMZhost
¢ KISt ®a dzASR Ay | O2YLIlye G2 RISMEREDPAGE ySig2N]
Networking requirement
C KISRYAYARYI Nd de2Ny Saa Oly @AaAld 0KS NBaz2dzZNDODSa 2y
201 dfasSa . I[FAyOaGA2y (2 a2t @3S GKS LINRofSYO®
I & aSizYivK I

i ¢KS 21 b Lt RRBBNB®BEDRTpbdWSc dpp

i CKS AYUOGSNYLE & SuedESENIFESMNNE O v n

i K $J2 NIy ddyoddgsoNg A & Y
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Network topology

)

))) ((( - /'t 9Y 2 L¢{

| 7= | { A0
L{t |2 ! E-T-g’
p g o

2 YLzl €@ YL §6 { SNBSS NI

Configuration procedurs:

t NS NB |jYdAA v dzii S5 1 AS@it | RRNB&a yR NBfFGSR LI NYYS
0KS aSNIAOS RA&AO2yYySOGA2Yy OFdzzaSR o0& (GKS Reyl Y.
Step2 9y I 055 Y KSHHOGA2Y @

Step3 9YGSNJ GKS Lt FRRNBaa 2F (GKS OhpNthioa$ W GRKAES
SEIFYLX So

Step4 /| f AOBY GKS o02002Y 2F GKAA LI 3ASo

DMZ Host C

DMZ Host IP Address 192.168.2.100

T 19 Y R
Verification
QY NP2 Ox&! ¥l YIB NI Mz NI RREIPHEEGEKE | RRNBaa ol NI 27
I 02YLJzi SNJ 23S NJ G KS A ydiy5 Ng/&&ES NiI2S N3O A.§/3 a1 KiAKS SNER-
KG G LIY K K A O H donadpahd m
L¥ 56Fdzy OlA2Yy Ad Syl of SR 2¥d2RNR Y2 OXRR2WIXY I RI
y I YW3Ibdbh

169



OT\P
LT AYOGSNYyS{i dzaSNB OFyy20 @GAarid GKS ASNIBSNI AYy [!¢&

9y adz2NB GKIG GKS Ptma Lt UIJRORENSG aL t2 7 RIRKNSS a4 & @

{ SOdzNR G & &2 8N IR Vitidi BRNDAA RIS NDESNI Aifkdsd & S

Fdzy OGA2Yy FlLAfdNBad 5Aal6fS GKSY FyR GNB F3FAyc
alydzZZ ftte aSd Fry Lt FRRNBXaa FyR NBfFGSR LI N} YS{
RAaO2yySOiAz2y OlFdzAaSR o6& (KS ReylFrYAO Lt | RRNBa:

8.6.8 Telnetservice

2 AGK GKAA TdzyOiid@l2y &S Y6 YSIRES Ri KEBAKTR dy Gk Riyd ARS A
YEAYOGHAWRIRKRSOKYAOIt LINRPFSaarAzylf o

¢2 | 00Saa (RRIOLICHDSRo@BABDAOE RSTIl dzf G2 GKS Fdzy O

Telnet Service

8.6.9 URMP

' VAOSNEYR tfHzA 6!'tyto A& F &St 2F ySGg2N]lAy3I |

F2NBIFNRAYI LIRaaroftSe LG Oy ARSylUAYXea&OSRADSE |

¢ KdzyIRSRWN (G / @ YSF dzaS (KA& Fdzy QluA2y S AMWLIABL dA NBES

F LILIXE AOF GA2Yy a2F0gF NB adzLILR2NIAY3 'tyt A& Ayadl

¢2 | 00Sad (RRIALIGDERGAM DI SANVROBI dzf G GKS Fdzy O
o

S
Sy Sylot$S AdG Fa NBI dA NBR®

8.6.10 Hardwarewatch dog

¢ KRdzy O0A2Yy dzaSa 'y SYOSRRSR gl 0OKR23 GAWYSNI G2
YIEAY LINBIOgE VOSNGENSA y3 Yy 2NN EE 2LISNFGA2YyE GKS RS@OAC
LINBGSyYy il Ad FNRBY StiHWS: ARSIENBINEMHGMIKGS yidd @ 04 R®3I L F
KFNRgI NB Fldzf i AKBSLINRIBNYSSNNRRX I LJAS FyR 3ISYyS]
AA3AylLE A& dzASR G2 NBo220 GKS RSOAOS (G2 YIF1S A

A A o L m A A

| K22 RO /WOSRG2N] GRSBIPAISRS® KRS AB dzf G GKS Fdzy Ol Az

Hardware Watch Dog
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8.6.11 STP

Spanning Tree Protocol (STP) is a network protocol standardized by IEEE 802.1D. It helps establish a
loop-free logical topology for Ethernet network, and allows a network design to include backup

links to provide fault tolerance if an active link failseT$irRenabled device creates a spanning tree

within a network of connected laye bridges, and disables those links that are not part of the

spanning tree, leaving a single active path between any two network nodes. So that it prevents
packets from contined proliferation and endless loop in a loop network to avoid reduthieg

capability of processing packets caused by receiving duplicate packets.

A A o s m A

| K22 ROl WOSRG2N] GSBPESAI 6KS LI IS . & RSTFIdzA G
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9.1 Date &time

CtKA&a Y2RdzZ S SylofSa 2Rtk aSi (KS aeadsSy GAY:
9y ads2NF (KIFI{G (K3 tDAAOINNEDOYS AaFZ GKEG t23a OFy
NEo6220 a0KSRdzZ S Oly 068 SESOdziSR O2NNBOGt eo

| K222 2568 (S 91 2¢ ASWSISNJ) G KS LI IS

¢KIStI9f t 2pa @e2dz (G2 aSi GKS &aeadasSy G4AYS o0& aeyokK
aSiidAy3 GKS GAYSed® . & RSTFrdzE G AG A& O2y FAIdzNBI

QT\P
2KSy @2dzikK83s8¢y [k 27 GKS /t9% (GKS aeadsSy GAYS o
YFEYyF3SYSyd Kz2ald | dzi2 Yl GSANSHER2RY R AZLEN® 6 KA OK A

9.1.1 Synchronied with the Internet

¢ K/StI9dzi2YF GAOIffte aeyOKNRYAIBINIAATA @ERS GASYI SINYS
GKSt®2 Fdzi2YlFGAOFfft& O2NNBOUG Ala aeadsSy GAYS |

C2NJ RSGFAT A | 02dzi ®E2KE2 A QAP SAZVIHBSFEN diRr2y L
02 NNEB & L2 ¥y RAAFF0 (Yd2{RS( dily

[ 2y FAIdzNT G ARYY LINE OSRdzNB

Stepl /IK22@252p64& S a1 2¢ ASWIISNI 0 KS O2y FAIdzNF GA2Yy LI 3
Step2 { SCIA YS aBHENPgRAMRYAT SR #AGK (GKS LydGdSNySi
Step3 { LISOAFTE I SH®IKISt RS T lodef WAFEAI®EO2 YYSYRSR®

Step4d { SCIAYS w2 yeR dzNJ GAYS T2y So

Step5 / f A O®S
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Date & Time

Time Settings ® Synchronized with the Internet Manual
Time Interval 30 minutes v

Time Zone (GMT+08:00) Beijing, Chongging, Hong Kong, Urumugi, Taipei ¥

m Cancel
T Y R

9.1.2 Manual
. 2dz OFYy Ylydzrtfe afid®ikst &2dziCGrR2AaAYSiRrRFa 1KISG A 2
aeaidsSy GAYS S/ ORBaz¥%atbTFiSNI GKS
[ 2y FAIdzNT G RYY LINE OSRdzNB
Stepl /| K22286& S a12¢ ASWIISNI 6KS O2y FAIdzNF GA2Yy LI 3
Step2 { SG¢ANKS {BaLYXgaR
Step3 9YGSNI I O2NNBOU {RIHKR aMFESC GINTRS 3 e/ NOKINRAY AT S |
GAYS RFOAIKS GKS da2adSYy GAYS oSyadz2NB GKFdG A
G2 VB /i®S
Stepd | t R OBS
Date & Time
Time Settings Synchronized with the Internet ® Manual

Date & Time  2019Y 01 M 16 D14 h51 m26 s

Synchronize with PC Time

ey R
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9.2 Maintenance
9.2.1 Rebootdevice

' aSGaAy 3 RRYISGKSPND a0 A TIRPEERNOH (NEONSo220GA
NEazf @S (GKS LINRofSYO®
QT\F’

2 KSy REWAB®S®22 033 (KS OdaNNByaIS 20/ VS BIMMKABINTG A2y 6KS
i KRSS A ® S ded & &

[ 2y FAIdzNT G RYY LINE OSRdzNB
Stepl /K2 2@25260& Ay (Sy2 yOBLISNI GKS O2y FAIdzNI GA2Yy LI 3
Step2 /| £ WP P20

Maintenance

Reboot Device Reboot
Reset to Factory Settings Resat
Upgrade Firmware Upgrade

Note: Do not disconnect the power supply of the device during upgrade
process, or the device will be damaged.

Backup/Restore Backup/Restore

Step3 / f R®lY (KELILBAYR26D

MNote )4

Do you want to reboot it?

T 191y IR

I LINPINBaa o0lFN Aa RAALDZIRISBRS Yy G(KS LI ISP 21 Al

Qx
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9.2.2 Reset tofactory settings

LT &2dz OF yy2i( /ft28N) (TS NPIER yizbkids2 IR @ KSGKS 6So6 ! L.
/t®2 NBau2NB AdGa FIFLrOG2NR aSiidAay3da FyR GKSy O2y
gNOTE
2 KSy GKS Tl Oh2NE i K&yl yaNHINGD GREREMNBEER 2 2dz ySS
N®2yFAIdzZNE GKS RSGPAOSD

LI26SN) 2FF (&S RSOAOS RdzNRAy 3

¢2 LINSIBERIQEF BRay2i
LNE I RRABABMBRE MPH DM

2 KSy (KS FIFOU2NR GXKSGORAAY
YIS/ R LI &adYMR | NB
Option 1: Reset th&CPRising the web Ul

Stepl /K2 2@2526& Ay (i Sy2 yOBISNI GKS O2y FAIdzNI GA2Yy LI 3

Step2 / £ WSS i

Maintenance

Reboot Device Reboot
Reset to Factory Settings Resat
Upgrade Firmware Upgrade

Note: Do not disconnect the power supply of the device during upgrade

process, or the device will be damaged.

Backup/Restore Backup/Restore

Step3 / f R®lY (KELILBAYR26D

Note X

The IP address will be reset to 192.168.2.1. Are you sure to reset it?

T 191y IR
I LINPINBaa olFNI A& RAALDZZRIGWS BYa GKS LI ISP 2 Al
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Option 2: Reset th&€€PHRising the Reset button
2 AlKRISt 9 LI2 635 NBRE RSMRPa6SAAl i B o 2THRBIOZY RK Sy oMStlySIHa $

0KS95 AYRADKAS WENE 3 RENBOG 2 NBg KaSS/U GiAkyS3 &t 29k [ ' b [ 9
fAIKGaD a2f AR 2V

9.2.3 Upgradefirmware
CKAA Fdzy Ol A2y dzLJ3 NI tRERANI (WRNST AN OGN y2BT | YRS KA 3
DyNOTE
¢2 LINBOSYy(i REOAIOBA $HAGKS
Oy adzNBi GKS ySg TFTANYSI NIRSTIEDR NG AAIAINLIRR ¥ Al @ K4
DSYSNES f&d%f HAB N2 ROO&EF{ S A 4
YSSL) GKS L2 ¢ S/ND@RIAYISIC SRF ROMNRA y3 |y dzLJANI RS @
[ 2y FAIdzNT G RYY LINE OSRdzNB
Stepl 52¢yf 2R GKS LI Ol 3IS 27F /It DPNBBSING ¥R INN2O NBY ¢
82dzNJ £t 20+t O2YLIMziSNE FyR RSO2YLINKFaa GKS LI

Step2 [ 232 A¥KS8 g Sol yR2PEES2Bataonyy (1 Sz yOKIESNI GKS 02y T
LI 3S o

Step3 / f AOJHN® RS

Maintenance

Reboot Device Reboot
Reset to Factory Settings Resat
:Upgrade Firmware Upgrade

Note: Do not disconnect the power supply of the device during upgrade
process, or the device will be damaged.

...........................................................................................................

Backup/Restore Backup/Restore
Step4 {St SOQ2 NSO (T ENEENTIIENS f 2 O fy ROAIKLIIzZASENIG SY G At §
I dz( 2 YI9i A OF £ £ &

T 191y IR
2 A0 F2N 0 KD2LINBIINBS R oK f 2T t®Yyhyi20 E&8S{ 350 dza
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http://www.tendacn.com/

OKSO1l AT GUKS OdzZNNBy(d CANXYGFNB SNEA28R ATa2 NJ2y & |
dzLJANJ RS @

QT\P

l FTGSN) 6KS RSOAOS Aa dzLJAN} RSRXI &2dz F NBE NBORY
O2yTAIdzNEB BB GF HIKBYy 0Sald SELISNASyOSo
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<
puj
[daly

9.2.4 Backuptestore
¢ K$ Okl aT @NBi A2y STEIEKE CENNEWYITOAKS2 JdzNI DR
02 YLIEzG ISWR A F232 NI ITAISE A&23/dz SELIR2Z NI o60SF2NB O

.2dz FNB NBO2YYSYRSR (2 o0l O dzLJ G4KS ySg O2y FTAI
2NJ NBAaSitdoA gRI A KER2 NI GKS O2y TAIdMNS (LINRR d@( 2YIKRSS

%NOTE

LT 82dz ySSR (2 FLLX @ &l YRSTMOSE Xdet ONY OO % K B AaNNE 7
RSOXOBKBO| dzl) (KS FOREWATENIIES? i KBF 010 dzl) G2 NBad
2 (| KRONERD S¢ K A a0 AWLINPAMEIAG A2y SFTFAOASYO2 @

Export the configuration

Stepl /K2 2@2S2Pad Ay G Sya yOLISNI GKS O2y FAIAzNY GA2Yy LI 3
Step2 / £t AOD] dzLIkaw S a i 2 NB

Reboot Device Reboot
Reset to Factory Settings Reset
Upgrade Firmware Upgrads

MNote: Do not disconnect the power supply of the device during upgrade
process, or the device will be damaged

Step3 ¢ KSy . OORGALIIWIKEL) 6AYR26 D
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Backup/Restore X

Backup configurations Backup
Import configurations Restore
T 19 ¥ TR

I FAE Sty ITWRBEROTRR oy f 2 RSO YULAzO&SNIzNI f 2 O f
Import the configuration

Stepl /K2 2@25260& Ay Sy2 yOBISNI GKS O2y FAIdzNI GA2Yy LI 3
Step2 / £ AOP] dzLkdvS a i 2 NB

Maintenance

Reboot Device Reboot
All connections will disconnect during reboot.
Reset to Factory Settings Reset
A 1 tions estore to defa a setting after rese
Upgrade Firmware Upgrade
urrent Software Version: V1.0.0.15(4409) ; Release Date: 2019-05-28

Note Do not dlsconnect the power supply of the device during upgrade

process, or the device will be damaged.
Backup/Restore Backup/Restore
............................................................. ;

B urrent settings ved settings evice

Step3 / f WO R RNAVKA) 6AYR26D

Backup/Restore X
Backup configurations Backup
FTPPP PP PTPPPPRAPPPPPRRrPS
Import configurations & Restore

Stepd { 86 800G FyR dzLJ 21 R (6KISK SF AN dST TerzEdz 200 QK SzLo [6CH T
19 1Y T
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9.3 Account

hy GKA& LI 3S: &2dz Oy OKFIy3IstBXSLINBAIWG | dyOI2 dizy
f2ARYRSTV dzZREE AKS | RYA YA &G Hidz8 200 220idezyi K S y R 2
I RYAYAAUNEGRRYZ BOFzyliyR O2B 50 K&ESREGK CBRIySHEIA £ S ¢
I OO0OZdzg2dz Oty 2yfée @ASg GKS aSidiay3aao

¢2 | 00Saa (Ka2BI0DIMWzyGK223aS

/sztﬁz OKIy3aS (K I 002dzy i AYTF2NXNI GA2Y O

9.3.1 Administrator
2dz Oy Y2RATE |YRIWISUHRIVKB®ORENHm &Y MBS s R 8 KI dzf
YR LI aa62NR 2F ODRSKBRREAY A & G NI (2 NJ

QT\F’
@N ySig2N] aSOdNRGez Ad A& NBO2YYSYRSR (2 Y2RAT
ASOdz2NA & Aa LINBTSNNBRGESMIIZO K SHial SINEG2 YOO AdAFGG Af 2 yE ST

Administrator Account X

Old User Name admin
Old Password

MNew User Name
New Password

Confirm Password
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tF N YSGSNB RSAONRLIGAZY
Name Description
It specifies the user nampasswordof the current login account.
Old User Nameld By default, theCPEhas one administrator account and one guest account.

Password Administrator user name/password: admin/admin (all lowercase)

Guest user name/password: user/user (all loosse)

New User Name It specifiesa new login user name.
New Password It specifiesa new login password.
Confirm Password Enter the new login password again.
9.3.2 Guest
CKAa | 002 dzE2 d2 yifX OGMIRHI RS Ta 8 lhZy 8 &K d 52 (KO QikdSy (i
RSTldzZ 0 dzaSNJ yI w288 NY R LJl-aa;zzNR I NB
Guest Account X

Enable

Old User Name user
Old Password
MNew User Name
MNew Password

Confirm Password
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9.4 Systemlog

¢2 | 00S4aK 2i2e8SHIBR AFBSHKB2 ¥ EAYdZy 2F onn AdGSya O

G2al f23 AdSya SEOSSR G(KS YIFEAYdzY ydzYoSNE K¢
¢tKS t223AN0BO2NRSOI NA2dza SOSyida GKIG 200dzNJ | yR

Jt®GFNIad Ly OFras 2F | a8aGSY FrdA Gz &2dz OFy N

System Log

Refresh Clear Log Type| All v
ID Time Type Log

1 2019-01-16 15:03:15 System SNMP Stop

2 2019-01-16 15:03:04 System web 192.168.2.11 login

3 2019-01-16 15:02:59 System web login time expired

Syadz2NB (KIFG GKS f23a | NS NBEORNRSR doO20NNG @RIN
GSY GAty®e 20K 2K ¥ B8 A WS
A

S GKS 18 SMGTANB AR OFSHKBGKSt SENR GAY T f 2:

Ea®&220asx GKS LINBGA2dza f23a FNB fz2ado
OAPEHXBY BYBKE F2ft26Ay 3 aiXiaz livad @ YN R ODEzNE
NJ FI INBTX GKS +[! Fdzy O A & KCE2AyEH ACHABIVE & B &NSB F

~ Z A

Afd [ ! b
DSol O1 SR dz2NJ e KBENBROARBR aSaidAay3da I NB NBadz
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 LILISY RAE

¢KS RSTFTlIdzZA G LI NJ}YSGSNER bBNB

Parameters

Login

Quick Setup

LAN Setup

DHCP Server

VLAN Settings

Wireless

Login IP Address

Administr User name
ator Password
Guest

Working Mode
IP Address Type
IP Address

Subnet Mask

DHCP Server
Start IP Address
End IP Address

Subnet Mask
Gateway Address

Primary DNS Server

Lease Time

VLAN Settings
PVID

Management VLAN
WLAN
Wireless Network

SSID

Security Mode
Transparent Bridge

TDMAX

Default settings

192.168.2.1
admin
admin
Disable

AP mode
Static IP address
192.168.2.1

255.255.255.0

Enable

192.168.2.100
192.168.2.200
255.255.255.0

192.168.2.254

8.8.8.8
1 day

Disable

1

1

1000

Enable

A2 diSRY I @KEBYyTSEE ¥

Tenda XXXXXXandXXXXXs the last six characters of the
LAN MAC address of tluevice

None

Enable

Disable
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Parameters

Network Service

Tools

TPC

Signal LED1 Threshold
Signal LED2 Threshold
Signal LED3 Threshold
Login Timeout Interval
Ping Watch Dog
Telnet Service

UPNP

Hardware Watch Dog
STP

Date & Time

Default settings
Enable

-90 dBm
-80 dBm
-70 dBm
5 min
Disable
Enable
Disable

Enable

Disable

Synchronized with the Internet
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A.2 Acronyms and Abbreviations

Acronym or Abbreviation Full Spelling

AP Access Point

ARP Address Resolution Protocol

AES Advanced Encryption Standard
CPE Customer Premises Equipment
CCQ Client Connection Quality

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

DDNS Dynamic Domain Name Server
GMT Greenwich Mean Time

IP Internet Protocol

ICMP Internet Control Message Protocol
LAN Local Area Network

MAC Media Access Control

PoE Powerover Ethernet

P2MP Pointto-MultiPoint

PVID Portbased VLANID

RADIUS Remote Authentication Dial In Us8ervice
SSID Service Set Identifier

TCP Transmission Control Protocol
TKIP Temporal Key Integrity Protocol
UDP User Datagram Protocol

VLAN Virtual Local Area Network

WAN Wide Area Network

WEP Wired Equivalent Privacy

WLAN Wireless Local Arddetworks
WMM Wi-Fi multimedia

WPAPSK WPAPreshared Key

WPA Wi-Fi Protected Access
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A.3How to assign a fixed IP address to your
computer

h{ SEIIYLXSY 2AyR2g6a& T

Stepl wh B OB i&By 2y MKIKG2 OD@AYSNI 2F (KS

Step2 / £ hOBY bSHFXNNAYBR/ Sy i SNI

Troubleshoot problems

Open Metwork and Sharing Center
e E‘-U..-"UQ..-"EEQ

Step3 / t A@PFE ! NBIZ /iKGWSENDIREWA S &

x

[ i Local Area Connection Stat

Cor'.mi Panel yel

e
‘ . Bl 5 <« MNetwork 3
I & = Networ 3
E— General
@ -
Control Panel Home . .
Connection D connections
Change adapter settings IPw4 Connectivity: Internet See full map
ch 4 d shari IPvE Connectivity: Mo network access
ange advanced sharing ' .
B i Media State: Enabled Internet
Duration: 00:03:46
Speed: 1.0 Gbps Connect or disconnect
Be  ntenet
iBns: @ Local Area Connection
Activity M
- =
Sent — %& ——  Received
E BN connection; or set up a router
Bytes: 302,002 | 4,743,842
[ @Pmperﬁ [ @Dﬁable l [ Diagnose l
| lor VPN network connection,
See also Eoas
i - computers, or change sharing
Internet Options
Windows Firewall Troubleshoot problems
Diagnese and repair network problems, or get troubleshooting information, -
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Step4 52 dzDE R PHSNYSG t NRPi2020 +SNBAZ2Y n o0¢/ tklLt @n

U Local Area Connection Properties ﬂ

Networking | Sharing

Connect using:

LF Intel{R) 82583V Gigabit Network Connection

This connection uses the following items:

& Client for Microsoft Networks

4Bl 305 Packet Scheduler

g File and Printer Sharing for Microsoft Networks

«& Intemet Protocol Version 6 (TCP/IPvE)

R imet Protocal Version 4 (TCF/IPv4) |

i Link-Layer Topology Discovery Mapper I%J Diriver
i Link-Layer Topology Discovery Responder

Description

Transmission Cantrol Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networls.

| ok || cancel |

Step5 { SE!S08 KS F2f f20aYH WKRSANBREBAED Y ISE FTNRY
H pooz { {08/ Sl Bvg pEdH p b PHY R WO A O
Internet Protocol Version 4 (TCP/IPvd) Properties M

bl
General

Yfou can get IP settings assigned automatically if your network supports
this capahility. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192,168, 2 . 20
Subnet mask: 255 .55 . 255, 0
Default gateway:

Obtain ONS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DMS server:

[T validate settings upon exit

[ OK l Cancel ]‘

%
Step6 / t h@®Y [XGHE | NBF /2yg50R2BY t WRLIONIASAGKS
T 19 Y 1R
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A.4How to check the gateway IP address of a
computer

h{ SEIIYLXSY 2AyR2g6a& T

Stepl whA B OB i@&By 2y MRKIKG2O@AYSNI 2F (KS RSa1 Gz
Step2 / f ROBY bSiG62N] YR {KFENARYy3A / SyidSNI

Troubleshoot problems
Open Metwork and Sharing Center

Civ o= 9. |2
KR 28/02/2019

Step3 / f A@DIFE ! NBIZ /(K\EWS @Xi M0y

T 19 Y TR
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